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This week was dominated by an event like no other:

of thousands of confidential and secret reports, ma
Department of State, by WikiLeaks. Consequently you
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“INTELLIGENCE HISTORY".
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HESE TOP HEADLINES

3911/2010
The Korean crisis and US carrier diplomacy

(BBC) The nuclear-powered aircraft carrier USS Geor
escorts are heading for the waters off the Korean p
aftermath of the flare-up between North and South K
gunboat diplomacy 21st Century-style.

Indeed, the George Washington has already been depl
following the rise in tensions after the sinking in
Korean warship Cheonan - widely blamed on the North
to send a series of messages - supposedly of reassu
deterrence to the North.

It is a move that the United States has made many t
crises during the Cold War and since.

In many ways, the US fleet of aircraft carriers has
diplomatic instrument as a military tool. The US Na
in virtually every crisis, the first question every
"Where is the nearest carrier?"

http://www.bbc.co.uk/news/world-asia-pacific-118403

ge Washington and its
eninsula, in the
orea. This is very much

oyed there this year,
March of the South

. Then, as now, it was
rance to the South, and

imes in response to

been as much a
vy proudly boasts that
US president asks is:

85

3912/2010
Sudkorea furchtet neuen Angriff aus dem Norden

(Sueddeutsche) Der siidkoreanische Geheimdienst rech
zufolge mit einem weiteren Angriff aus Nordkorea. "

ist grol3, dass der Norden erneut angreifen wird", s

Won Sei Hoon am Mittwoch bei einer Anhérung im Parl
zufolge. Mit den Militarangriffen wolle die Fihrung
innenpolitischen Problemen ablenken. Als Beispiele
Kritik an der Nachfolgeregelung" sowie die schlecht
Nordkoreas an. In der vergangenen Woche hatten sich
Region dramatisch verscharft, nachdem Nordkorea ein
unter Beschuss genommen hatte.

Nach dem Artillerieangriff blockiert China nach An
UN-Sicherheitsrat jede Aktion gegen Pjongjang. Das
inzwischen so weit, dass am Dienstag nicht einmal m
taglichen Gesprache tber das Thema stattfanden. Es
weiteren offiziellen oder inoffiziellen Kontakte ge

der funf stdndigen Mitglieder des UN-Sicherheitsrat
jede geplante Resolution sein Veto einlegen.

Um Entschlossenheit zu demonstrieren, wollen die US
bald eine weitere Militariibung vor der koreanischen
Dies kundigte am Mittwoch ein Sprecher des siidkorea
Seoul an. Als Zeitraum werde noch dieser Monat oder
diskutiert. Die Ankiindigung erfolgte am letzten Tag

Marinemandvers von USA und Stdkorea im Gelben Meer.

im Vorfeld klar gemacht, dass die Ubung der Abschre
ist offenbar auch Ziel des nun angekiindigten weiter

net einer Agenturmeldung
Die Wahrscheinlichkeit
agte Geheimdienstchef
ament der Agentur Yonhap
in Pjongjang von ihren
fuhrte er "interne

ere wirtschaftliche Lage
die Spannungen in der

e stidkoreanische Insel
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Zerwurfnis gehe

ehr die bisherigen

seien auch keine

plant. China ist eines

es und kann damit gegen
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Halbinsel abhalten.

nischen Generalstabs in
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eines grol3angelegtes

Die US-Regierung hatte
ckung dienen solle. Dies
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(&) http://lwww.sueddeutsche.de/politik/politik-kompakt-

suedkorea-

fuerchtet-neuen-angriff-aus-dem-norden-1.1030618

(b) Stidkoreas Mandver mit USA heizt Krise mit Nordk
http://www.wochenblatt.de/nachrichten/welt/Suedkore

orea noch an:
as-Manoever-mit-

USA-heizt-Krise-mit-Nordkorea-noch-an;art29,22888

3913/2010
China calls for emergency 6-party meet to resolve

(The Hindu) China on Sunday proposed “emergency con
representatives of the Six Party Talks — which invo
Korea, Japan, China, Russia and the United States —
escalating crisis on the Korean Peninsula. The Chin
Tuesday's exchange of artillery fire.

China’s special representative for the Korean Penin
also a Vice-Foreign Minister, made the proposal at
press briefing here on Sunday afternoon. He suggest
consultations could be held in Beijing in early Dec

He said China believed it was “necessary” for the h
the Six-Party Talks to “exchange views on major iss
contributions “to ease tensions in Northeast Asia.”
stalled for two years after North Korea conducted m
the talks.

http://www.thehindu.com/news/international/article9

Korean crisis

sultations” among

Ive the North and South
to help resolve the

ese proposal follows

sula Wu Dawei, who is
a hurriedly-scheduled
ed that the

ember.

eads of delegations of
ues” and make

The talks have been
issile tests and quit

19775.ece?homepage=true

3914/2010
Attack on Iranian nuclear scientists prompts hit s

(Guardian) Tehran accuses the west and Israel of ar
bombings targeting its atomic programme.

Tehran today accused the west and Israel of dispatc
its atomic programme, after an Iranian nuclear scie
another injured in co-ordinated attacks. The attack
motorcycles and stuck bombs to the windows of the s
were leaving their homes in Tehran on the way to wo
bombs detonated.

One bomb killed Majid Shahriar
Shahid Beheshti University in Tehran. His wife was
was wounded. The second bomb injured Fereidoun Abba

qguad claims

ranging co-ordinated

hing a hit squad against
ntist was killed and

ers rode up on

cientists' cars as they
rk. Seconds later the

, of the nuclear engineering faculty at the

in the car with him and
si , 52, a nuclear

physicist and professor at Shahid Besheshti, and al
Both men were senior figures in nuclear research. A
Revolutionary Guard, is named in a UN Security Coun
sanctions on Iran as working in banned nuclear acti
Fakhrizadeh, the scientist accused by western gover
secret nuclear weapons programme.

Shabhriari had no known links to banned nuclear work
regarded in his field. He co-authored an academic p
nuclear reactors with Ali Akbar Salehi, the head of
Organisation. An Iranian news website said he was d
generation of theoretical nuclear reactors".

so injured his wife.
bbasi, a former

cil resolution imposing
vities with Mohsen
nments of running a

, but was highly

aper on fission in
Iran's Atomic Energy
esigning a "new
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The attacks were similar to the assassination in January of Masoud Ali

Mohammadi, an expert on particle physics, killed by a remote -control bomb
strapped to a motorcycle as he was leaving his Tehr an home on his way to
work.

(&) http://lwww.guardian.co.uk/world/2010/nov/29/iranian -nuclear-

scientists-attack-claims

(b) Gezielte Sabotage - bis hin zum Mord:
http://www.20min.ch/news/ausland/story/Der--dritte- Weg--im-
Atomstreit-26351831

3915/2010

WikiLeaks cables claim Iran procures uranium in La tin America
(RIAN) Iranian engineers have been actively searchi ng for uranium deposits
in Venezuela and Bolivia , among other Latin American countries, since 20086,

Mexican media reported citing WikiLeaks.

Secret U.S. diplomatic cables, recently released by WikiLeaks, alleged that
at least 57 Iranian specialists visited Venezuela i n the past five years to
prospect for uranium, needed for Tehran's controver sial nuclear program.
WikiLeaks also posted a secret Israeli report, whic h claims that Venezuela
and Bolivia delivered uranium to Iran in exchange for help with their own

nuclear programs.

Iran's top nuclear official said in October that th e Islamic Republic
currently possesses 30 kg of 20 percent-enriched ur anium and is continuing
to increase its nuclear fuel reserves. He also said the country was seeking
to reach self-sufficiency in uranium mining in the next seven-eight years.

http://en.rian.ru/world/20101203/161602944.html|

3916/2010

Putin droht USA bei Start-Scheitern mit atomarer A ufriistung
(Sueddeutsche) Der russische Regierungschef Wladimi r Putin hat mit atomarer
Aufristung gedroht, sollten die USA den Vertrag tbe r die Reduzierung
strategischer Offensivwaffen nicht ratifizieren. "W ir erwarten das, wenn es
zu keiner Ubereinkunft kommt", sagte Putin in einem Interview mit dem US-
Fernsehsender CNN , dessen Wortlaut russische Agenturen am Mittwoch
veroffentlichten. Ein "Nein" ware aber "sehr dumm”, sagte der 58-Jahrige.

"Dann mussten wir reagieren.”

Kremlchef Dmitrij Medwedjew und US-Président Barack Obama hatten im April
ein umfangreiches Abriistungsabkommen unterzeichnet. Jedoch gilt die
Ratifizierung des Start-Vertrags im US-Senat als un sicher. Am Vortag hatte
Medwedjew bereits mit neuen Angriffswaffen gedroht, sollte der Plan einer
gemeinsamen Raketenabwehr von Russland und der Nato scheitern.

Erstmals nahm Putin in dem Interview mit Starmodera tor Larry King Stellung
zu den jungsten Vero6ffentlichungen der Internetplat tform Wikileaks. Sollte
es stimmen, dass US-Diplomaten ihn und Medwedjew mi t den Comic-Figuren
Batman und Robin gleichsetzen wirden, wéare dies "ar rogant", kritisierte der
Ex-Kremlchef. "Das dient nur dem Zweck, einen von u ns zu kompromittieren."
Die Zusammenarbeit mit Medwedjew sei gut, dies stab ilisiere Russland,

betonte Putin.
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http://www.sueddeutsche.de/politik/politik-kompak-

suedkorea-

(@)
fuerchtet-neuen-angriff-aus-dem-norden-1.1030618-9

(b) Transcript of Vladimir Putin's interview with C
http://en.rian.ru/analysis/20101202/161586625.html

NN's Larry King:

WIKILEAKS CABLEGATE - SPECIAL

3917/2010
CableGate Shine Light Into Secret Diplomatic Chann

(NY Times) A cache of a quarter-million confidentia
cables, most of them from the past three years, pro
look at backroom bargaining
views of foreign leaders and frank assessments of n
threats.
DERBPIEREL

LT

The anticipated disclosure of the cables is already
through the diplomatic establishment
relations with some countries, influencing internat

Some of the cables, made available to The New York
several other news organizations, were written as r
late February, revealing the Obama administration’s
e over crises and conflicts. The material was origina Iy
¥ obtained by WikiLeaks, an organization devoted to r
secret documents. WikiLeaks intends to make the arc
public on its Web site in batches, beginning Sunday

els

| American diplomatic
vides an unprecedented

by embassies around the world, brutally candid

uclear and terrorist

Times and
ecently as
exchanges
evealing
hive

sending shudders

, and could conceivably strain

ional affairs in ways

that are impossible to predict
WikiLeaks, were provided to The Times by an interme
of anonymity. Many are unclassified, and none are m
government’'s most secure communications status. But
classified “secret,” 9,000 are labeled “noforn,” sh
considered too delicate to be shared with any forei

are designated both secret and noforn.

Many more cables name diplomats’ confidential sourc
legislators and military officers to human rights a
journalists, often with a warning to Washington: “P
“Strictly protect.”

The Times has withheld from articles and removed fr
posting online the names of some people who spoke p
and might be at risk if they were publicly identifi
withholding some passages or entire cables whose di
compromise American intelligence efforts.

(@)

http://www.nytimes.com/2010/11/29/world/29cables.ht

. The 251,287 cables, first acquired by

diary on the condition
arked “top secret,” the
some 11,000 are

orthand for material

gn government, and 4,000

es, from foreign
ctivists and
lease protect” or

om documents it is
rivately to diplomats
ed. The Times is also
sclosure could

ml?_r=5&src=

meé&pagewanted=print
US-Diplomaten diipieren Verbiindete weltweit:
http://www.sueddeutsche.de/politik/wikileaks-enthue

(b)

llungen-im-netz-

unberechenbar-und-mit-begrenztem-horizont-1.1029368

(c) http://diepresse.com/home/politik/aussenpolitik/614

061/Wikileak

s_InternetPlattform-stellt-USDiplomatie-
bloss? vl backlink=/home/index.do
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3918/2010
Cablegate im Web

(&) http://cablegate.wikileaks.org/
(b) http://de.wikipedia.org/wiki/Cablegate

(c) GUARDIAN:  http://www.guardian.co.uk/uk/2010/dec/02/wikileaks- cables-

afghan-british-military
(d) SPIEGEL:

http://www.spiegel.de/thema/botschaftsberichte 2010 /

(e) Cryptome-Mirror:

http://cryptome.org/0003/un-spy.htm

() Another mirror: http:// 213.251.145.96

3919/2010
Amazon sperrt die Server fur WikiLeaks

(OON) Der Amazon-Konzern verbannte WikiLeaks von se

Allerdings arbeitet WikiLeaks auf verschiedenen Ser
Europa Ersatz gefunden. Die Entscheidung von Amazon
Druck hin geschehen
einem Boykott gedroht haben. Lieberman ist Vorsitze
Senatsausschusses fur Heimatschutz. Er rief auch da
anderen Landern die Servernutzung zu verwehren: ,Ke
bewusstes Unternehmen — ob amerikanisch oder auslan
bei seinen Bemihungen helfen, gestohlenes Material
Internetplattform Facebook gibt es mittlerweile ein

den Internetbuchhandler Amazon.

http://www.nachrichten.at/nachrichten/politik/ausse

inen Servern.

vern und hat offenbar in

durfte auf politischen

sein: Der parteilose US-Senator Joe Lieberman soll mit

nder des

zu auf, WikiLeaks in

in verantwortungs-

disch — sollte WikiLeaks

Zu verbreiten.” Auf der

en Boykottaufruf gegen

npolitik/art391,515813

ACIPSS-newsletter-commentary
time being, under the following link

The Cablegate files can be reached, for the
http://213.251.145.96/

3920/2010
WikiLeaks under cyberattak

(CNN) The whistleblower website WikiLeaks said Sund
cyber attack, preventing it from posting tens of th
U.S. diplomatic cables, it said via Twitter Sunday.

Despite the glitch, five international news outlets
documents ahead of time published details of the le
websites. The announcement of the apparent attack c
United States warned WikiLeaks editor-in-chief Juli
publishing the papers would be illegal and would en

The New York Times, The Guardian newspaper in Engla
magazines in three other European nations published
classified material on Sunday. The site, meanwhile,
distributed denial of service (DDOS) attack, it sai

make a website unavailable to users, normally by fl

for data.

As of 3 p.m. Sunday, the site was inaccessible

(&) http://edition.cnn.com/2010/US/11/28/wikileaks.atta

ay that it was under
ousands of classified

which had obtained the
aked documents on their
ame shortly after the

an Assange that

danger peoples' lives.

nd, and newspapers and
portions of the new

was experiencing a

d. That's an effort to
ooding it with requests

ck/?hpt=T1
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(b) Massive "Distributed Denial of Service"-Attacke
http://derstandard.at/1289608949829/Massive-Distrib

gegen Wikileaks:
uted-Denial-of-

Service-Attacke-gegen-Wikileaks

3921/2010
Cablegate revelations in brief

(based on a NY Times article)

e Suspicions of corruption in the Afghan government

vice president visited the United Arab Emirates las
authorities working with the Drug Enforcement Admin
that he was carrying $52 million in cash. With wry
cable from the American Embassy in Kabul called the
amount” that the official, Ahmed Zia Massoud, “was
keep without revealing the money’s origin or destin
denies taking any money out of Afghanistan.)

* A global computer hacking effort: China’s Politburo

: When Afghanistan’s

t year, local

istration discovered
understatement, a
money “a significant
ultimately allowed to
ation.” (Mr. Massoud

directed the

intrusion into Google’s computer systems in that co
contact told the American Embassy in Beijing in Jan
reported. The Google hacking was part of a coordina
computer sabotage carried out by government operati
experts and Internet outlaws recruited by the Chine
have broken into American government computers and
allies, the Dalai Lama and American businesses sinc

* Mixed records against terrorism
financiers of Sunni militant groups like Al Qaeda,
Gulf state of Qatar, a generous host to the America
was the “worst in the region” in counterterrorism e
a State Department cable last December. Qatar’s sec
“hesitant to act against known terrorists out of co
to be aligned with the U.S. and provoking reprisals

* Anintriguing alliance: American diplomats in Rome
what their Italian contacts described as an extraor
relationship between Vladimir V. Putin,

Silvio Berlusconi
including “lavish gifts,” lucrative energy contract
Russian-speaking Italian go-between. They wrote tha
“appears increasingly to be the mouthpiece of Putin
diplomats also noted that while Mr. Putin enjoys su
other public figures in Russia, he is undermined by
bureaucracy that often ignores his edicts.

* Arms deliveries to militants: Cables describe the U
struggle to prevent Syria from supplying arms to He
which has amassed a huge stockpile since its 2006 w
week after President Bashar al-Assad promised a top
official that he would not send “new” arms to Hezbo
States complained that it had information that Syri
increasingly sophisticated weapons to the group

untry, a Chinese
uary, one cable

ted campaign of

ves, private security
se government. They
those of Western

e 2002, cables said.

: Saudi donors remain the chief

and the tiny Persian
n military for years,
fforts, according to
urity service was
ncern for appearing
,” the cable said.

reported in 2009 on
dinarily close

the Russian prime minister, and
, the Italian prime minister and business magnate,

s and a “shadowy”
t Mr. Berlusconi
”in Europe. The
premacy over all
an unmanageable

nited States’ failing
zbollah  in Lebanon,

ar with Israel. One

State Department
llah, the United
a was providing

» Clashes with Europe over human rights: American off

icials sharply warned

Germany in 2007 not to enforce arrest warrants for

Central Intelligence

Agency officers involved in a bungled operation in

which an innocent

German citizen with the same name as a suspected militant was mis takenly

kidnapped and held for months in Afghanistan. A sen

ior American diplomat

ACIPSS-Newsletter 49/2010



told a German official “that our intention was not
but rather to urge that the German government weigh
step of the way the implications for relations with

http://www.nytimes.com/2010/11/29/world/29cables.ht

to threaten Germany,
carefully at every
the U.S.”

ml?_r=5&src=me&pagewante

d=print

3922/2010
Some underreported WikiLeaks revelations

(IntelNews) There is little point in recapping here
contained in the ongoing WikiLeaks revelations. The
packed with them —and perhaps this is the real stor
revelations, namely the fact that espionage and int
near-monopolized the global news cycle for the firs
Watergate Congressional investigations of the 1970s
pointing out a handful of news stories on the WikiL
have arguably not received the media coverage that

Undoubtedly the most underreported disclosure conce
between US officials and Meir Dagan, the then Direc

the bulk of disclosures
news sphere is jam-

y in the WikiLeaks
elligence issues have

t time since the post-

. But it is worth

eaks revelations that
they deserve.

rns a 2007 meeting
tor of Israel’'s Mossad

intelligence agency. During the meeting, Dagan appa
with five-step program to perform a coup in Iran

But there are other underreported disclosures. Take
revelation that US Secretary of State Hillary Clint
US diplomats to engage in all-out and indiscriminat
United Nations officials. Although there is nothing
seasoned intelligence observers, the breadth of int

rently “presented US

for instance the

on personally authorized
e spying on senior

here that will surprise
elligence collection

that US diplomats
credit card numbers and biometric data of UN offici
certainly unprecedented. Moreover, it should be not
officials are in fact American, which leads to the
whether US diplomats are routinely required to enga
collection against American UN officials. The UN ha
revelations and has vowed to address them “with our
various levels”, unlike the Europeans, who appear t
the diplomatic cables.

Another interesting revelation regards the “sharp w
ambassador to Berlin delivered to the German govern
that German prosecutors drop plans to issue warrant

are instructed to engage in (which includes collec ting

als) is astonishing and
ed that many senior UN
intriguing question of
ge in intelligence

s reacted angrily to the
US counterparts on

0 be mostly amused by

arning” which the US
ment in 2007, demanding
s for a team of CIA

officers who in 2003 kidnapped German citizen Khale
brutally tortured in Syria and Afghanistan before b
even an apology, after the CIA realized they had th

German media point to another revelation, relating
appears Washington employed Drug Enforcement Admini

d el-Masri. He was
eing released without
e wrong man.

to Bolivia, where it
stration (DEA) and

United States Agency for International Development

(USAID) officials to spy

on the Latin American country —something that will
readers of this blog.

Finally, the US reaction to the WikiLeaks revelatio
again hardly shocking: Washington appears to be con
WikiLeaks founder Julian Assange with violating cri

hardly shock regular

ns is perplexing, though
sidering charging

minal laws, while at the

same time claiming that conducting espionage operat

ions against allied

countries is “not wrong”. Nice. (a)

Some of the least noticed revelations include a 200
diplomat in Tel Aviv, which appears to confirm the

9 dispatch from a US
close secret relations
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between Israel and the United Arab Emirates
two countries have no official diplomatic connectio

Another diplomatic cable reveals that Iranian intel

, despite the fact that these

ns.

ligence officials

approached their Canadian counterparts

them “information on potential attacks in Afghanist
surprisingly, the Canadians reacted guardedly, with
Intelligence Service Director Jim Judd stating that
figured out what they [the Iranians] are up to”.

A cable sent in 2006 from the US embassy in Venezue
that Cuban intelligence had a prominent role in the

in 2008 and offered to share with

an”. Perhaps not
Canadian Security
his agency had “not

la expressed the view
Venezuelan government's

security arrangements
access to [Venezuelan President Hugo] Chavez”.

Finally, a report sent this year from the US embass
reveals that a significant number of senior North K

, and that Cuban operatives in Caracas “have direct

y in Seoul, South Korea,
orean officials have

defected to South Korea

in recent times, but that the South Korean

government has chosen not to publicize the defectio ns. (b)
(&) http://intelligencenews.wordpress.com/2010/11/30/01 -605/
(b) http://intelligencenews.wordpress.com/2010/12/01/01 -606/

3923/2010
The Web can do a lot, but making info disappear is

(Washington Post) Can you make a site vanish from t

Apparently not, even if you have a great deal of mo
behind your attempts.

WikiLeaks, the site that has been publishing vast s
U.S. government data over the past few months, resu
new address, just hours after being unplugged from
hosting arrangements. Instead of visiting wikileaks

to wikileaks.ch a Swiss-registered domain. You can
name system entirely and use the Internet Protocol

That move follows a series of expulsions of WikiLea
hosts. Amazon booted WikiLeaks from its hosting ser
Although Sen. Joe Lieberman (1.-Conn.) had pressure
site, Amazon said WikiLeaks earned its eviction by
service.

Then EveryDNS, the company that had hosted WikiLeak

off the site on Thursday, citing risks to its other

flood of attacks on its servers. There will certain

come in this whack-a-mole game. But even if you cou

host and domain-name registrar in the world to refu

its organizers could still publish massive quantiti

BitTorrent or other file-sharing systems. The Internet can do
things, but making information disappear is not amo

http://voices.washingtonpost.com/fasterforward/2010

not among them

he Internet?

tivation and cooperation

tashes of classified
rfaced hours ago at a

its earlier address and
.org, you now have to go
also bypass the domain
address 213.251.145.96.

ks by previous Internet
vice on Wednesday.
d Amazon to dump the
violating its terms of

s' domain name, kicked
customers caused by a
ly be other moves to
Id get every single Web
se WikiLeaks' business,
es of data through

a lot of
ng them.

/12/wikileaks_sinks resu

rfaces_rep.html
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3924/2010

Die geheimen US-Netzwerke sind leicht zu knacken

(Welt) AuRenministerin Clinton will "aggressiv" geg
vorgehen. Doch Millionen Soldaten hatten Zugriff au

Die Dokumente hatte im Frihjahr mutmalflich der 23 J
Bradley Manning, ein im Irak eingesetzter Computere
und an Wikileaks geleitet. Manning prahlte vor sein
einem Chat, er habe sich Zugang zu 260.000 Depesche
verschafft, die ,erklaren, wie die Erste Welt die D

Nach einer Vero6ffentlichung dieser Unterlagen wirde
Clinton ,und mehrere Tausend Diplomaten weltweit ei
bekommen*.

Manning hat fir den Datendiebstahl das vom Militar
Behdrdennetz Siprnet genutzt, das als weitgehend si
aul3en gilt. Im Pentagon, im State Department, in US
weiteren Behorden haben jedoch weltweit mindestens
Zugang zum ,Secret Internet Protocol Router Network
(Siprnet Distribution) bezeichnet. Dieser gewaltige

ist ein Resultat des 11. September 2001.

Dokumente, die Uber Siprnet Ubermittelt werden, kén
Soldaten gelesen werden, der eine ,Secret"-Einstufu

en undichte Stellen
f sensible Daten.

ahre alte US-Gefreite
xperte, illegal kopiert

er Verhaftung im Mai in

n des Aul3enministeriums
ritte Welt ausbeutet”.

n AufRenministerin

nen Herzanfall

eingerichtete interne
cher gegen Zugriff von
-Botschaften und in

2,5 Millionen Offizielle

“, auch als Sipdis
Kommunikationsverbund

nen von jedem US-

ng und Zugang zu einem

entsprechenden Computer hat. Schon im Jahr 1993 hat
Millionen Offizielle in den USA eine solche ,Secret

ten mehr als drei
“-Einstufung . Ihre Zahl

dirfte nach ,9/11“ in dem Bemiihen, Informationsliick
verschiedenen Arbeitsebenen zu vermeiden, dramatisc
dieses vermeintliche Mehr an Sicherheit hat die Ant
USA so l6chrig wie einen Schweizer Kase gemacht.

http://www.welt.de/politik/ausland/article11295346/

en zwischen
h gestiegen sein. Aber
i-Terror-Maschinerie der

Die-geheimen-US-

Netzwerke-sind-leicht-zu-knacken.html

3925/2010

Wie das US-Netz fir Geheimdepeschen funktioniert

(Spiegel) Die Diplomatendepeschen, die weltweit fur
aus einem Behdrden-Intranet der USA. Uber das sogen
diplomatische Einschatzungen weitergereicht, aber a
andere Geheiminformationen. Wie konnten die Depesch

SIPRNet steht fiir Secret Internet Protocol Router N
Internet neben dem Internet: eine Struktur zur Date
eigene, verschlisselte Verbindungen zuriickgreift -
US-Behdorden fir ihre interne Kommunikation benutzen
Netzwerks sind bestimmte Kommunikationssysteme des
Verteidigungsministeriums angesiedelt, etwa das Glo
System und das Defense Message System des US-Milita
Ubermittlung per Fernschreiber (iber Land- und Seeka
Uber SIPRNet Ubertragenen Nachrichten auch heute no

Heute bedient man sich der gleichen Ubertragungspro
das Internet basiert, jedoch innerhalb einer sduber
Infrastruktur. "Gehackt" werden im engeren Sinn kan
ohne physischen Zugriff kaum - wer keinen Zugang zu
hat, der kommt auch nicht an die darin Ubertragenen
sind, wie bei jedem Netzwerk, die Endpunkte und der

Aufruhr sorgen, stammen
annte SIPRNet werden
uch militéarische und

en entwendet werden?

etwork. Es ist eine Art
nibertragung, die auf
eines von mehreren, die

. Innerhalb dieses

us-

bal Command and Control
rs. Friiher geschah die
bel, daher heil3en die

ch "cable", Kabel.

tokolle, auf denen auch
lich getrennten

n das SIPRNet deshalb
einem seiner Terminals
Daten. Schwachpunkte
en Benutzer.
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http://www.spiegel.de/netzwelt/netzpolitik/0,1518,7

32304,00.html

3926/2010
Das fehlende Kabel: Kasachstan, Uran und die Famil

(Oraclesyndicate) US-AuRenministerin Hillary Clinto
Woche Kasachstan, um an der Konferenz der Organisat
Zusammenarbeit in Europa, (OSZE) teilzunehmen. Kasa
Vorsitz inne.

Kasachstan gehort zu den Landern, wo die Korruption
Fremdwort ist, die Opposition verfolgt wird und die
dartiber beschweren. Es fehlt allerdings eine wichti
jedenfalls dann, wenn die US-Botschaft die Mal3stabe
anlegen wiirde, und zwar tber einen Vorgang, der ger
zuriickliegt. In diesen unerquicklichen Vorgang war
AuBenministerin und friihere US-Prasident Bill Clint

ie Cinton

n besuchte Anfang der
ion fur Sicherheit und
chstan hat zur Zeit den

bliht, Demokratie ein
US-Diplomaten sich

ge Beschwerde,

auch an die USA selbst
ade mal 5 Jahre

auch der Gatte der US-

on involviert ,und das

hat etwas mit den Schirfrechten fiir Uran Zu tun.

http://oraclesyndicate.twoday.net/stories/familie-c

linton-die-osze-

kasachstan-uran-und-wikileaks/

3927/2010
WikiLeaks documents paint dark picture for Iran

(NationalPost) The drumbeat of an approaching war w
through U.S. diplomatic documents leaked by the whi
WikiLeaks.

Eighteen months ago, in May 2009, Israel’s Defence
with a U.S. congressional delegation and insisted t

18 months “in which stopping Iran from acquiring nu
still be viable.” After that, Mr. Barak said, “any

result in unacceptable collateral damage.” With tha
approaching, time indeed is running out. And, for t
WikiLeak’s trove of stolen U.S. diplomatic cables s
ways, the growing pressures being put on Washington
solution to Iran’s growing nuclear threat.

Before he rushed to New York for emergency medical
Saudi King Abdullah repeatedly pressed the United S
one point urging U.S. officials to “cut off the hea
diplomatic memos say. As early as 2006, Abu Dhabi’s
bin Zayed, the defence chief of the United Arab Emi
Washington to take action against Iran “this year o
last year, King Hamad of Bahrain told U.S. General
nuclear program “must be stopped . . . by whatever

According to a February 2010 diplomatic cable, Kuwa
Jaber Kahled al-Sabah, believes “the U.S. will not
military conflict with Iran, if it is serious in it

Tehran from achieving a nuclear weapons capability.
threatened military attacks on Iran to derail its n

ith Iran reverberates
stle-blowing website

Minister Ehud Barak, met
he world had just six to
clear weapons might
military solution would

t deadline fast

he first time, the

hows, in unprecedented
to find a military

treatment last week,

tates to attack Iran, at

d of the snake,” several
Crown Prince Mohammed
rates, was urging

r next.” In November
David Petraeus Iran’s
means necessary.”

it's Interior Minister,
be able to avoid a

s intention to prevent
" Israel has long
uclear arms program

But it is only now, because of the diplomatic leaks
the Middle East are publicly on the record as havin
conclusion .

, that Arab states in
g reached the same
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http://www.nationalpost.com/news/WikiLeaks+document

s+paint+dark+picture+ira

n/3902032/story.html

3928/2010
Hillary Clinton attacks release of US embassy cabl

(Guardian) Secretary of state leads Obama administr
WikiLeaks release, saying it attacks fabric of resp

The US secretary of state, Hillary Clinton, today g

first public reaction to the leaking of thousands o
diplomatic documents, describing it as an attack no
international community. Clinton, in a lengthy stat

regret over the leaks that have thrown the diplomat

and created widespread embarrassment for Washington
at risk the lives of many people in oppressive soci
American diplomats.

President Barack Obama joined in criticising the le
press secretary, Robert Gibbs, told a press confere
criminal act and the president "is, and it is an un
pleased with this information becoming public". The
mainly echoed by foreign ministries round the world
with some shrugging aside the release of private ex

The White House, Clinton and the Pentagon announced
underway to tighten up security to prevent a future
people with access to classified information is exp

Clinton told reporters at the US state department:
international community, the alliances and partners
and negotiations that safeguard global security and

es

ation's reaction to
onsible government.

ave the administration's
f confidential

t only on the US but the

ement expressing US

ic world into disarray

, Stressed the leaks put

eties who had spoken to

ak. His White House
nce that it was a
derstatement, not

US condemnation was
, at least in public,
changes and assessments.

that a review is now
breach. The number of
ected to be reduced.

"It is an attack on the
hips, the conversations
advance economic

prosperity ."

http://www.guardian.co.uk/world/2010/nov/29/clinton

-reacts-us-embassy-

cables

3929/2010
Die Dokumente des Zorns

(Kleine Zeitung) Eine solche Geschichte hatte kein
erfinden kdnnen. Acht Jahre ist es her, da hatte de
Julian Assange die Gelegenheit zu einem privaten Ge
Geheimdienstoffizier seines Landes. Dabei klagte de

Drehbuchautor besser

r australische Hacker
sprach mit einem

r Agent (ber das grol3e

Maf an Desinformation , mit dem die Medien der Welt tGiber das Geschehen

wahrend des Irakkrieges in die Irre geleitet

selbst keine Mdglichkeit, Informationen Uber das wa
veroffentlichen.

Dieses Gesprach sei es gewesen, so jedenfalls erzah
das den heute weltberihmten Netzaktivisten auf die
seines Lebens gebracht habe. Es gelte, einen Platz
der es ermdglicht, geheime Informationen zu verdffe
Ubermittler der Dokumente zu kompromittieren. Kein
"whistleblower", wie sie in Amerika heil3en, sollte

Job, seine Freiheit oder sein Leben furchten miissen
Dokumente preisgibt.

wirden. Und leider habe er

hre Geschehen zu

Ite es Assange spéter,
Idee fur das Projekt

im Internet zu schaffen,
ntlichen, ohne den
Hinweisgeber, kein
kiinftig noch um seinen
, wenn er geheime
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Das war der Plan. Und Assange verfolgte ihn in den
Vertrauten aus der weltweiten Hackergemeinde mit ei
kam ein Medienprojekt, das nun wie kaum ein anderes
Wikileaks, ins Leben gerufen von nur finf Aktiviste

und Australien, ist zur weltweit wichtigsten Plattf
Veroffentlichung von geheimen Dokumenten geworden.
und seine Mitstreiter Hunderttausende von Eintragen
Kriegstagebtichern der US-Armee sowie aus der intern
amerikanischen AufRenministeriums veréffentlichten,
Weltmacht USA in einem Mal3 herausgefordert, wie es
Initiative gelungen ist. Doch genau dieses kithne Un
Projekt nun in eine tiefe Krise gestirzt.

http://www.kleinezeitung.at/nachrichten/politik/wik

folgenden Jahren mit
serner Energie. Heraus
zuvor die Welt bewegt.
n aus Europa, Amerika
orm fur die

Mehr noch: Indem Assange
aus den

en Kommunikation des
haben die Aktivisten die
noch nie einer privaten
terfangen hat das

ileaks/2579975/dokumente

-des-zorns.story

3930/2010
The secret life of Julian Assange

(CNN) Assange's mother buys him his first computer
becomes an expert hacker, keen on network security
driven by an activist's conviction and a journalist

he creates WikiLeaks, which posts leaked intelligen

He grew up constantly on the move, the son of paren
theater business in Australia. Now, Julian Assange,
the move again, wanted in Sweden for alleged sex cr
officials around the world for his website WikiLeak
thousands of documents containing confidential info
succeeded in creating a public firewall of sorts ar
perhaps because he learned as a child to cope with
mind to the machinery that would overtake his life.

Assange has been described by his mother, Christine
intelligent.” He was just 13 when she bought him a

It was 1987, and there were no Web sites. Assange a
computer and began his journey through the growing
networks.

"It's like chess," he told New Yorker magazine. "Ch
that you don't have many rules, there is no randomn
very hard." Though his mother raised him without an
she sensed that from a tender age, her son was led
what he perceived as just.

http://edition.cnn.com/2010/LIVING/12/01/assange.pr

when he is 13. He
issues. Later he is
's curiosity. In 2006,
ce papers

ts who were in the

39, finds himself on
imes and wanted by

s' publication of

rmation. If he has

ound himself, it is
solitude and exposed his

, as "highly

Commodore 64 computer.
ttached a modem to his
world of computer

ess is very austere in
ess and the problem is
y religious influence,

by a strong desire to do

ofile/?hpt=Sbin

3931/2010
Interpol jagt WikiLeaks-Griinder Kritik an Schweden

(OON) WikiLeaks-Griinder Assange steht seit gestern
von Interpol ganz oben.

Julian Assange wird in Schweden unter anderem wegen
verdachts gesucht. Als die Polizei vor zwei Wochen
einen internationalen Haftbefehl gegen Assange auss
diesen an die 188 angeschlossenen Nationen weiter.
Nun erhoht die Behérde die Anstrengungen mit Erstel

s Haftbefehl

auf der Fahndungsliste

Vergewaltigungs-

auf richterliches Geheil3
tellte, leitete Interpol
Doch es geschah nichts.
lung eines detaillierten
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Steckbriefs. Assange halt sich an einem unbekannten
einem Magazin Uber Internet ein Interview. Er bestr

Ort versteckt, gab aber
eitet seine Schuld.

In Schweden mehren sich Zweifel an der Richtigkeit

der Ausstellung eines Haftbefehls gegen Assange

Wanted

- i ASSANGE, Julian Paul

3 December 2010

Home:

About INTERPOL
News

Drugs

Criminal organizations

Pharmaceutical crime

Flljanclal and high-tech

Kaum rechtliche Probleme muss Assange bei der angek
Interna einer Bank furchten: In der Praxis gelte da

an dem eine Firma sitzt, sagt der Jurist Thomas Hoe
Standort sei Island. Das dortige Presserecht sei ei
weltweit. ,Das ist wie fiur WikiLeaks zugeschnitten.

Vor allem das paradoxe Agieren der
Staatsanwaltschaft wird als unprofessionell
erachtet: Im August gingen die Anzeigen gegen
Assange bei der Polizei ein. Zunachst entschied
sich die Staatsanwaltschaft, keine Anklage zu
erheben. Dann gab es einen Wechsel. Eine neue
Staatsanwaltin erhob Anklage, lud Assange aber

== nicht zum Verhor, bis er offiziell ausreiste. Erst

Sl im November beschloss das Gericht den Haftbefehl.

Undigten Enthtllung von
s Recht des Standortes,
ren. Der WikiLeaks-
nes der liberalsten

“

(a) http://www.nachrichten.at/nachrichten/politik/ausse npolitik/art
391,515180
(b) Interpol-Fandungsaufruf:
http://www.interpol.int/public/data/wanted/notices/ data/2010/86/2010
52486.asp
3932/2010

WikiLeaks chief faces assassination risk: spokesma

(AFP) WikiLeaks founder Julian Assange is at risk o
over the release of secret US documents and will re
own security, the website's spokesman said Wednesda

Spokesman Kristinn Hrafnsson said the Australian's
after US politicians called for him to face treason
to Canadian Prime Minister

them totally preposterous, even calls for the assas
Assange," Hrafnsson said during a debate at the Fro
"He is justified in being concerned for his safety.
calling, for example, for his assassination, it is
profile," he added. Hrafnsson said Assange's wherea
secret. He is known to have recently spent time in
the subject of an Interpol arrest request over a ra

He has faced calls from the United States for his a
Huckabee , a former Republican presidential hopeful, reporte
those responsible for the leaks were guilty of trea

execution , CNN reported.

Separately, Tom Flanagan, an advisor to Canada's pr
flippantly in a television interview that Assange "

n

f being assassinated
main in hiding for his
y.

safety was at stake
charges and an adviser

Stephen Harper reportedly said he should be
killed ."We have had threats from governments and comment

ators, some of
sination of Julian
ntline Club in London.
When you have people
best to keep a low
bouts would remain
Sweden and London and is
pe allegation in Sweden.

rrest, with Mike
dly saying that
son and should face

ime minister, said
should be assassinated

and that US President Barack Obama "should put out

a contract and maybe use

a drone.”

http://www.google.com/hostednews/afp/article/ ALeqM5

g1uSKJImp_uuRfjS1p6bvXE6V

wp9A~?docld=CNG.fbh9766ec5f13da38d50eb3c154b5¢c774.41
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3933/2010
More "waves" to be expected in the next month

(RIAN) Speaking in a video interview with the Russi
Assange said that the leaked documents were just a
materials that he has, and more "waves" should be e
month-and-a-half.

The 39-year-old Australian activist said WikiLeaks
surface" and it could take as long as seven years t
documents that shed light on many important events

http://en.rian.ru/world/20101203/161603547.html

an Reporter magazine,
small portion of the
xpected in the next

"only scratched the
o thoroughly study the
in many countries.

HOT SPOTS / WARS

3934/2010
US-Geheimdienst verfehlte Zawahiri einige Male off

(Standard) Der US-Auslandsgeheimdienste CIA hat wah
Jagd die Nummer Zwei des Terrornetzwerks Al-Kaida o
knapp verfehlt. Der Agypter Aiman al-Zawahiri (Zawa

enbar nur knapp

rend seiner neunjahrigen
ffenbar mehrmals nur
hri) gilt neben Osama

bin Laden als wichtigstes Ziel des Geheimdienstes i
und soll gefangen oder getttet werden. "Die Kopfe d
ist fur die CIA natirlich von héchster Wichtigkeit”
Geheimdienstes, George Little.

Im Februar 2003 entwischte Zawahiri den Agenten im
wo er sich mit dem mutmalfilichen Drahtzieher der Ans
2001, Khalid Sheikh Mohammad, in einem Auto getroff

pakistanische Geheimdienst Sheikh Mohammad wenig sp

Rawalpindi festnahm, war Zawabhiri bereits wieder au
2005 verhafteten pakistanische Sicherheitskréfte in
einen mutmallichen Boten Zawahiris. Der Mann sei in
Gefangnis in Rumanien verhort worden, habe jedoch k
Bin Laden und Zawahiri preisgegeben, sagt ein ehema

http://derstandard.at/1289609064122/US-Geheimdienst

m Kampf gegen den Terror
er Al-Kaida zu finden,
, sagt der Sprecher des

pakistanischen Peshawar,
chlage vom 11. September
en hatte. Als der

ater in der Stadt

f der Flucht. Im Mai

der Nahe von Peshawar
einem geheimen

eine Informationen Uber
liger CIA-Agent.

-verfehlte-Zawahiri-

einige-Male-offenbar-nur-knapp

3935/2010
Creating A Target Rich Afghanistan

(StrategyPage) The recent NATO offensive in souther
Helmand and Kandahar provinces) has had great succe
capturing much of the Taliban leadership. In one si
forces in Helmand killed or captured 271 Taliban, i

of these was the Taliban "governor" of Helmand. All
and was largely the result of intense intelligence

the key Taliban personnel, and where they tended to
the intel people provided locations in what NATO tr

a "target rich environment."

n Afghanistan (mainly

ss in killing or

x day operation, British
ncluding 19 leaders. One
this was no accident,
work, that identified

hang out. In effect,

oops already considered
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All this was not really a surprise to the Taliban.

ago the U.S. revealed that many terrorists it arres
Afghanistan and elsewhere around the world, already
the United States and other nations. They knew this
war on terror, the Department of Defense adopted ma
police departments have long taken for granted. One
techniques is biometrics. That is, every time the t
"person of interest”, they don't just take their na

also use portable electronic tools to take fingerpr
photos. All this is stored in a database, which now
thousands of records for Iragis, Afghans, and other
The fingerprints are particularly useful, because w
electronically, you can search and find out immedia
have just lifted from somewhere else, like the frag

in there or not. The digital photos, from several a
because these pictures are run through software tha
that can be used by security cameras to look for so
finding someone from a witness description. Other n
their mug shots, and this enables these people to b
against those in the American database.

This approach played a large role in destroying al
Arab terror groups, in Irag.

http://www.strategypage.com/htmw/htintel/articles/2

For example, two years
ts, or Kkills, in Iraq,

had arrest records in
because early on in the
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roops encounter a
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hen they are stored
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Qaeda, and other Sunni
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UNITED STATES

3936/2010

WikiLeaks cables: CIA drew up UN spying wishlist f

(guardian) The US state department's wishlist of in
United Nations secretary-general, Ban Ki-moon, and
his organisation was drawn up by the CIA, the Guard

The disclosure comes as new information emerged abo

intelligence gathering on foreign diplomats, includ
telephone and internet use of Iranian and Chinese d

One of the most embarrassing revelations to emerge
cables obtained by the whistleblowers' website Wiki
diplomats were asked to gather intelligence on Ban,
security council members and other foreign diplomat
of international law.

US state department spokesman PJ Crowley, in interv
has tried to deflect criticism by repeatedly hintin
cables were signed by secretary of state, Hillary C
predecessor, Condoleezza Rice, they originated with
refused to identify it.

The Guardian has learned that the intelligence shop

or diplomats

formation about the
other senior members of
ian has learned.

ut Washington's
ing surveillance of the
iplomats.

from US diplomatic
Leaks has been that US
other senior UN staff,

s — a possible violation

iews since the release,
g that although the
linton, and her

another agency. But he

ping list is drawn up

annually by the manager of Humint (human intelligen

ce), a post created by
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the Bush administration in 2005 in a push to better co-ordinate
intelligence after 9/11.

(&) http://lwww.guardian.co.uk/world/2010/dec/02/wikilea ks-cables-cia-

united-nations
(b) Clinton macht Diplomaten angeblich zu Spionen:

http://imwww.heise.de/newsticker/meldung/Cablegate-ClI inton-macht-
Diplomaten-angeblich-zu-Spionen-1144077.html
(c) The specific cable “United Nations National HUM INT Collection
Directive S/INF” on Cryptome’s mirror: http://cryptome.org/0003/un-
spy.htm
3937/2010
Lieberman Introduces Anti-WikiLeaks Legislation
(wired) Senator Joseph Lieberman and other lawmaker s on Thursday introduced
legislation that would make it a federal crime for anyone to publish the
name of a U.S. intelligence source, in a direct swi pe at the secret-

spilling website WikiLeaks.

“The recent dissemination by Wikileaks of thousands of State Department
cables and other documents is just the latest examp le of how our national
security interests, the interests of our allies, an d the safety of
government employees and countless other individual s are jeopardized by the
illegal release of classified and sensitive informa tion,” said Lieberman in

a written statement.

“This legislation will help hold people criminally accountable who endanger
these sources of information that are vital to prot ecting our national
security interests,” he continued.

The so-called SHIELD Act (Securing Human Intelligen ce and Enforcing Lawful
Dissemination ) would amend a section of the Espionage Act that a Iready
forbids publishing classified information on U.S. ¢ ryptographic secrets or
overseas communications intelligence — i.e., wireta pping. The bill would
extend that prohibition to information on HUMINT, h uman intelligence,
making it a crime to publish information “concernin g the identity of a
classified source or informant of an element of the intelligence community
of the United States,” or “concerning the human int elligence activities of
the United States or any foreign government” if suc h publication is

prejudicial to U.S. interests.

http://www.wired.com/threatlevel/2010/12/shield/

3938/2010

WikiLeaks may set back U.S. intelligence sharing
(Reuters) The damaging disclosure by whistle-blowin g website WikiLeaks of
sensitive U.S. diplomatic cables could put a chill on the sharing of
intelligence considered vital to waging war and ave rting al Qaeda attacks.
Nine years after the September 11 attacks ushered i n a new age of U.S.
intelligence sharing, the website's release of some 250,000 sensitive
diplomatic cables is raising accusations that too m uch U.S. intelligence is
being shared with too many people -- in an age when digital data is too

easy to steal.
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The full extent of the diplomatic fallout is still
threaten to erode trust of crucial U.S. allies, who
fear speaking candidly with Washington if those pri
be made public.

From a global perspective, the system now in place
has lost credibility and Washington may need to tak
its secrets are safe, observers say.

http://www.reuters.com/article/ldUSTRE6AS67F2010112

unclear but the leaks
justifiably may now
vate revelations might

to guard U.S. secrets
e major steps to show

3939/2010
«CIA successfully inherited KGB's psychoactive dru

(Pravda) Igor Sutyagin, one of four Russians, who w
scope of the US-Russian spy swap in early July, cla
psychotropic drugs dissolved in cognac during inter

Lefortovo detention center.

Spokespeople for Russian special services dismissed
"There is nothing strange about Sutyagin launching
particular time, because he needs to attract attent
develop the subject of the recent spy scandal. The
those, for whom Sutyagin works," Russian official s

According to Sutyagin, a former disarmament researc
in Britain, said that the drugs, which he had been
interrogation in Lefortovo, made him pliable. He al
suffering from memory lapses after the interrogatio

In 2004, Sutyagin worked at the department for fore
of the Institute for the United States and Canada o
Sciences. In the spring of 2004, a Moscow court sen
for state treason (espionage).

Sutyagin was found guilty of delivering secret data
missile warnings systems to a British company under
scientist did not plead guilty to the charges.

However, in July of 2010, after the pseudo-spy scan
and three other Russians, charged of espionage in t
were swapped for Chapman and Co. All this means tha
an interest to the West.

http://english.pravda.ru/world/americas/26-11-2010/

gs technology»

as exchanged within the
imed that he was given
rogation in Moscow's

Sutyagin's claims.

this PR campaign at this
ion to himself and
remarks were ordered by
aid.

her, who currently lives
given during

so said that he started
n.

ign political research
f the Russian Academy of
tenced him to 15 years

about submarines and
ClA's order. The

dal in the USA, Sutyagin
he Russian Federation,
t Sutyagin still poses

115946-cia_kgh-0/

3940/2010
Ford Becomes Another Chinese Casualty

(StrategyPage) A Chinese born engineer, Xiang Dong
Motor Company for over a decade, pled guilty on Nov
over $50 million worth of Ford technology and selli
automobile company. The most Yu can get is six year
of $150,000. Many of the technologies Yu stole have
This sort of thing is nothing new. Three years ago,
man, Xiaodong Meng pled guilty to stealing source c
military flight simulators and selling it to China.

Yu who worked for Ford
ember 17th of stealing
ng it to a Chinese

s in prison and a fine
military applications.
another Chinese born
ode for American
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The FBI and CIA have detected hundreds of such atte
military technology in the last eight years. That i

500 formal investigations, and hundreds of arrests
with that, it appears that far more military techno

its way to China.

http://www.strategypage.com/htmw/htintel/articles/2

mpts to steal American
nformation led to over
and prosecutions. Even
logy is illegally making

0101129.aspx

3941/2010
US-Ermittler Gberlisten Terroristen

(Tagesanzeiger) Ein in Somalia geborener Jugendlich
Autobombenanschlag in der US-Grol3tadt Portland vers
weil das FBI ihm eine Falle legte.

Erneut hat ein muslimischer Amerikaner einen Anschl
Der 19-Jahrige wollte am Freitagnachmittag (Ortszei
Grol3stadt Portland ziinden und viele Menschen toten,
mitteilte. Demnach sollte die Bombe wahrend einer g
Weihnachtsbaum-Zeremonie vor dem ersten Advent in d
explodieren. Doch Undercover-Agenten der Sicherheit
einer Attrappe ausgeristet. Der mutmalfliche Terrori
geboren worden sein.

http://www.tagesanzeiger.ch/ausland/amerika/USErmit

er hat am Freitag einen
ucht. Er scheiterte,

ag in den USA versucht.
t) eine Autobombe in der
wie die Polizei

ut besuchten

er Innenstadt

sbehoérden hatten ihn mit
st soll in Somalia

tler-ueberlisten-

Terroristen-/story/29506986

3942/2010
US strips intel analyst of security clearance and

(Washington Post) Eighteen months ago, John Dullaha
analyst with a long and varied career in both the m
classified world. Today, he is jobless and blacklis
workforce, his loyalty to the United States, he say
guestion.

He just isn't sure why.

On St. Patrick's Day 2009, the government stripped
Dullahan's security clearance and fired him from hi
Intelligence Agency in a manner that has no precede
invoking a national security clause that states tha
interests of the United States to inform him of the
him.

As a result, Dullahan, a Vietnam veteran
around the world and as a U.N. weapons inspector in
cannot appeal to a board of senior agency officials

job, won't say why

n was an intelligence
ilitary and the

ted from the federal
s, brought into

the Irish-born

s job at the Defense
nt at the Pentagon -
t it would harm the
accusations against

who served at military posts

Saddam Hussein's Iraq,
, as others in his

position might. He is, in effect, stranded.

http://www.washingtonpost.com/wp-
dyn/content/article/2010/11/26/AR2010112605017.html
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3943/2010
FBI allegedly looking for Russian spy inside NSA

(InteINews) American counterintelligence investigat

to uncover at least one Russian-handled double agen
US National Security Agency (NSA), according to inf
Wednesday in The Washington Times. The paper based
interview with an anonymous “former intelligence of

to the NSA —America’s largest intelligence agency,
worldwide communications surveillance as well as co
The anonymous source told the Times that the probe
the arrest of nearly a dozen Russian deep-cover ope
summer.

Washington eventually exchanged the Russian spies w
handled Russian operatives captured by Moscow and h
But the FBI allegedly believes that the deep-cover

used false identity papers and had lived in the US
primarily tasked with aiding at least one Russian-h
operating inside the NSA’s Forge George F. Meade he
state of Maryland. The anonymous intelligence sourc
the FBI, but the NSA is also “convinced” that “one

are active inside the Agency, as well as perhaps in
affiliated intelligence agencies, including the Def
Agency. The Times contacted NSA and FBI representat
the anonymous revelations, but both agencies refuse

http://intelligencenews.wordpress.com/2010/12/03/01

ors are allegedly trying
t operating inside the
ormation published on
its allegation on an
ficial” with close ties
which is tasked with
mmunications security.
is directly connected to
ratives by the FBI last

ith several Western-
eld in Russian prisons.
operatives, most of whom
for years, were

andled double spy
adquarters, in the US
e said that, not only

or more Russian spies”
other Pentagon-

ense Intelligence

ives in connection with
d comment.

-608/

3944/2010

Greenpeace accuses chemical companies of spying

(Washington Post) A federal lawsuit filed Monday al

Sasol North America and their contractors waged a t
illegal corporate espionage against the environment

its allies.

The 56-page suit, filed by Greenpeace in U.S. Distr
District, said the chemical companies and public re
Resources and Ketchum hired former security firm ex
Greenpeace from 1998 to 2000 and to perform "clande
actions to undermine its efforts against the indust

Greenpeace said agents, including off-duty police o
National Security Agency computer security experts,
confidential documents, including campaign plans, e
donor and media lists.

The suit also claims that agents broke into Greenpe
confidential phone records, infiltrated a Louisiana
conducted "surveillance and intrusion" against empl

(&) http://lwww.washingtonpost.com/wp-

dyn/content/article/2010/11/29/AR2010112905452.html

leges that Dow Chemical,
wo-year campaign of
al group Greenpeace and

ict Court in the

lations firms Dezenhall
ecutives to spy on
stine and unlawful"

ry.

fficers and former
stole thousands of
mployee records and

ace offices, obtained
community group and
oyees and others.

(b) http://content.usatoday.com/communities/greenhouse/ post/2010/11/gree
npeace-dow-spying-lawsuit/1
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3945/2010

Army withholding results of Ft. Lewis spying probe

(Seattletimes) The Army is still refusing to releas
investigation into spying on anti-war activists by
specialist at Joint Base Lewis-McChord south of Sea

Officials released more than 100 pages of records t
Associated Press in response to a Freedom of Inform
with names redacted. The Army withheld the results
by an investigating officer, citing law enforcement

Col. John Wells of the Army's Litigation Division n
civil rights lawsuit brought by the activists and t
criminal charges against Army employees, and said r
could impair the rights of those involved to fair t
proceedings.

The documents outline the scope of the inquiry, whi
completed in mid-2009 and then reopened early this
whether military legal advisors were given complete
information about the protest group's infiltration.

They also show that before the story broke, senior
were concerned about bad publicity "should mainstre
report U.S. 'spying' on protesters,” and they were
agencies, including the city of Tacoma, had turned
protesters revealing the intelligence specialist's

http://seattletimes.nwsource.com/html/localnews/201

e the results of its
a civilian intelligence
ttle.

his week to The

ation Act request, most

and recommendations made
and privacy exemptions.

oted an ongoing federal
he possibility of

elease of the documents
rials or disciplinary

ch was initially
year to determine
and accurate

officials at the base
am media decide to
upset that local

over documents to the
involvement.

3576812 apwadomesticsurv
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FORMER SOVIET UNION

3946/2010
Arms deals, racketeering — Putin accused of runnin

(Independent on Cablegate) Vladimir Putin told US o
noses out of Russian affairs in a combative respons
way his country was run revealed by leaked diplomat

His appearance on the US talk show Larry King Live
were published last night that suggested that Russi
"virtual mafia state" and detailed a political syst
money laundering, arms trafficking and which had fo
between figures in organised crime and the security

One of the US cables released previously said that
disappeared" and described the country's government

g 'mafia state’

fficials to keep their
e to criticisms of the
ic cables.

came before new cables
a under Putin was a

em that incorporated
stered close links
services.

"Russian democracy has
as "an oligarchy run by

the security services
to American Defence Secretary Robert Gates.

The Russian Prime Minister yesterday remarked terse
"deeply misled" and advised Washington not to medd|
systems of other countries. He said that he found t
voting system unfair but accepted it was a US tradi

" in a statement published by Wikileaks and attribu

ly that Mr Gates was
e in the political

he US presidential
tion. Mr Putin also
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promised that Moscow would be forced to deploy new
"strike forces" if Russia was shut out of Nato plan
shield.

(&) http://lwww.independent.co.uk/news/world/europe/arms

nuclear weapons and
s for a new missile

-deals-

racketeering-ndash-putin-accused-of-running-mafia-s

tate-2148819.html

(b) Putin Responds to State Department Cables on Ru
http://www.nytimes.com/2010/12/02/world/europe/02pu

ssia:
tin.html?_r=5&src

=mv
(c) Kreml ist Zentrum von Gaunereien:
http://www.nachrichten.at/nachrichten/politik/ausse

npolitik/art391,5

15411

3947/2010
US-Probleme in der Ukraine : Fatales Spiel mit fal

(SPIEGEL) Die USA wollen die Ukraine dringend in Ri
aber wie? Die Orange Revolution ist gescheitert, un
Préasidenten wird alles noch schwieriger, zeigen die
Amerikaner haben zu lange auf den falschen Mann ges

Wer sich mit einem ungeliebten Neuling arrangieren
sich einen Plan zu machen. Am 23. Februar dieses Ja
Tefft, US-Botschafter in Kiew, ein Konzept fur den
Sicherheitsberater General a.D. James Jones. Der Po
neuen Prasidenten der Ukraine, Wiktor Janukowitsch,
grofRartige Offerte Gibermitteln: "Die Regierung freu

in allen Dingen zusammenzuarbeiten.”

Jones, im Vietnam-Krieg als Soldat gegen Moskaus Ve
soll jetzt eine Schlacht gegen den Kreml auf diplom
gewinnen: Es gilt, den ruppigen Janukowitsch zu ein
Vereinigten Staaten zu machen.

Der ukrainische Staatschef soll sein Land weiter in

Vor allem die Sicherheits- und Wirtschaftspolitik d

nach westlichen Vorstellungen auszurichten - darauf
hinwirken. Finanziell sollen die hochverschuldeten

enger schnallen: "Ermuntern Sie die Ukraine, mit de
Wahrungsfonds zusammenzuarbeiten, um Staatsausgaben

http://www.spiegel.de/politik/ausland/0,1518,728632
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er Ukraine sei daflr
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3948/2010
Russian Spy Chief Kinda Sorta Takes Blame for U.S.

(wired) Mikhail Fradkov, Russia’s top foreign spy a
of a controversy over whether Russia’s sleeper agen
betrayed from within, has a response to his critics
doghouse, but I'm not going to change much.

Earlier this month, Russian President Dmitry Medved
that the country’s Foreign Intelligence Agency had
American mole inside the agency. Medvedev, pointed
claiming it had work to do after spy babe Anna Chap
agent colleagues in the United States were busted b
investigation should be carried out and proper less
Medvedeyv said.

Ring

nd the man at the center
ts in America were
;1 know I'm in the

ev weighed in on reports
missed signs of an

the finger at the SVR,
man and her sleeper

y the FBI. “The proper
ons should be drawn,”
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Today, Fradkov told the Russian press he agrees wit
comments about learning from the alleged incident,
on the subject of assigning responsibility. “We mak
our personnel,” said Fradkov. “Those who do not mee
are of course asked to leave quietly.”

http://www.wired.com/dangerroom/2010/11/russian-spy

h the President’s

but isn’t quite as bold
e constant changes to
t modern requirements

-chief-kinda-sorta-

takes-blame-for-u-s-ring/

3949/2010
Russian spies spotted holidaying together in luxur

(Independent) The 10 Russian spies deported from th
surfaced on a joint holiday at Lake Baikal in Siber

Among them were the redhead Anna Chapman, and Juan
Mikhail Vasenkov — who recent reports have suggeste
in the spy ring.

It is the first time that the spies have been pictu
deportation from America in July, and the first tim
been seen in public at all. The spies stayed in a |
Listvyanka, a village on the shores of the vast Lak

A source at the hotel told the Life News website th

on diving excursions to the bottom of Baikal, which
lake, and were treated to local delicacies. Only Ms
according to hotel staff, and was also subdued and

In the pictures, Ms Chapman wears a black and white
hair tied back in a pony tail, and looks a far cry

fatale image she has tried to foster with racy phot

Only Ms Chapman, who seems to be attempting to laun
appeared in public since the swap. She has become a
parties and events in Moscow, and has posed for a s
shoots, amid rumours that she wants to launch a tel
has said she is not allowed to talk about her time

http://www.independent.co.uk/news/world/europe/russ

y Siberian hotel

e US this summer have
ia.

Lazaro — real name
d was the senior figure

red together since their
e that most of them have
uxury hotel in

e Baikal.

at the former spies went

is the world's deepest
Chapman ate little,

quiet during the trip.

shell suit, with her

from the glamorous femme
o shoots.

ch a showbiz career, has
frequent guest at

eries of magazine photo
evision career. But she
in the US.

ian-spies-spotted-

holidaying-together-in-luxury-siberian-hotel-214510

9.html

3950/2010
Vladimir Putin: Russian spies did no damage to US

(Telegraph) Vladimir Putin has argued that the 10 R
from America this summer did no damage to the USA a
as professionals

The Russian prime minister said the spies, includin
Chapman, were "deep-cover agents" who would only ha
event of a diplomatic crisis with Washington. "Thes
respect,” Mr Putin, a former KGB spy himself, told
activity in no way undermined the interests of the

Mr Putin, who said he was learning English by singi
songs with a private teacher, added that every coun
including America operated its own foreign intellig

ussian spies deported
nd should be respected

g the glamorous Anna
ve been activated in the
e people deserve

CNN's Larry King. "Their
United States."

ng English-language
try in the world
ence network.
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"We are dealing here with deep-cover agents who onl
crises and when diplomatic ties are severed when ot
intelligence become ineffective or impossible," he

Clearly still bridling from criticism of him and Ru
series of leaked US diplomatic cables, he took the
at the CIA and other US intelligence agencies.

"The methods employed by our special services diffe

y become active during
her forms of
explained.

ssia laid bare in a
opportunity to hit out

r in a good way from

those used by US special services
in question nor any other Russian intelligence offi

," he said. "Thank God, neither the agents

cers are known to have

been involved in creating secret prisons, kidnappin

gs or torture "

http://www.telegraph.co.uk/news/worldnews/europe/ru

ssia/8176939/VlIadimir-

Putin-Russian-spies-did-no-damage-to-US.html

3951/2010
Spy says Russia drugged him in jail

(calgaryherald) A Russian arms expert convicted of
included in a major spy swap with the United States
Thursday of using psychotropic drugs during prison

Igor Sutyagin wrote in an article with the Human Ri
that he was fed soup and cognac containing psychotr
Moscow prison in 1999. Sutyagin, a researcher at th
Canada Institute in Moscow, was charged in November
facing up to 20 years in jail. After his first tria
convicted in 2004 of handing over classified inform
company that Russia claimed was a CIA front, and se
jail.

In July, he and three other convicted spies were ex
Russian undercover agents working in the United Sta
in London.

In the article, the researcher said the drugs made
term memory and that his problems continue to this

http://www.calgaryherald.com/news/says+Russia+drugg

espionage and later
accused the authorities
interrogations.

ght in Russia web-site
opic drugs while in a

e respected USA and
that year with treason,
| broke down, he was
ation to a British
ntenced to 15 years in

changed for 10 alleged
tes. Sutyagin now lives

Sutyagin lose his short-
day.

ed+jail/3887257/story.ht

mi

3952/2010

Putin soll von Litwinenko-Giftmord gewusst haben

(OON) Der Giftmord an dem russischen Ex-Geheimdiens

Litwinenko kann aus Sicht von US-Diplomaten nur mit
Kremlchefs Wladimir Putin 2006 organisiert worden s

So geht es jedenfalls aus von der Internetplattform
veroffentlichten Dokumenten hervor, wie die britisc
Donnerstag berichtete. Demnach erklarte ein ranghoh
der Vergiftung Litwinenkos mit der radioaktiven Sub
Putin habe von den Pléanen wissen missen. Wer Putins
kenne, dem sei klar, dass ein solcher Vorgang in Lo
vorbeilaufen kénnen.

tler Alexander
Wissen des damaligen
ein.

WikiLeaks

he Zeitung ,Guardian* am
er US-Diplomat kurz nach
stanz Polonium 210,
,Detailverliebtheit"

ndon niemals an ihm habe
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Der Mordfall Litwinenko ist bis heute nicht geklart
Beziehungen zwischen Russland und GrofR3britannien no

http://www.nachrichten.at/nachrichten/politik/ausse

und belastet die
ch immer.

npolitik/art391,515570

(Hat tip to Dieter BACHER fort his info!)

3953/2010
Russia reshuffles foreign intelligence after spy s

(RIAN) Russia's foreign intelligence service, the S
staff reshuffle following the recent Russian - U.S.
Director Mikhail Fradkov said.

"We make constant changes to our personnel,” Fradko
not meet modern requirements are of course asked to
row between Moscow and Washington broke out in late
Russian spies were arrested in the United States. T
swap deal between the two countries. Russian media
known only as Col. Shcherbakov, who was the chief o
handling all intelligence sources in the United Sta

the exposure of the Russian intelligence officers w
identities.

Fradvov agreed with comments made by Russian Presid
earlier in November that the SVR must learn from th

the SVR would analyze documents leaked by the WikiL
website on Sunday.

http://en.rian.ru/russia/20101130/161563557.html

3954/2010
Four intel officers injured during special operati

(24newsagency) Four officers of Security Services w
special operation in the south of Kyrgyzstan.

As noted by the State National Security Service (GS
have been taken to a hospital with gunshot wounds.
version of the incident broke out on the eve and ca
of Osh city.

Security officers together with law enforcement off
the special operation over detention of a group of
suspected in terroristic activities. The criminals
resistance using grenades, automatic arms and impro

As a result of the Spec Op, the tree members of ter
been liquidated. The personality of one of the trig
identified. He is one of the active originators of
attacks planned in the cities of Bishkek and Osh.

http://eng.24.kg/incidents/2010/11/30/15033.html
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3955/2010
Reforming Russian Reserves

(StrategyPage) Russia is establishing a Western sty
system, composed of troops who are fully trained to
regularly refresh that training, and are capable to
and operating as effectively as full time troops. T
from over a century of using less well trained rese

to be introduced by 2016, will look similar to the
used in the United States and other Western nations

The old Russian reserve system looked impressive on
when actually used. At the end of the Cold War, Rus
divisions in its army. But only a third of these we
peace time, the rest were reserve divisions. The Ru
mobilize over two million men to fill out their res
wartime. The Russians maintained their reserve divi
crew of active duty soldiers.

http://www.strategypage.com/htmw/htpara/articles/20
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begin with, and
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3956/2010
Syrian spy chiefs deployed to foreign capitals

(Washington Post) Syrian intelligence chiefs made d
London, Rome, Paris, Beijing and possibly Pyongyang
according to a new report, a development all the mo
of WikiLeaks' disclosures this week that President
willing to distance himself from Hamas.

The reasons for dispatching his senior intelligence
not clear, but according to the Paris-based Intelli
“Syrian intelligence services have been engaged in
activity of late.” Gen. Ali Mamlouk, an Assad intim
General Intelligence service, made an unannounced t
16 through 20, said the subscription-only newslette
Tha’er al-Omar, described as head of the service’s
component, and Gen. Hafez Makhlouf, the head if its
was traveling outside Syria for the first time.”

U.K. officials “shrouded the visit in absolute secr
citing sources in Damascus. Mamlouk went on to Pari
groundwork for an upcoming visit by Assad.

In London, presumably, the Syrians met with their U
like the CIA, have found common ground with Damascu
and its allies.

http://voices.washingtonpost.com/spy-
talk/2010/12/syrian_spy_chiefs_deployed_to.html

iscreet visits to

in recent days,

re intriguing in light
Bashar Assad might be

officials abroad are
gence Online newsletter,
intensive diplomatic

ate and head of Syria’s
rip to London from Nov.
r. At his side was Gen.
anti-terrorism

internal branch, “who

ecy,” 10 reported,
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.K. counterparts who,
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3957/2010

Netanyahu Nominates Veteran Spy to Head Mossad Age

(Bloomberg) Israeli Prime Minister Benjamin Netanya

Mossad official Tamir Pardo
statement sent by text message.

ncy

hu nominated veteran

to head the spy agency, his office said in a

; ; Pardo, currently deputy director of the Mossad, has
' also held other senior positions in the agency,

Israel to the death.

(@)
(b)

experience that will serve him well in facing compl ex
future challenges, Netanyahu's office said. The
nominee is “a responsible professional with the
richest operational experience possible ,” Defense
Minister Ehud Barak said.
The new Mossad chief, whose appointment must be app roved by a government
committee, will face what Israel sees as a growing threat from Iran’s
nuclear program and continued fallout from a Dubai police accusation that
it was behind the January murder of a Hamas leader. Israeli Foreign
Minister Avigdor Lieberman has said that there is n o evidence linking
http://www.bloomberg.com/news/2010-11-29/netanyahu- nominates-
veteran-spy-to-head-mossad-agency-updatel-.html
http://www.google.com/hostednews/afp/article/ALeqM5 heZ2jneBAGPoXvrp6
By9HkxpbFYg?docld=CNG.e3a89f29befcb10f3f2415b2b25f4 8ba.01
http://www.n-tv.de/politik/Bulldozer-ist-neuer-Moss ad-Chef-

(€

3958/2010

article2041001.html

Egypt Sought Spies in Iraq, Syria to Check Iran Es

(Bloomberg) Egypt’'s spy agency recruited agents in
counter Iranian intelligence operations, according
cable posted on the WikiLeaks website.

“Iran must ‘pay the price’ for its actions and not

in regional affairs,” said Omar Suleiman, head of t
and one of President Hosni Mubarak’s closest aides,
2009 cable. It gives details of a meeting between S
Michael Mullen, chairman of the U.S. Joint Chiefs o
Egypt to cooperate with you on Iran, we will,” Sule
according to the cable. “It would take a big burden

Egypt has “started a confrontation with Hezbollah a
cited Suleiman as saying. “We will not allow Iran t

said.

http://www.bloomberg.com/news/2010-11-30/egyptians-

pionage, WikiLeaks

Irag and Syria to try to
to a U.S. diplomatic

be allowed to interfere
he intelligence service
according to the April
uleiman and Admiral

f Staff. “If you want
iman told Mullen,

off our shoulders.”

nd Iran,” the cable
0 operate in Egypt,” he

recruited-agents-in-

irag-syria-to-thwart-iran-wikileaks-shows.html

3959/2010

Hezbollah accuses Israel of framing group in Harir

(LA Times) Hezbollah leader Hassan Nasrallah was tr
against media reports seeming to implicate his grou
of former Prime Minister Rafik Hariri.

i killing

ying to strike back
p in the assassination
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But he was forced to admit something big: that his
organization may have been infiltrated by Israel.

During a speech Sunday for recent university gradua
that Lebanese cellphone networks were compromised b
services that he claimed fabricated data records to
Hezbollah.

“Many people have been called in as Israeli agents
telecommunications data, but after they undergo int
evident they are not," he said. “This proves that |

of our telecommunications sector.”

How credible are Nasrallah's claims? In theory, it'
Telecommunications experts say the technology exist
or hacked for short periods and outgoing and incomi
messages can be fabricated

http://latimesblogs.latimes.com/babylonbeyond/2010/

highly secretive

tes, Nasrallah claimed
y Israeli intelligence
cast suspicion on

based on
errogation, it becomes
srael has full control

s possible.
s. Phones can be cloned
ng calls and text

11/lebanon-hezbollah-

hariri-tribunal-intelligence-.html

3960/2010
US intelligence expert: Pollard wrongly blamed

(Jerusalem Post) Israeli agent Jonathan Pollard cou
identities of American spies for Russia, because he
necessary clearance to see such documents, American
John Loftus revealed over the weekend in an intervi

Loftus, a former US government prosecutor and army
said Pollard was given a life sentence because he w
betraying American agents. He said Aldrich Ames and
later convicted of betraying the agents, had the cl

“Pollard’s continued incarceration is due to horrib
said.

http://www.jpost.com/Headlines/Article.aspx?id=1969

Id not have revealed the
did not have the
intelligence expert

ew with Ma’ariv.

intelligence officer,

as wrongly blamed for
Robert Hansen, who were
earance Pollard lacked.

le stupidity,” Loftus

99

FAR EAST & ASIA

3961/2010
S Korean spies ignored intercepted intelligence of

(todayonline) South Korean lawmakers slammed the go
revelations the country's spies failed to take seri
August that indicated North Korea might attack a fr

South Korean spy chief Won Sei Hoon's surprise ackn
of the intelligence breakdown came a week after the
shells on Yeonpyeong, a tiny enclave of civilians a
located near a disputed maritime border. Mr Won tol
Korea had intercepted North Korean military communi
expect that attack to be on civilian areas and cons

N Korean attack

vernment yesterday over
ously intelligence from
ont-line island.

owledgment on Wednesday
North rained artillery

nd military bases

d lawmakers that South
cations but did not

idered it a "routine
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threat", according to the office of lawmaker Choi J
the closed-door session on Wednesday.

South Korea's Joint Chiefs of Staff tried to play d
saying the intelligence was that North Korea ordere
to return fire should South Korea conduct artillery

That explanation did nothing to cool anger among op
however.

http://www.todayonline.com/World/EDC101203-0000206/

ae Sung, who attended

own Mr Won's comments,
d its troops to prepare
drills.

position lawmakers,

S-Korean-spies-ignored-

intercepted-intelligence-of-N-Korean-attack

3962/2010
WikiLeak: Pakistanis ‘Sabotage’ U.S. Mercs, Gear,

(Wired) Whatever the Pakistani government’s secret
on drone strikes, it doesn’t mind screwing with Ame
contractors stationed there. A WikiLeaked diplomati
2010 cites repeated instances of Pakistani security
diplomats’ cars, shutting down counterterrorism pro
deals with their security contractors.

Despite $400 million in U.S. cash for Islamabad’s c
efforts, local Pakistani security officials shut do
Assistance” training program at Pakistan’s Sihala P

the cable doesn’t mention it, rumors abounded at Si

the police academy to spy on a nearby nuclear insta
U.S. runs deep enough to delay the importation of “

law enforcement agencies,” reads Ambassador Anne Pa
2010 briefing for an impending visit from FBI Direc

Patterson’s staff face more passive-aggressive obst
Pakistani hosts. Roadblocks impede the expansion of
Islamabad. Not only does Pakistan slow-roll U.S. di
applications, but the security forces delay “import
vehicles” in a city that extremists enjoy bombing.
when diplomats manage to get out on the roads. Paki
known for “harassing Embassy personnel by stopping
vehicles.”

http://www.wired.com/dangerroom/2010/12/cable-pakis

Diplos

collusion with the U.S.
rican officials and

c cable from February
personnel seizing U.S.
grams and “sabotaging”

ounterinsurgency

wn an “Anti-Terrorism
olice Academy. Though
hala that the U.S. used
llation. Distrust of the
equipment for Pakistani
tterson’s February 19,
tor Robert Mueller.

acles from their

the embassy in
plomats’ visa

permits for armored
It's not much better
stani officials are

and detaining Embassy

tanis-sabotage-u-s-

mercs-gear-diplos/

3963/2010
Indian Finance intelligence agency operating at ha

(MSN news) The government's elite finance intellige
detect suspected terror financing in the country is
sanctioned strength in stark contrast to the volume

The Financial Intelligence Unit (FIU) under the Uni
been dealing with sensitive data since it was creat
national agency responsible for receiving, processi
disseminating information relating to dubious finan

During the last financial year (2009-10), the unit
national capital saw a huge 400 per cent rise in re

If staff strength

nce wing mandated to
working at half its
of work handled by it.

on Finance Ministry has
ed in 2004 as the

ng, analysing and

cial transactions.

headquartered in the
portage of such inputs
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by various agencies to it. Only 36 posts have been
although the total sanctioned strength for the wing
is 74.

At the level of assistant directors, the cutting-ed
intelligence gathering and disseminating functions,
compared to the sanctioned 20 are operational, acco
Finance Ministry report updated till the last fisca

The FIU draws its officers and investigators from t
Bank of India (RBI), Securities Exchange Board of |
of Legal Affairs and various intelligence agencies.

http://news.in.msn.com/national/article.aspx?cp-doc

filled in the unit,
, headed by a Director,

ge level of the FIU's
only nine posts as
rding to a latest

l.

he IAS, IRS, Reserve
ndia (SEBI), Department

umentid=4635786

3964/2010
Five arrested over Pakistan spy agency attack

(AFP) Pakistani police have arrested five suspects
spy agency building in Lahore last year which kille
police chief said.

"The suspects have confessed their role in the suic
intelligence agency building," police chief Aslam T
adding that the group had been planning more terror
arrested a couple of days ago from Shahdara," a nei
the country's eastern hub, Tareen told a press conf

"We are in a warlike situation and this war on terr
Pakistan, but we are trying to do our best to maint

It would take time to complete the investigation, h
suspects belonged to the previously unknown Al-Tohe
which falls under the umbrella Pakistani militant g
Pakistan (TTP), and had trained in North Waziristan

"They were activating themselves and planning terro
Lahore," Tareen said.

http://www.google.com/hostednews/afp/article/ALeqM5

linked to an attack on a
d 24 people, the city's

ide attack on the

areen told reporters,
attacks. "The five were
ghbourhood in Lahore,
erence.

or has spread across
ain security,” he said.

e added. Police said the
ed-wa-al-Jihad faction
roup Tehreek-e-Taliban

rist activities in

jbkZoytpvEv5eY5Q1CJIIMMOV

Wq9Q?docld=CNG.9b40c834938da9fad39ef4c514c3a0ch.b01

EUROPE (GEOGRAPH.)

3965/2010
No Place To Hide

(StrategyPage) Police in Belgium, the Netherlands a
arrested 11 Islamic terrorism suspects. At least 17
well, all in an effort to disrupt planned terror at
Earlier this year, this same investigation resulted
Morocco and Saudi Arabia. Russia is also involved i
some of those picked up were involved with Islamic
Russia and Chechnya.

nd Germany recently
homes were searched as
tacks in Belgium.

in arrests in Spain,

n this investigation, as
terrorism in southern
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This degree of cooperation is nothing new, but it h

the EU (European Union) established (after Septembe
(Joint Situation Center), to coordinate intelligenc
better deal with terrorism, gunrunning and all mann

of sufficient intelligence) disasters. Things did n

http://www.strategypage.com/htmw/htterr/articles/20

as gotten better since

r 11, 2001) the JSC

e from EU members, to
er of avoidable (because
ot go well at first.

101126.aspx

3966/2010
EU will Flugpassierdaten aus Kanada und USA

(futurezone) Der Européische Rat bereitet die Verha

Flugpassierdaten-Abkommen mit angelsachsischen Land

warnen vor sicherheitsoptimierten Flugpassagiersyst

Schon im n&chsten Jahr will die Europaische Union e

Abkommen mit mehreren Landern aushandeln, um "Terro

schwere transnationale Verbrechen zu verhindern und
nur die USA, sondern auch Kanada und Australien ste
Verhandlungspartner. Bislang war nur von "Drittland

Ein Vorschlag fur einen entsprechenden Ratsbeschlus
Verhandlungen wurde bereits Mitte November erarbeit
schon Uberarbeitet. Der Vorschlag selbst unterliegt
nicht jedoch drei Schreiben des britischen Botschaf
diesen zeigt er formell an, dass auch Grof3britannie
den USA, Kanada und Australien mitwirken will. Auf
bekannt, dass die Européische Union nicht nur US-,
und australische Flugpassierdaten haben mdéchte.

http://www.futurezone.at/stories/1664745/

3967/2010
Belgium investigates Colombian 'spying’

(Columbia Reports) Judicial authorities in Belgium
investigation into the alleged spying activities of
agency DAS in the European country.

Belgium opened the investigation in response to cla
organizations that the DAS "with all impunity and w
illegally intercepted phone calls in that country.

According to one of the plaintiffs, human rights ad
Plancke, the DAS, without any "legal permission” fr
with Belgian intelligence authorities, spied illega
conducted "slander and defamation™ operations again
the confidentiality" of their computers.

A spokesman from the Belgian Public Prosecutor's Of
press agency AFP that it had begun investigating th

According to Colombian media, the DAS spied on Euro
European Parliament as part of "Operation Europe,”
find information to delegitimize the work of Europe
rights in Colombia.
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Following the publicizing of the wiretap scandal, C
President Alvaro Uribe, who is under investigation
illegal wiretapping, was forced to start the proced
disgraced intelligence agency. Several former intel
made plea arrangements with Colombian justice and t
general barred several of the service's directors a

of staff from holding public office.

http://colombiareports.com/colombia-news/news/13191

olombia’s former

for involvement in the
ure of dismantling the
ligence officials have
he country's inspector
nd Uribe's former chief

-belgium-investigated-

colombian-spying.html
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3968/2010
Prince Andrew delivered rant against British anti-

(dailymail on Cablegate) Prince Andrew delivered an
against British anti-fraud officers for hampering t
last night.

During a raucous brunch, the ‘cocky’ and ‘rude’ Duk
Britain’s Serious Fraud Office
corruption. In a show of ‘unmitigated patriotism’,
U.S. in front of one of the country’s ambassadors,
don’t understand geography’.

The disclosures — among a new tranche of revelation
whistleblowing website Wikileaks, raise questions a
his role as a government trade representative, and
to quit. Critics warned the comments by the fourth
risked severely damaging the Special Relationship w

Buckingham Palace aides last night admitted the Duk
by his ‘choice language and manner’, but defended h
for British industry’.

http://www.dailymail.co.uk/news/article-1334223/Exp

and suggested France was

fraud officers

expletive-laden rant
rade deals, it emerged

e of York railed against

riddled with
he even attacked the
claiming ‘the Americans

s made by the

bout Andrew’s future in
there were calls for him
in line to the throne

ith the U.S..

e would be embarrassed
im for ‘banging the drum

osed-Prince-Andrews-

letter-tirade-shocked-American-ambassador.html?ito=

feeds-newsxml

3969/2010
WikiLeaks-Enthillungen: Briten tricksen beim Streu

(SPIEGEL) Eigentlich wollte GroR3britannien bis 2013
Vorrate aus seinem Hoheitsgebiet verbannen. Doch di
enthillten US-Depeschen zeigen nun, dass fur US-Pro
sollten.

Die Ansage der britischen Regierung war unmissverst
das amerikanische Militar samtliche Streubomben aus
Territorien abziehen, versicherten Vertreter der La

im britischen Parlament. Zusammen mit 93 weiteren S
GrofR3britannien im Dezember 2008 das internationale

bomben-Verbot

alle Streubomben-
e von WikiLeaks
dukte Ausnahmen gelten

andlich. Bis 2013 werde
den britischen
bour-Regierung mehrfach
taaten hatte

Abkommen zum Verbot von

ACIPSS-Newsletter 49/2010

34



Streubomben unterzeichnet. Im Méarz dieses Jahres wu
ratifiziert. Ex-Premier Gordon Brown pries den Vert
Durchbruch". Die Achtung der umstrittenen Riesenbom
Schrapnellen freisetzen und vor allem Zivilisten tr
Globus als zivilisatorischer Fortschritt begrif3t.

Doch wéhrend die Londoner Regierung nach auf3en hin
Linie vertrat, liefen hinter den Kulissen eifrige V
Hauptgegner des Streubombenverbots, den USA. Das ze
Geheimdepeschen von US-Diplomaten, die im Zuge der
bekannt wurden.

http://www.spiegel.de/politik/ausland/0,1518,732512

rde es im Unterhaus

rag als "grof3en

ben, die Hunderte von
effen, wurde rund um den

eine kompromisslose
erhandlungen mit dem
igen mehrere
WikiLeaks-Enthillungen

,00.html

3970/2010
Spy centre 'could sell' security expertise to priv

(Networkworld) Selling GCHQ's expertise
government is considering for bridging the gap betw
private sectors' intelligence capabilities."”

Cyber security is high on the government's agenda,
threat to the UK's security. The government believe
private sector needs to co-operate in developing th
and finding the solutions to respond to the risks.
Baroness Pauline Neville Jones told the Science and
that the commercialisation of GCHQ's services was 0
options" the government was considering.

She said: "There are many ways of tackling the ques
instance, if Cheltenham
the private sector, how that may be funded and what
relationship between that might be.”

http://www.networkworld.com/news/2010/120210-spy-ce

ate sector

is one of the options the

een the public and

and is regarded as a top
s that the public and

e nation's risk profile
Security minister
Technology Committee
ne of a "number of

tion of whether, for

[where GCHQ is based] were to supply a service to

the financial

ntre-could-sell-

security.html?hpgl=bn

3971/2010
Britischer Geheimdienst bezahlte Taliban-Hochstapl

(Welt) Die peinliche Geheimdienst-Panne in Afghanis
Hochstapler als wichtiger Talibanfiihrer ausgegeben
Kappe des britischen Auslandsgeheimdienstes Ml 6. B
den Mann seit Mai bezahlt, schrieben Zeitungen in G
USA. Erst im November sei der Schwindel aufgefallen
berichtete, ein Mitarbeiter des afghanischen Prasid

die Panne bestatigt. Der Mann hatte sich als Nummer
Chef Mullah Omar ausgegeben.

er

tan, wo sich ein

hat, geht wohl auf die
ritische Agenten hatten
rofRbritannien und den

. Die "Washington Post"
enten Hamid Karsai habe
zwei hinter Taliban-

http://www.welt.de/print/die_welt/politik/article11 247626/Britischer-
Geheimdienst-bezahlte-Taliban-Hochstapler.html
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3972/2010
Scotland Yard weil3, wo Julian Assange sitzt

(Abendzeitung) Am Donnerstag wurde klar, wo sich de
Online-Enthiller vermutlich aufhalt: im Stiden Engla
Yard angeblich genau Bescheid Uber Assanges Schalte

Sie kann ihn aber nicht festnehmen: Formfehler in d
Haftbefehl verhindern das angeblich. Die Schweden h
Interpol-Unterlagen etwas falsch gemacht, hiel3 es.

der Vergewaltigung gegen Assange weiter im Raum. De
Schwedinnen belasten, versuchte, sich in Stockholm
Gerichtshof zu wehren. Aber erfolglos: Die Richter
Haftbefehl in Kraft. Assange vermutet dahinter eine

den USA, um ihn auszuschalten.

http://www.abendzeitung.de/politik/231394

3973/2010
Britain’s spy hysteria over Russia

(Voice of Russia) Over the last few years, the Brit

been observing the increasing activity of Russian s
documents revealed by WikiLeaks say. Members of the
informed their American colleagues of the “real thr
Russian intelligence agents.

There is a trend that should be noted in the contex
the British media have been frequently producing sp
featuring Russia even before these leaks occurred.
far for examples. This year, the British press acti
Security Service MI-5 keeping an eye on scriptwrite
brought superspy James Bond to the big screen and w
for Russia. The media were also spreading rumors th
scientist Maurice Wilkins was once investigated ove
Soviet undercover agent. And later, former MI-5 dir
said that Russian illegal resident spies will keep

term threat to Great Britain. So what is behind thi
discoveries and exposures? Who in Britain will bene
spy hysteria around Russia?

We should note that certain progress towards the th
Moscow and London has already become evident. Russi
Medvedev and British Prime Minister David Cameron h
last 6 months and are planning to meet again in 201
Foreign Secretary William Hague also recently paid

his Russian counterpart Sergei Lavrov is about to f

year. Maybe this does not testify to the “reset” of
analogy with the US, but the process of “defrosting
dialogue seems to be just around the corner.

http://english.ruvr.ru/2010/12/03/36179542.html
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NORTHERN IRELAND

(This section is edited entirely by Oliver PLAUDER

3974/2010
Sinn Fein wins Donegal South-West by-election

(Sinn Fein candidate Pearse Doherty has been electe
parliament for the Donegal SW constituency.

The election was the first major poll in the countr
sought a bail-out due to its fiscal deficit and con

Mr Doherty won 13,719 first preference votes, 6,000
for the largest party in the Irish parliament, Fian

with the Greens has now only a parliamentary majori

Mr Doherty, who had been heavily tipped to win the
had sent a message to Fianna Fail that its policies
rejected. He added: "Obviously we are absolutely bl
of people who have come out and voted for Sinn Fein
county and this country."

http://www.bbc.co.uk/news/world-europe-11843901

3975/2010
150 PSNI officers 'to be moved to guard duty’

(BBC) he Northern Ireland Policing Board has heard
constable's plans to take 150 officers off frontlin
guard police stations.

The main monthly meeting of the board was told the
the face of an increased dissident threat. DUP boar
said reducing the number of police helping the publ
"catastrophe”. The PSNI said it was proposed reluct

It said it had no other option because the board ha
armed guarding. It added that there were 584 more o
policing since June 2009 and the proposed deploymen
considerable rise in frontline numbers.

http://www.bbc.co.uk/news/uk-northern-ireland-11900
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3976/2010
Seized mortar ‘was for attack north of border’

(Belfast Telegraph) A mortar seized on the M1 motor
fully primed and ready to be used in a terrorist at
Ireland, gardai said last night.

Senior officers said they were satisfied they had f
dissident group, Oglaigh na hEireann on a security
border. This group, a splinter of the Real IRA, is
dangerous of the three main dissident groups.

way in the Republic was
tack in Northern

oiled an attack by the
target north of the
regarded as the most
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The mortar had been collected from a shed at Dromis
about to be driven across the border when the vehic
members of the Garda Emergency Response Unit (ERU).
operation in Dromiskin gardai raided the shed at th

found components for another mortar.

http://www.belfasttelegraph.co.uk/news/local-nation

kin, Co Louth, and was
le was intercepted by
In a follow-up

e rear of a house and

al/northern-

ireland/seized-mortar-Isquowas-for-attack-north-of-

borderrsquo-

15019328.html#ixzz172YfdXLR

3977/2010
Real IRA turns screw in gangland drug war

(Independent) Garda sources said yesterday they wer
the exact reason behind the assassinations -- the t
Dublin this year out of a total of 19 gangland murd
However, the two young men had known connections wi
Eamon Dunne's drugs network in the north inner city
Ireland’s blackest area for homicide. Both victims
Circular Road area. Mark Noonan grew up in Drumalee
O'Devaney Gardens, a short distance away. They had
in south Finglas and said they were going to the fi
cigarettes.

One theory is that they may have been intending to
may have been betrayed to their killers. It is unde
and driver in the BMW were well aware of their vict

Since the murder of Eamon Dunne, 32, in April, four
have been shot dead by the Real IRA in north and we
of Dunne's, Colm Owens, 34, who worked in an animal
part-time taxi driver, was shot dead in Finglas in
regarded as a serious criminal figure but rather a
childhood who acted as a driver for him using his o
senior member of Dunne's gang, Sean Winters, 38, wa
along Station Road in Portmarnock in north Co Dubli
to the quiet seaside town to avoid attention from g

http://www.independent.ie/national-news/real-ira-tu

e not confident about
hird double killing in
ers in the city.

th figures involved in
and Finglas south --
were from the North
Court and his cousin in
been visiting a friend
lling station for

meet someone there and
rstood the two gunmen
ims' movements.

men are believed to

st Dublin. An associate
feed factory and was a
July. Owens was not
friend of Dunne's from

wn taxi. In September, a
s shot dead as he walked
n. Winters had moved out
ardai and rivals.

rns-screw-in-gangland-

drug-war-2439344.htm|

3978/2010
Gerry Adams plans cross-border united Ireland ‘ral

(Belfast Telegraph) As he prepares to stand down fr
voters in the Irish Republic, Gerry Adams plans to
border study initiative next week.

Marking the 90th anniversary of Partition, Sinn Fei
focus on “collating views from a wide spectrum of p
opinion on the many disadvantages of the border”. C
Border — Reconnecting Communities’ the scheme is to
‘uniting Ireland’ rally this Monday in the Westenra

town (7.30pm). Sinn Fein says the aim is to identif

to tackle social and economic issues that affect wh
corridor”.

ly

om West Belfast to face
launch a new cross-

n says the plan will

ublic and community
alled ‘Bridging the

be unveiled during a
Arms Hotel in Monaghan
y and set out proposals
at it calls the “border
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Mr Adams is giving up his Westminster seat in west
anticipated Irish General Election early next year

http://www.belfasttelegraph.co.uk/news/politics/ger

Belfast to contest the
in Co Louth.

ry-adams-plans-

crossborder-united-ireland-Isquorallyrsquo-15015246

.html#ixzz16W9F5FFI

3979/2010
DUP conference told republican paramilitaries a 's

(Irishtimes) PSNI CHIEF constable Matt Baggott has
dissident republican paramilitaries were a “substan
continued to pose a “severe” threat to security in

They were developing technical expertise and were u
tactics ranging from car bombs to carrying out hand
Baggott said at the DUP annual conference in in eas
They posed a threat that must not be underestimated
these people . . . | respect their ability and thei

If I underplay that then | have got a problem,” he

Mr Baggott said the continuing police focus on diss
on the back foot” through good policing, intelligen
intervention and through isolating those involved i
said that last year 17 people were charged with ter
that had risen sharply to 74 so far this year.

He said the PSNI was the finest counter-terrorism p

evere' threat

told DUP supporters that
tial minority” who
Northern Ireland.

sing a variety of
grenade attacks, Mr

t Belfast yesterday.

. “l have got to respect
r technical capability.
told DUP delegates.

idents was “to keep them
ce gathering,

n dissident activity. He
rorist offences, but

olice force in the

world .

http://www.irishtimes.com/newspaper/ireland/2010/11

27/1224284261030.html

GERMANY

3980/2010
Nach Terror-Rasterfahndung offenbar 30 Verdéachtige

(AFP) Bei einer Rasterfahndung im Zusammenhang mit
Hinweisen ist das Bundeskriminalamt nach Informatio
auf insgesamt 30 verdachtige Manner gestol3en, die d
Acht der Manner hatten einen Berlin-Bezug, ein weit
gewohnt haben, berichtete das Magazin unter Berufun
vom 19. November. Ob die M&nner tatséchlich gefahrl
unklar.

Laut "Focus" hatten BKA-Spezialisten alle Deutschla
Pakistan, Indien, den Vereinigten Arabischen Emirat
Uberpruft, die seit dem 1. August ausgestellt wurde
Rasterfahndung waren demnach Geheimdienst-Hinweise
nach Deutschland und Europa einreisen wollten. Insg
Personendaten ausgewertet worden.

Ein vermeintlicher Aussteiger aus der Islamisten-Sz
einen angeblich bevorstehenden Terrorangriff auf de
hatte, meldete sich den Informationen von "Focus" z

den aktuellen Terror-

nen des Magazins "Focus"
erzeit Uberprift werden.
erer soll im Saarland

g auf einen BKA-Vermerk
ich sind, sei aber noch

nd-Visa aus Afghanistan,
en und dem Jemen

n. Anlass der

auf Terrorkommandos, die
esamt seien 43.000

ene, der das BKA uber
n Reichstag unterrichtet
ufolge am vergangenen
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Montag erneut. In dem Telefonat habe der Mann Geld
gedroht, sich an die US-Behdrden zu wenden, da dies
Hochrangige Sicherheitsexperten hegten Zweifel an s
berichtete das Magazin weiter.

gefordert und damit
e mehr zahlten.
einer Glaubwiirdigkeit,

http://www.google.com/hostednews/afp/article/ALeqM5 JUR88XrtCpTwsfisMCZGey-
AUbKA?docld=CNG.f51e78794ed476f3ch3eafaad81f2f52.11
3981/2010

Informant der US-Diplomaten: Westerwelles treuer M aulwurf

(SPIEGEL) Der FDP-Chef hatte ein Problem in seinem
Ausgerechnet Guido Westerwelles neuer Biroleiter pl
Interna der schwarz-gelben Koalitionsverhandlungen
jetzt hat er gestanden. Die Partei ratselt Uber die

Bis vor wenigen Stunden war Helmut M. noch auf der
Bundespartei abgebildet. Ein junger Mann mit Brille
Lebensmotto: "Wer gackert, muss auch Eier legen”. S
des Biros des Bundesvorsitzenden, Leiter der Abteil
Beziehungen. An diesem Donnerstag hat er die Posten
seinen Eintrag von der Seite genommen. Denn Helmut
jener FDP-Informant der US-Botschaft, Giber den seit
aul3erhalb der Partei geratselt wurde.

Als "junger, aufstrebender Parteiganger" der FDP wu
Geheimdepeschen gefihrt, die WikiLeaks nun enthiillt
Diplomaten mit internen Informationen aus den schwa
Koalitionsverhandlungen im Herbst 2009 und lieferte
Informationen.

Ausgerechnet der Buroleiter

engsten Umfeld.
auderte vor einem Jahr
an US-Diplomaten aus -
Motive flr den Verrat.

Homepage der FDP-

, kurzen Haaren,

eine Funktionen: Leiter
ung Internationale
verloren, die FDP hat
M., Jahrgang 1968, ist
Tagen inner- und

rde er in den US-
hat. Er versorgte die
rz-gelben

auch schon friiher

von Parteichef Guido Westerwelle als Informant

der US-Botschaft - das ist ein schwerer Schlag fir die Liberalen. U nd wohl

auch fur den AuRenminister selbst. Ein Maulwurf mit
Parteizentrale: Nun wird klar, warum die Botschaft
ihres Informanten hervorhob.

http://www.spiegel.de/politik/deutschland/0,1518,73

ten in der
stolz die Bedeutung

2543,00.html

3982/2010
Stoibers Ex-Spion als Informant der Amerikaner

(Abendzeitung) In den Wikileaks-Daten taucht Michae
bespitzelte einst Gabriele Pauli. Der damalige Mini
stolperte Uber die Uberwachungsaffare der Firther L

Brisante Berichte tber Bayerns Politiker kabelten U
Minchner Konsulat nach Washington. Die Informatione
dazu bekamen sie von einem Beamten. In der Depeche
Name auf — und der elektrisiert: Michael Hohenberge
Edmund Stoiber. Er hatte vor vier Jahren die ,schén
Pauli bespitzelt.

Fur die Amerikaner war der Spitzenbeamte ein intere
Gesprachspartner. In ihrer Depeche bezeichnen sie i
Staatskanzlei- Kontakt“. Denn keiner kannte die Int

er. Fast drei Jahrzehnte war Hohenberger an der Sei
der Mann firs Grobe. Er leitete den Sturz von Max S

| Hohenberger auf. Er
sterprasident Stoiber
andratin.

S-Diplomaten aus dem

n aus der Staatskanzlei
VZCZCXROO0861 taucht sein
r. Der Sex-Spion von

e Landratin“ Gabriele

ssanter

hn als ,hochrangigen
erna der CSU besser als
te von Edmund Stoiber
treibl ein, damit
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Stoiber die Macht in Bayern tlbernehmen konnte. Scho
Amtszeit als Innenminister baute ihm Hohenberger im
CSU Zentrale auf und kam daftr vor den ,Filzuntersu
Landtag. Dort beteuerte er, er habe das alles in se

http://www.abendzeitung.de/politik/231139

3983/2010

Ex-Deutsche Telekom manager gets prison sentence i

(Deutsche Welle) A former Deutsche Telekom security
a three-and-a-half year prison sentence for his rol
records to scrutinize executives, journalists and t

to 2006.

Identified as Klaus T., the 60-year-old admitted to
telephone data on 40 people. He was trying to ident
company's organizational structure after media repo
substantial layoff plans.

Prosecutor Ulrich Kleuser described his actions as
the freedom of the press and of information." Klaus
his life working for Deutsche Telekom, was accused
illegal data use under the Federal Privacy Act, alo
embezzlement. He had charged a third-party security
of searching for patterns in the secretly collected

Similar cases against Deutsche Telekom's former CEO
supervisory board chief Klaus Zumwinkel were droppe
evidence. Though Zumwinkel denied wrongdoing, journ
innocence into question at the time.

http://www.dw-world.de/dw/article/0,,6285439,00.htm

n wéhrend Stoibers
Ministerium eine Mini-
chungsausschuss” im
iner Freizeit gemacht.

n spy case

manager has been given
e in using telephone
rade unionists from 2005

having collected
ify a leak in the
rts surfaced about

"an extreme attack on
T., who spent most of
of seven counts of

ng with fraud and
company with the task
telephone data.

, Kai-Uwe Ricke, and
d in June for lack of
alists called his

3984/2010
Munchner Prediger in U-Haft: Der Imam mit den zwei

(SPIEGEL) Er qilt als erzreaktionar, rief aber imme
auf: Jetzt sitzt der Minchner Imam Abu Adam in U-Ha
die Knochen gebrochen haben soll. Der Prediger best

Hamburg - Abu Adam ist ein Mann mit langem Bart, au
rot-weil3es Palastinensertuch. Er spricht Deutsch mi
und sagt "Gruf3 Gott". Wenn es in Minchen Podiumsdis
Islam gab, dann war oft Abu Adam dabei. Niemand has
als er, sagte er einmal dem SPIEGEL. Vor zehn Jahre
aus Agypten nach Deutschland. Und seitdem stehen di
vor einem Problem: Denn Abu Adam hat mehrere Gesich
wieder zu Gewaltfreiheit auf, dazu, etwaige Anschla

zu melden. Er galt als Ansprechpartner fiir die Stad
radikalen Muslimen, die in ihm einen Verréter sehen
mit einem Bodyguard auf die StralRe. Die "New York T
den Prediger aus Miinchen und zitierte deutsche Sich
Worten: "Wir wissen, dass Abu Adam gegen al-Qaida u
und arbeitet und das ist wichtig." Er sei der einzi

der das so tue.

Gesichtern

r wieder zum Frieden
ft, weil er seiner Frau
reitet die Vorwdirfe.

f dem Kopf tragt er ein
t bayerischem Tonfall
kussionen zum Thema
se Fundamentalismus mehr
n zog der Minchner Imam
e bayerischen Behdrden
ter. Er rief immer

gsplane bei der Polizei

t. Weil er Angst hat vor

, ging Abu Adam nur noch
imes" berichtete Gber
erheitsheamte mit den

nd die Taliban spricht

ge Imam in Deutschland,
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Privat ist Abu Adam religits-reaktionar, lebt mit d
denen er insgesamt zehn Kinder hat. Der Verfassungs
verdachtigt ihn, in seiner Miinchner Darul-Quran Mos
Gedankengut zu verbreiten, das sich gegen die "demo
richtet. Bei einer Razzia in der Moschee wurden in
Bucher gefunden, in denen das Schlagen von Frauen g

http://www.spiegel.de/panorama/justiz/0,1518,732500

rei Frauen zusammen, von
schutz in Bayern

chee islamistisches
kratische Grundordnung"
Deutschland verbotene
erechtfertigt wurde.

,00.html

3985/2010
Roland Jahn soll auf Marianne Birthler folgen

(Sueddeutsche) Ein Mann, der die DDR in- und auswen
ihre hasslichen Seiten: Kulturstaatsminister Neuman
Journalisten und DDR-Oppositionellen Roland Jahn al
Stasi-Unterlagen-Behorde vorschlagen.

Er hat in diesem Staat selbst Verfolgung erlitten,
gewaltsam ausgebiirgert. In Westdeutschland wurde er
Stasi bespitzelt. Der ARD-Journalist Roland Jahn, d
offenbar als Leiter der Stasi-Unterlagen-Behotrde na
DDR kennengelernt, vor allem ihre hassliche, freihe
Seite.

Roland Jahn ist aber auch ein Mann, der sich nicht
trotz oder wegen schrecklicher Erlebnisse - den gro
damit verbracht hat, sich fiir Freiheit und Gerechti

Jahns Biographie ist es wohl auch, die Kulturstaats
davon Uberzeugt hat, dass er der richtige Mann fir
Spitze der Stasi-Unterlagen-Behérde ist. Einem Beri
Zeitung zufolge will der CDU-Politiker dem Bundeska
Burgerrechtler vorschlagen.

http://www.sueddeutsche.de/politik/roland-jahn-soll

dig kennt - vor allem
n will offenbar den
s kiinftigen Leiter der

er wurde inhaftiert und
danach weiter von der
er Marianne Birthler
chfolgen soll, hat die
itsraubende, gewaltsame

brechen lie3. Und der -
Rten Teil seines Lebens
gkeit einzusetzen.

minister Bernd Neumann
die Position an der

cht der Mitteldeutschen
binett den friiheren DDR-

-auf-marianne-birthler-

folgen-liebhaber-der-gerechtigkeit-1.1017087

(Hat tip to Dieter BACHER for this info!)

SWITZERLAND

3986/2010
Maurers Geheimdienst plante Geisel-Befreiung

(Blick) Auch der Auslandsgeheimdienst plante eine B
Libyen-Geiseln. Im Bundesrat war nur Verteidigungsm
Bild.

Die Affare um Befreiungsplane fur die Libyen-Geisel
Rachid Hamdani (68) in den Jahren 2008 und 2009 ist
bisher bekannt. Laut BLICK-Recherchen gab es einen
bisher nicht bekannten Befreiungsplan.

efreiungsaktion fir die
inister Ueli Maurer im

n Max Goldi (54) und
facettenreicher als
abenteuerlichen vierten,
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Mehr oder weniger gesichert war bislang: In Zusamme
jeweiligen Verteidigungsministern Samuel Schmid (BD
Ueli Maurer (SVP, ab Januar 2009) lie3 Aul3enministe
(SP) drei Exfiltrationsplanungen durchfiihren. Ausge
durch die Armee-Sondereinheit AAD
André Blattmann erhielt. Sie datieren laut Medienbe
2008 sowie Januar und Mai 2009.

Im Mai 2009 wurden die Planungen eingestellt
diplomatische Losung gab. Namentlich Calmy-Rey sowi
stehen in der Kritik, den Bundesrat nicht oder zu s
informiert zu haben.

Hinter dem vierten Befreiungsplan standen andere Ko
Ubrigen: Er lief nicht tiber den Kanal AuRendepartem
laut Recherchen tber den damaligen Auslandsgeheimdi
Verteidigungsattaché in einem nordafri-kanischen La
inzwischen mit dem Inlandnachrichtendienst fusionie

http://www.blick.ch/news/schweiz/politik/maurers-ge

narbeit mit den

P, bis Ende 2008) und
rin Micheline Calmy Rey
heckt wurden sie jeweils

[110, die den Auftrag dazu von Armeechef

richten von November

, weil es Hoffnung auf eine

e Schmid und Maurer
pat tber die Plane

che als bei den drei
ent-Armeechef. Sondern
enst SND und einen

nd. Der SND wurde

rt.

heimdienst-plante-

geisel-befreiung-161535

ACIPSS-Newsletter-Kommentar
“Blick” betitelt seinen Beitrag mit “
Libyen-Affare und kein Ende

Die Schweizer Zeitschrift

Die unsagliche

“. Warum es ,unsaglich” sein
sollte, wenn ein Staat seiner Fursorgepflicht gegen tber

seinen im Ausland in Bedrangnis geratenen Birgern

nachkommt, entzieht sich der Nachvollziehbarkeit. | m
Gegenteil sollte eine Regierung doch alles in seine
Macht stehende unternehmen, wozu naturlich und
selbstverstandlich ein (Alternativ-) Plan zur
gewaltsamen Befreiung gehdrt, sollte die Diplomatie
scheitern. Andere Staaten (Israel — erfolgreich, En tebbe
1976; Deutschland — erfolgreich, Mogadischu 1977; u nd
die USA —Fehlschlag, Teheran 1980) haben dies

selbstbewusst vorexerziert. Dass die Schweiz hier

anzuschlieen versuchte, ist in keiner Hinsicht zu

=3

kritisieren. (

3987/2010
Das Schweizer Bankgeheimnis ist im Kampf gegen die

(Sonntagszeitung) Oligarch Alexander Lebedew Uber d
seiner Bank, seinen Spal® am Restaurieren und schlec
Deutschland.

Alexander Lebedew ist Verleger, Banker, Kartoffelpr
Oligarch. Der 51-jahrige Russe empféangt in einem zw
Herrschaftshaus im Zentrum von Moskau. Vor dem Kami
Duftkerze. Es riecht nach Myrrhe. In Jeans und Turn
schwerreiche Russe in ein Zimmer, das an eine Kapit
Raumlichkeiten an der Wraschski-Gasse 8 sind nur fi
Medien und auslandischen Gésten» gedacht. Sein eige
sich in seiner National Reserve Bank - jene Bank, d
maskierten Polizisten gestirmt wurde. Die Razzia la
aber nur vordergrindig. Beim anschlie3enden Fotosho
eine schwarze Maske an und diktiert beim Posieren d

RK)

Korruption im Weg

ie Polizeirazzia in
hte Geschafte mit

oduzent, Ex-Spion und
eistockigen

n im Entree brennt eine
schuhen bittet der
anskajiite erinnert. Die

r «den Empfang von
ntliches Biro befindet

ie Anfang November von
sst den Russen kalt -
oting zieht sich Lebedew
ie Bildunterschrift:
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«Schreiben Sie: Wie Lebedew seine Sekretarinnen auf
vorbereitet.»

http://www.sonntagszeitung.ch/wirtschaft/artikel-de

die nachste Razzia

tailseite/?newsid=157934

3988/2010

Der Armeechef will die Schweiz fir den Cyberkrieg

(Tagesanzeiger) André Blattmann fordert mehr Geld f
Internetangriffe.

Im Oktober 2009 schlug das Bése aus dem Netz zu: Da

Micheline Calmy-Rey wurde Uber den Cyberspace angeg

Profis drangen in das IT-Netz des EDA ein. Die Bund
wegen Verdachts auf verbotenen Nachrichtendienst, w
l&sst, dass es ein Staat war, der das EDA hat aussp
Cyberspezialisten sind derzeit erst eine Handvoll S
einen so professionellen Angriff zu lancieren: im O

und von den westlichen Landern die USA, Israel, Gro
Frankreich.

Der EDA-Fall hat den Bund aufgeschreckt. «Das hat u
— zum Gliick», sagte André Blattmann, Chef der Armee
Herbstversammlung der Schweizerischen Gesellschaft
glaube, dass nur solche Ereignisse tatsachlich dazu
selber die Frage stellt: Haben wir alles getan, was

http://www.tagesanzeiger.ch/schweiz/standard/Der-Ar

aufristen

ar den Kampf gegen

s AulRendepartement von
riffen. Unbekannte
esanwaltschaft ermittelt
as darauf schlie3en
ionieren lassen. Gemass
taaten in der Lage,

sten China und Russland,
Rbritannien oder

ns alle durchgeschiittelt

, gestern am Rand der
Technik und Armee. «Ich
fihren, dass man sich
man tun kann?»

meechef-will-die-

Schweiz-fuer-den-Cyberkrieg-aufruesten/story/290841

63

AUSTRIA

3989/2010
Israilov: Todesdrohungen des Prasidenten

(Kurier) Die Witwe des tschetschenischen Flichtling
als Zeugin aus: Wie Prasident Kadyrow Terror ausubt

Psycho-Terror und standige Angst. Davon ist das Leb
Asylwerbers Umar Israilov gepragt gewesen. Seine Wi
schilderten am Freitag im fortgesetzten Prozess um
jahrigen Flichtling, wie Tschetscheniens Prasident
Mann bzw. Sohn verfolgte.

Mit der Lige, nach einem Autounfall eine Kur in Pol
Israilov vor finf Jahren gelungen, sich aus seiner
konnte doch nicht fur Kadyrow, den Banditen, arbeit
nannte die Witwe den Grund fur die Flucht. (Israilo

von Kadyrow gefoltert und gezwungen worden, in dess

Bereits in den ersten Tagen der Flucht habe Tschets
Macht demonstriert. Israilovs Vater wurde ins Gefan
wurde gedroht: "Wenn du nicht zuriickkommst, werde i

s Umar Israilov sagte
e.

en des tschetschenischen
twe und sein Vater

den Mord an dem 27-
Ramzan Kadyrow ihren

en zu machen, war es
Heimat abzusetzen. "Er
en und Leute umbringen”,
v war als Polit-Gegner

en Leibgarde zu dienen.)

cheniens Prasident seine
gnis gesteckt, dem Sohn
ch deine ganze Sippe
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beseitigen." Dann schickte man einen "Boten" nach W
Sollte Israilov nicht schleunigst zurtickkehren, wir
Leute "schon ganz hungrig darauf warten, ihn zu t6t
Witwe. "Mein Mann hat sich gefirchtet. Deshalb hat
gekauft."

http://kurier.at/nachrichten/wien/2055187.php

3990/2010
Spurensuche beim Verfassungsschutz

(Presse) Das Bundesamt fur Verfassungsschutz und Te
(BVT) soll die Integritat von Staat und Demokratie
funktioniert das eigentlich? ,Die Presse” war im Ha

Das schmucklose Haus am Wiener Schubertring befliige
Fantasie von Journalisten, Birgern und sachkundigen
der ungepflegten Fassade eines Nachkriegsbaus, ist
Staatsschutz zu Hause, das sogenannte Bundesamt fur
Terrorismusbekdmpfung (BVT). Derzeit sorgt das Amt
Uber angebliche Packelei mit Rechtsextremen, Geheim
Beweismittelfalschung fiir Schlagzeilen. Was tut eig

die sich keiner geringeren Aufgabe verschrieben hat
hochstselbst zu schiitzen? ,Die Presse* war im Haus

In den sechs Stockwerken des Geb&dudes, dessen Jalou
heruntergelassen sind, laufen Informationen aus der

Das Livebild vom Gehsteig vor der Tir gehort auch d
Demonstranten den einzigen Zugang zum Gebaude block
.Beobachtungen®, wie der Chef es nennt, reichen deu

ist ndmlich der zentrale Ansprechpartner fir Geheim

ien, der ausrichtete:

den in der Slowakei zwei
en", schilderte die

er sich eine Pistole

rrorismusbekdmpfung
wahren. Aber wie
us am Ring zu Gast.

It seit Jahren die
Passanten. Hier, hinter
der dsterreichische
Verfassungsschutz und
mit wilden Geriichten
nisverrat und

entlich eine Behorde,

, als die Demokratie

am Ring auf Spurensuche.

sien auch tagsuber oft
ganzen Welt zusammen.
azu, zumal immer wieder
ieren. Doch die

tlich weiter. Das BVT
dienste aus aller Welt

Und: Als einzige Exekutivbehérde der Republik darf
Informationen der beiden Geheimdienste des Bundeshe

das BVT auch

eres nutzen , die ihre

Aufklarungsarbeit fernab jeglicher richterlicher Ko
Dabei erfahren die Beamten oft Dinge, die sie nicht
durfen, wenn sie zu Unrecht eines Vergehens bezicht
Gridling drickt das dann so aus: ,Bei den meisten V
stehen wir mit dem Ricken zur Wand. Der Beruf bring
uns o6ffentlich nicht so dazu auf3ern kdnnen, wie wir

Entstanden ist das BVT
Staatspolizei, der Einsatzgruppe zur Bekdmpfung des

ntrolle verrichten.

einmal dann verwenden
igt werden. Peter
orwurfen von auf3en

t es mit sich, dass wir
das gerne wirden.”

im Jahr 2002. Es geht auf die Zusammenfihrung der

Terrorismus (EBT) und

der Einsatzgruppe zur Bekdmpfung der organisierten
zurtick. Es untersteht dem Generaldirektor fir die 6
und gliedert sich in BVT und neun Landesamter fir V
Terrorismusbekdmpfung (LVT). Peter Gridling ist sei
Zentrale in Wien und folgte Gert-René Polli, einem
Heeres-Auslandsgeheimdienstes.

http://diepresse.com/home/panorama/oesterreich/6138

Kriminalitéat (EDOK)
ffentliche Sicherheit
erfassungsschutz und

t 2008 Direktor der
ehemaligen Offizier des

57/Spurensuche-beim-

Verfassungsschutz? vl _backlink=/home/panorama/oeste

rreich/index.do

3991/2010
USA bekamen 0Osterreichische Bankinformationen

(ORF) Die 6sterreichischen Finanzbehdrden haben im
Informationsaustausches mit US-Regierungsstellen of

Zuge des
fenbar auch
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Informationen tber Kontoverbindungen bei dsterreich
weitergegeben. Das geht aus Notizen der US-Botschaf
von der Enthillungsplattform WikiLeaks verdéffentlic

Die USA ersuchten jeweils die dsterreichischen Behd
erhielten diese laut der von WikiLeaks veréffentlic
von einem Mitarbeiter der Finanzmarktaufsicht (FMA)
unkenntlich gemacht wurde. (a)

Es handle sich bei dem veroffentlichten Material um
Jahren 2005 und 2006, (b, ¢) so das O1-Mittagsjourn
erster Stelle beschéftigte den damaligen stellvertr

eine etwaige Verstrickung 6sterreichischer Banken i
russischen Mafia-Paten Semjon Judkowitsch Mogilewit

ischen Banken an die USA
t in Wien hervor, die
ht wurden.

rden um Auskunft und
hten Notiz unter anderem
, dessen Name

zwei Depeschen aus den
al am Donnerstag. An
etenden US-Botschafter
n Geschéfte mit dem

sch und inwieweit die

Raiffeisen Investment AG (RIAG) dabei eine Rolle sp

(8) http://orf.at/stories/2028672/2028667/
(b) http://cablegate.wikileaks.org/cable/2006/02/06VIEN

ielte.

NA515.html

(c) http://cablegate.wikileaks.org/cable/2005/12/05VIEN

NA3833.html

(d) USA besorgt Uiber dubiose Verbindungen ¢sterreic
http://derstandard.at/1289609298474/Wikileaks-Depes

hischer Banken:
chen-USA-waren-

besorgt-ueber-dubiose-Verbindungen-oesterreichische r-Banken

(e) http://kurier.at/nachrichten/2054889.php

(H  http://lwww.kleinezeitung.at/nachrichten/politik/wik ileaks/2580619/wi
kileaks-nimmt-oesterreichische-banken-ins-visier.st ory

(g) http://diepresse.com/home/wirtschaft/economist/6151 81/USBehoerden-
nahmen-oesterreichische-Banken-ins-Visier

(h)  http://lwww.profil.at/articles/1048/560/283375/oeste rreichische-
banken-wikileaks-visier

(i)  http://lwww.nachrichten.at/nachrichten/wirtschaft/ar 115,515706

(j) Banken-Enthillung war bereits Thema im Parlamen
http://www.nachrichten.at/nachrichten/weltspiegel/a

rt17,515822

(Hat tip to Dieter BACHER for his info!)

3992/2010
Altkanzler verreif3t Bundesregierung

(Kleine Zeitung) Nicht nur Frankreichs Prasident Ni
Deutschlands Kanzlerin Angela Merkel bekommen in de
Internetplattform Wikileaks enthillten Geheimdokume
Osterreichischer Ex-Kanzler hat sich offenbar absch

colas Sarkozy oder

n von der US-

nten ihr Fett ab. Ein
atzig uber Rot-Schwarz

geauliert.

Auch tiber die dsterreichische Bundesregierung finde
schmeichelhafte Bemerkungen. Was die Enthillung bes
Einschéatzung soll ein friherer 6sterreichischer Bun
haben.

US-Botschafter William Eacho soll aus diesem Grund
AulRenminister Michael Spindelegger kontaktiert habe
AulRenministers bestétigt das Treffen. Welcher Ex-Ka
abschétzig Uiber die Regierung geauf3ert haben soll b
diese Depeche ist, dariiber wurden die Osterreicher
Spindelegger soll am Dienstag im Ministerrat seine
drohende Wikileaks-Enthillung in Kenntnis gesetzt h

Altbundeskanzler Wolfgang Schissel meinte auf Anfra

n sich nicht sehr
onders pikant macht: Die
deskanzler vorgenommen

letzte Woche sogar
n. Ein Sprecher des
nzler sich offenbar
zw. welchen Inhalts
nicht informiert.
Kollegen Uber die
aben.

ge, dass er seit seinem

Ausscheiden aus der Regierung "keinen Kontakt mit d
gehabt habe, "aul3er einem Handshake bei einer zufal

en US-Botschaftern™
ligen Begegnung bei
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einem Konzert". Schiissels Nachfolger Alfred Gusenba

uer war zu keiner

Stellungnahme Uber Spekulationen bereit

http://www.kleinezeitung.at/nachrichten/politik/wik

ileaks/2581208/bundesreg

ierung-wikileaks-pranger.story

3993/2010
Bundeskanzleramt fordert Informationssicherheit mi

(Standard) Das Bundeskanzleramt Osterreich (BKA) ha
Rahmen eines Pressegesprachs die aktuellen Aktivita
"Digitalen Agenda fiir Europa" prasentiert. "Wir hab
Wirtschaft den Eindruck gewonnen, dass die Awarenes
Ldsungen in der IKT noch nicht so ausgeprégt ist, w
betont Manfred Matzka, Leiter Sektion | am BKA. Die
sowie das Verstéandnis von Sicherheitsfragen will ma

Als wesentlicher Schliissel dazu wird das Osterreich
Informationssicherheitshandbuch gemeinsam mit dem Z
Informationstechnologie - Austria (A-SIT) in aktual

Form veréffentlicht. Wie international relevant IKT

dass die Ausarbeitung ist in Zusammenarbeit mit Par
Bundesamt fir Sicherheit in der Informationstechnik
Informationsstrategieorgan des Bundes (ISB) in der

(&) http://derstandard.at/1289608843015/Oesterreich-Bun

t neuem Handbuch

t heute, Freitag, im

ten im Rahmen der

en im Kontakt mit der
s Uber Gefahren und

ie sie sein sollte",

ses Bewusstsein flr

n daher besser fordern.

ische

entrum fir sichere
isierter, Web-basierter
-Sicherheit ist zeigt,
tnern wie dem deutschen
(BSI) und dem

Schweiz erfolgt ist.

deskanzleramt-

foerdert-Informationssicherheit-mit-neuem-Handbuch

(b) Das Handbuch:
https://www.sicherheitshandbuch.gv.at/downloads/Sic

herheitshandbuch%

20V3-1-001.pdf (1,5 MB)

3994/2010
Briefe des Widerstandskampfers Jagerstatter entdec

(Standard) Der Bauer und Mesner Franz Jagerstatter
Oberdsterreich hatte sich in der NS-Zeit aus religi

mit der Waffe fiir Adolf Hitler in den Krieg zu zieh
Nationalsozialisten richteten ihn daraufhin am 9. A
Brandenburg an der Havel hin. 1940 war er gemeinsam
"Weltlichen Dritten Orden” des heiligen Franziskus

Bei den Vorbereitungen fur eine Gedenkveranstaltung
dieses Ordenseintritts sind Biografin Erna Putz und
sieben bis dato noch nicht bekannte Briefe aus den
Diese habe Jagerstétter an seinen "Ordensbruder” Ru
Bezirk Schéarding geschrieben, wie die Kirchenzeitun
berichtet. Die Schriftstiicke fanden sie in der Verl
Mayrs, die dessen Stiefsohn aufbewahrte - den Stief
Préalat Mayr ausfindig gemacht.

Jagerstatter spreche von einem Bichlein von Thomas
des Gewissens des friihen 16. Jahrhunderts, das ihm
AulRerdem seien die Briefe ein beriihrendes Zeugnis t
heil3t es in dem Artikel. Eine genaue Analyse der Do
folgen.

kt

aus St. Radegund in
O0sen Grinden geweigert,
en. Die

ugust 1943 in

mit Rudolf Mayr in den
aufgenommen worden.

zum 70. Jahrestages
Préalat Josef Mayr auf
Jahren 1942/43 gestol3en.
dolf Mayr aus Raab im

g der Di6zese Linz
assenschaft Rudolf

sohn seines Onkels hatte

Morus, einem Heiligen
Mayr empfohlen hatte.
iefer Freundschatft,
kumente musse erst

http://derstandard.at/1289609223654/Briefe-des-Wide rstandskaempfers-
Jaegerstaetter-entdeckt
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3995/2010
Drei Schuldspriiche nach Ebensee-Attacke

(Kurier) Vier junge Manner standen nach einem Ansch
Ebensee in Wels vor Gericht. Drei wurden verurteilt

Am 9. Mai 2009 war der Vorsitzende der Vereinigung
Mauthausentiberlebender mit einer Delegation aus 120
Befreiungsfeier angereist. Mit italienischen und po
besichtigte die Gruppe den KZ-Stollen, wo sie einem
zum Opfer fiel. "Die Dinge, die ich erlebt habe, si
schildert der Zeuge, in dessen Aussage viel Emotion
beobachtete, wie in einem durch Gitter getrennten S

in dunkler Uniform im Stechschritt auf und ab marsc
Hitlergru3 erhoben. Ein Schauspiel, das die Besuche

Die Geschworenen fallen drei Schuldspriiche und eine
Die drei Burschen werden zu bedingten Haftstrafen (
rechtskraftig) bis zu sechs Monaten verurteilt.

http://kurier.at/nachrichten/2054585.php

3996/2010 -
Google Street View in Osterreich nicht mehr verbot

(Heise) Das dsterreichische Verbot der Datensammlun
bereits erhobener Daten fir Googles Dienst Street V
Datenschutzkommission (DSK) will nun noch einige of
Beispiel ob betroffene Personen schon vor Veréffent
dagegen Widerspruch erheben kénnen oder erst nachde
online gestellt hat. "Rein faktisch ist wohl aufgru
herrschenden Wetter- und Lichtverhaltnisse nicht mi
Wiederaufnahme der Fahrten zu rechnen”, meint Eva S
der DSK gegeniiber heise online.

Die DSK hatte im Mai darauf reagiert, dass Google i

fur den Stral3enansichtsdienst Daten aus ungesichert
mitgeschnitten hatte. Die Behorde leitete ein Priifv
"wegen Verdachts der Gefédhrdung schutzwirdiger Gehe
ein Verbot aus. Dagegen erhob Google das Rechtsmitt
dem zuné&chst dieselbe Instanz erneut entscheidet. D
Internetkonzern an, die WLAN-Nutzdaten geldscht zu
der Entscheidungsfrist von sechs Monaten hat die DS
Bescheid erlassen, in dem das Verbot aufgehoben wir
damit aber noch nicht abgeschlossen.

Bilder aus Osterreich wird es bei Google Street Vie

Jahr geben. Bis dahin miissen Interessierte auf ande
zuriickgreifen. Der rumanische Norc ist mit Google S
wahrend in Streetpano bislang nur eine Skiregion re

http://www.heise.de/newsticker/meldung/Google-Stree

lag im KZ-Stollen

franzosischer

Personen zur

Inischen Teilnehmern
heimtiickischen Uberfall
nd ziemlich pikant",
mitschwingt. Simon
eitenstollen Unbekannte
hierten und die Hand zum
r schwer schockierte.

n Freispruch im Zweifel.
noch nicht

en

g und die Nutzung

iew ist aufgehoben. Die
fene Punkte klaren, zum
lichung der Bilder

m Google die Fotos

nd der derzeit

t einer sofortigen
ouhrada-Kirchmayer von

m Zuge der Fotofahrten
en Funknetzen
erfahren ein und sprach
imhaltungsinteressen”
el der Vorstellung, bei
abei gab der

haben. Kurz vor Ablauf
K nun einen neuen

d. Das Prufverfahren ist

w friihestens nachstes
re Anbieter

treet View vergleichbar,
alisiert zu sehen ist.

t-View-in-Oesterreich-

nicht-mehr-verboten-1146075.html
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- AMERICA (CONTINENTAL)

v

3997/2010

Expert tells Diab hearing French intel doesn’t mee

(The Gazette) Intelligence information from unknown
a starting point to gather evidence but it does not
standards as evidence itself, the extradition heari
professor Hassan Diab heard Thursday.

In a painstaking cross-examination of Kent Roach, o
legal authorities on anti-terrorism, Crown prosecut
repeatedly emphasized the point that controversial
unknown intelligence sources had been sufficiently
evidence from other sources.

Diab, a 57-year-old former University of Ottawa pro
extradition to France where he would stand trial on
four people during the 1980 attack on a Paris synag
carried out by a branch of the Popular Front for th
Palestine.

The French contend Diab made and planted the bomb.

http://www.montrealgazette.com/news/Expert+tells+Di

t Canadian standard

sources can be used as
meet Canadian legal
ng of Ottawa university

ne of Canada’s leading
or Jeffrey Johnston
French information from
corroborated by reliable

fessor, is fighting
accusations he killed
ogue the French say was
e Liberation of

ab+extradition+hearing+F

rench+intelligence+doesn+meet/3885691/story.html

3998/2010
U.S. spied on Canada: Wikileaks

(660news) The Obama administration reportedly order
foreign countries, including Canada, to essentially

That is one of the eye-grabbing revelations contain
of sensitive documents released by Wikileaks. The U
its diplomats to go way beyond gathering basic info
A directive released to embassies, including Ottawa
asked U-S officials to pass along credit card accou
flyer numbers, work schedules, and internet and int

It's not clear how the requests for sensitive infor
relationship between the North American neighbours.
was not mentioned much in the first batch. But wil
the second, to be released this week.

University of Toronto political scientist Nelson Wi
predicting how Canada will be portrayed.

http://mww.660news.com/radio/660news/article/150272

ed its diplomats in
spy on their hosts.

ed in the latest batch

.S. apparently wanted
rmation of governments.
, in the summer of 2009
nt numbers, frequent
ranet handles.

mation could impact the
Other than that, Canada
[ likely be included in

seman is already

--U-s-spied-on-canada-

wikileaks
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3999/2010
Canada chagrined after cut from intelligence loop

(The Star) A newly released diplomatic note says Ca
United States about being cut out of the intelligen
for not joining the war in Irag.

The classified, November 2004 cable from the U.S. E
Washington the “potential irritant” might come up d
by then-president George Bush. The U.S. plan to sha
about Irag only with Britain and Australia effectiv

an exclusive intelligence-sharing club that had lon
countries. An American perception of Canada’s “habi
complex” is a recurring theme in newly released cab
whistleblower WikiLeaks and posted online by the Ne

Another diplomatic note from early 2008 cites CBC p
Little Mosque on the Prairie as “anti-American melo

http://www.thestar.com/news/canada/article/899978--

on Iraq: WikiLeaks

nada protested to the
ce loop as “punishment”

mbassy in Ottawa warned
uring a Canadian visit

re secret information

ely froze Canada out of

g included all four

tual inferiority

les obtained by

w York Times.

rograms The Border and
drama.”

canada-chagrined-after-

cut-from-intelligence-loop-on-irag-wikileaks?bn=1

4000/2010
Trinidad favours wiretapping as spy agency probed

(taiwannews) Trinidad is looking to legalize limite
criminals amid accusations that a shadowy spy agenc
government illegally monitored the telephone calls
politicians, judges, police and journalists.

The House of Representatives unanimously approved t
the Senate of this Caribbean nation is expected to
weeks. At present, any wiretapping to intercept pho
communications is outlawed. But on Oct. 23, police
offices of the secretive Security Intelligence Agen
million in cash. Government officials later alleged

calls and e-mails.

In early November, Prime Minister Kamla Persad-Biss
SIA was apparently created as early as 1994 under t
Patrick Manning, and that it reported to him and th
security.

She said the agency continued to operate without he
became prime minister in May.

http://www.taiwannews.com.tw/etn/news_content.php?i

d wiretapping to fight
y founded by a former
and e-mails of

he bill late Friday, and
do the same in coming
ne calls and other
raided Port-of-Spain

cy and found files, $1
the agency intercepted

essar announced that the
hen-Prime Minister
e minister of national

r knowledge after she

d=1445609&lang=eng_news

4001/2010
Allianz der Agenten in "Venecuba"

(Zeit) Kuba und Venezuela kooperieren eng. Von Wiki
Depeschen zeigen: Auch von den Geheimdiensten Kubas
Gebrauch.

Viele Venezolaner sprechen bereits spéttisch von ei
unubersehbar ist die kubanische Prasenz in ihrem La
Krankenhéausern, Kulturhdusern, Agrarkooperativen, M

leaks veroffentlichte
macht Chavez regen

nem "Venecuba", so
nd. Ob in
eldeamtern oder Hafen —
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Uberall in Venezuela ist der Akzent der Karibikinse
kritische Fragen reagieren die durchaus freundliche
allerdings héufig einsilbig. "Reden Sie mit meinen
Kollegen", lautet dann so manches Mal die Antwort.
Uberwachungsstaates lasst die Kubaner in Venezuela
kubanische Geheimdienst hat seine Augen und Ohren a

Es liegt in der Natur der Sache, dass nur wenig tibe
kubanischen Geheimdienste in Venezuela bekannt ist.
Woche veréffentlichte vertrauliche Dokumente der US
offnen nun einen Tirspalt in diese Schattenwelt. Wa
zu lesen ist, verblifft. Prasident Hugo Chavez verl

| zu horen. Auf

n kubanischen Helfer
venezolanischen

Die Paranoia des
nicht los. Der

uch im Bruderland.

r die Arbeit der

Von Wikileaks diese
-Botschaft in Caracas

s in den Geheimpapieren
asst sich demnach in

groBem Mal3e auf die auslandischen Nachrichtendienst

ler .

http://www.zeit.de/politik/ausland/2010-12/venezuel

a-allianz-kuba

4002/2010
Panzer in Rios Favelas — "Krieg" an der Copacabana

(Welt) In den Drogensumpf mancher Armenviertel von
sich die Polizei nur noch schwer bewaffnet hinein.

mit Unterstiitzung von Panzern an. Doch die kriminel
kaum zerschlagen — sie ziehen einfach weiter.

Die Drogenbanden sind derart machtig und gefahrlich
militarisch ausgerustete Polizei erstmals Panzer un
rufen musste. Nicht auszudenken, wenn die Ful3ballwe
die Olympischen Spiele zwei Jahre spater von Hauser
Geknatter automatischer Waffen begleitet werden sol
starben Medienberichten zufolge mindestens 37 Mensc

Die Drogenbanden gaben dieser Tage schon mal eine K
sind. Sie blockierten wichtige Stral3en und tiberfiel

Stau steckten. Mindestens 70 Busse und andere Fahrz
in Brand gesetzt. Und deshalb soll das Problem der

aus dem staatlichen Niemandsland der Favelas heraus
kénnen, so schnell wie méglich beseitigt werden.

http://www.welt.de/aktuell/article11237262/Panzer-i

Rio de Janeiro traut
Jetzt riickte sie sogar
len Banden lassen sich

, dass die ohnehin schon
d Soldaten zur Hilfe
[tmeisterschaft 2014 und
kdmpfen und dem

Iten. In dieser Woche
hen.

ostprobe, wozu sie féhig
en dann Autos, die im
euge wurden seit Montag
kriminellen Banden, die
jederzeit zuschlagen

n-Rios-Favelas-Krieg-an-

der-Copacabana.html

AUSTRALIA

4003/2010
Spy games as Aussies bank on defector for Ashes ed

(Cityam) ESPIONAGE is not one of the more orthodox
Ashes combatants but Australia are hoping to gain a
their man with inside knowledge of the England camp

Tasmanian Dene Hills, who until three months ago wa
coach, joined the Australia squad as performance an

ge

tactics employed by
decisive edge from

s England’s lead batting
alyst ahead of the
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second Test, which started in Adelaide this morning
expert knowledge of the entire England set-up durin
national set-up, defected in September but was prev
new role by a 90-day clause in his contract.

That clause expired last week, allowing the 40—year
fellow Australians and plot the downfall of his for
think he will bring some local knowledge of England
long-term he’s a fantastic fit for the Australian c
Michael Brown, general manager at Cricket Australia

http://www.cityam.com/sport/spy-games-aussies-bank-

. Hills, who amassed
g two years with the
ented from starting his

-old to team up with his
mer paymasters. “We
in the short-term, but
ricket team,” said

defector-ashes-edge

/

AFRICA (SUB-SAHARA)

4004/2010
Seretse's company in the spy web (Botswana)

(mmegi) A company associated with former cabinet mi
Seretse has been linked to a failed bid to supply s
Botswana Police.

In a contentious letter that was discussed in court
Botswana, a company associated with former minister
of the companies that had bid to supply the spy equ
not successful in the tender as it was withdrawn an
subsequently floated.

The former minister is currently facing a single co
failing to disclose his interest in a police tender

From yesterday morning until the better part of the
Sidney Pilane, for Dukef (the company that is suing
of contract), led public withess, Edward Mholo who
subpoena (forced via a court order to come and give

In his evidence-in-chief, Mholo said the equipment,

GSM Interception System), was actually tested in th
went to Oodi, Modipane, Phakalane and Government En
conversations and confimed that the equipment worke
device was so small that it was delivered in a car.

He described the equipment as a set of two laptops

nister, Ramadeluka
pying equipment to the

it is stated that RFT

Ndelu Seretse was one
ipment. RFT Botswana was
d a new tender was

unt of corruption for
to President lan Khama.

afternoon, Advocate
the police for breach
came to court by a
evidence).

known as AGIS (Advanced
e field. He said they

clave to listen to

d. He explained that the

with an antenna,

receivers , cables and cases. One of the nagging questions th
paramount in the papers submitted by the state, to

appears bothersome to the plaintiff, is that the eq

effective on Orange calls but not Mascom.

http://www.mmegi.bw/index.php?sid=1&aid=7015&dir=20

at seemed to be
the point that it
uipment was only

10/December/Thursday?
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THE CYBER BATTLEFIELD / CIVIL RIGHTS

4005/2010
Stuxnet: Der Agent, der aus dem Cyberspace kam

(NZZz) Seit der Trojaner Stuxnet im Juli 2010 identi
weltweit Millionen von infizierten Computern entdec
Halfte der befallen Rechner steht in Iran, betroffe
Atomanlagen. Doch wozu dient der Computerwurm wirkl

Nach mehreren Dementi hat der iranische Prasident A
eingeraumt, dass es bei einigen Zentrifugen der Nuk
Probleme gegeben hat. Er beschuldigte die «Feinde |
Software eingeschleust zu haben. Ausléser war, so w
Fachkreisen vermutet, eine Infizierung mit Stuxnet,
die gegen Steuerungsanlagen in der Industrie einges

Spione und Agenten gibt es im Cyberspace schon seit
Hacker und Geheimdienste verschiedener Staaten setz
Trojaner Stuxnet ist daher streng genommen kein Son
ist, dass die Schadensoftware nicht der Bereicherun
einen Server mit einer Denial-of-Service-Attacke la
offenbar flr Sabotage eingesetzt.

fiziert wurde, sind

kt worden. Mehr als die
n sind vor allen die
ich?

hmadinejad erstmals
learanlage in Natanz
rans» eine entsprechende
ird weltweit in

einer Computer-Malware,
etzt werden kann.

langem. Kriminelle,

en sie ein. Der «neue»
derfall. Ungewdhnlich

g dient oder dem Ziel,
hmzulegen. Stuxnet wird

(a) http://www.nzz.ch/nachrichten/politik/international /stuxnet_1.8
516172.html
(b) «Stuxnet war ein weltweiter Waffentest»:

http://www.tagesanzeiger.ch/digital/internet/Stuxne

t-war-ein-

weltweiter-Waffentest/story/24015938

4006/2010
Superwurm Stuxnet in den Handen von Kriminellen

(Standard) Der Stuxnet-Wurm dirfte nach Angriffen a
Atomkraftwerk in Bushehr und Industrieanlagen in Eu
Schwarzmarkt gefunden haben. Der Nachrichtensender
der Schadcode bereits im Untergrund verkauft worden
die Hande von Terroristen geraten konnte. Der Sende
Sicherheitsexperten, davor warnen, dass gut ausgebi
verheerende Schaden anrichten kénnten. Mégliche Zie
Gasversorger, Bahnverkehrsunternehmen sowie Strom-

Das Branchenportal heise-online betont allerdings,
keinen Grund zur Panik géabe. Denn obgleich Stuxnet
fortschrittlichste Computerschadling sei, wissten S
mittlerweile sehr genau tber dessen Angriffsweise B
eine Attacke auf Industrieanlagen prazise Kenntniss
Maschinen und Steuerungssysteme. Da Stuxnet beim Sa
Atomprogramm auf ganz spezielle Kontrollsysteme von
Turbinen abgerichtet wurde, musste der Code fir neu
erheblichen Teil umgeschrieben werden.

Wie Stuxnet funktioniert, erklarten Sicherheitsexpe

nutzt der Wurm diverse Sicherheitsliicken im Betrieb
USB-Stick oder das lokale Netzwerke Computersysteme
infiltrieren. Von dort aus werden dann Kontrollsyst

uf das iranische

ropa seinen Weg auf den
Sky News meldet, dass
sein soll und bald in

r zitiert

Idete Kriminelle

le seien Ol- und

und Wasseranbieter.

dass es derzeit dennoch
der bislang wohl
icherheitsspezialisten
escheid. Zudem erfordere
e Uber die anvisierten
botageversuch Irans
Zentrifugen und

e Angriffsziele zu einem

rten Mitte November. So
ssystem Windows, um per
in Industrieanlagen zu
eme zur Steuerung von
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Motoren oder Turbinen manipuliert, was zur Fehlfunk
vollstandigen Zerstérung der Maschinen fihren kann.
die Arbeitsweise des Schadlings bekannt ist, wird e

schwerer Stuxnet an Virenschutzprogrammen und Abweh

vorbeizuschleusen, so heise.

http://derstandard.at/1289608852087/Schwarzmarkt-Su

tion oder gar zur
Nachdem mittlerweile
s fur Angreifer kinftig
rmechanismen

perwurm-Stuxnet-in-den-

Haenden-von-Kriminellen

4007/2010
Cybercrime Untouchables?

(Krebs) “YOU'VE probably never met Sergey Kozerev,
State University of Technology and Design in St. Pe
it's possible that he’s mugged you. In the online w

the pseudonym ZoOmer, according to American investi
hawks all manner of stolen consumer information alo
peddlers at a Web site he helps manage.”

The text above was the lead for a story published A
York Times. It described ZoOmer as a “kingpin” of t
market for stolen identities and credit cards. What
almost four years later — ZoOmer’s business appears

a former student at the
tersburg, Russia, but
orld, he operates under
gators, and he smugly
ngside dozens of other

pril 3, 2006 in The New

he criminal underworld
's remarkable is that —
stronger than ever

Today, ZoOmer/Kozerev runs perhaps the most bustlin
purloined financial data in the UnderWeb. His Flash
the one pictured below, adorn several prominent “ca

http://krebsonsecurity.com/2010/11/cybercrime-

untouchables/?utm_source=feedburner&utm_ medium=feed

g marketplace for
advertisements, like
rding” forums.

&utm_campaign=Feed%3A+Kr

ebsOnSecurity+%28Krebs+on+Security%29

4008/2010
FBI Identifies Russian ‘Mega-D’ Spam Kingpin

(Krebs) Federal investigators have identified a 23-
the mastermind behind the notorious “Mega-D” botnet
spewing PCs that once accounted for roughly a third
worldwide.

According to public court documents related to an o
grand jury probe has indicted Moscow resident Oleg
and operator of the Mega-D botnet.

Federal agents settled on Nikolaenko thanks to info
Lance Atkinson, an Australian man named as a co-con
“Affking” e-mail marketing and counterfeiting opera

in 2008 after investigations by the FBI, the Federa
international law enforcement authorities. The Affk
revenues of $500,000 a month using spam to promote
herbal “male enhancement” pills and generic prescri

As part of his guilty plea to spam violations, Atki
investigators information on the top spammers who h
Affking products. Among them was an affiliate who u
“Docent,” who earned nearly $467,000 in commissions
in 2007.

year-old Russian man as
, & network of spam-
of all spam sent

ngoing investigation, a
Nikolaenko as the author

rmation provided by
spirator in the

tion that was shuttered

| Trade Commission and
ing program generated
counterfeit Rolexes,
ption drugs.

nson provided

elped to promote the
sed the online nickname
over a six month period
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http://krebsonsecurity.com/2010/12/tbi-identifies-r

ussian-mega-d-spam-

kingpin/?utm_source=feedburner&utm_medium=feed&utm__

campaign=Feed%3A+KrebsOn

Security+%28Krebs+on+Security%29

4009/2010
TroopTube: YouTube Gets Drafted

(StrategyPage) The U.S. Department of Defense has r
useful Internet tools (Facebook, Wikipedia, blogs a
software system called milSuite (containing milBook
milTube) on its internal (closed to the outside wor

and SIPRNET). MilSuite went live in October, 2009,
gradually. MilTube just recently came online, and m
nearly 90,000 users.

Why all the secrecy? For the same reason some compa
closed communication systems, to keep out the troll
(competitors). While milSuite is an unclassified sy
discussing professional matters, and can do so more
about the mass media, or the Taliban, listening in.
increases, so will the features, mirroring what is
Internet.

http://www.strategypage.com/htmw/htiw/articles/2010

e-created the most

nd Youtube) in a

, milWiki, milBlog and

Id) Internets (NIPRNET
and features were added
iISuite already has

nies have their own

s and the enemy

stem, troops are

freely without worrying
As the number of users
out on the public

1128.aspx

4010/2010
UK Police seek powers to shut websites

(BBC) down websites deemed to be engaged in "crimin

The Serious and Organised Crime Agency (SOCA) has t
Nominet, which oversees .uk web addresses, to be gi
power. Nominet said the idea was only a proposal an
the debate on the form of the final policy. IT lawy

would be "worrying" if it led to websites going off
oversight.

"It's not policy at this stage," said Eleanor Bradl
operations at Nominet. She said SOCA's proposal eme
to Nominet's policy development process earlier in
experiences with closing down a series of criminal
months.

In the proposal, SOCA pointed out that Nominet curr
to close down criminal websites. SOCA wants this ch
cancelled if law enforcement agencies deem them to
activities, and inform Nominet of their conclusion.

http://www.bbc.co.uk/news/technology-11845961

4011/2010

Deepsec 2010 : "Unverschlisselte Internet-Kommunik

(standard) Sicherheitsexperte lvan Risti
Verschlisselung und zeichnet wichtigste Schritte vo

al" activity.

abled a plan for

ven the domain closing
d invited people to join
ers said the proposal
line without judicial

ey, director of

rged from changes made
2010, as well as

sites in the last 12

ently has no obligation
anged so domains can be
be engaged in criminal

ation fahrlassig"”

¢ betont Dringlichkeit von

r
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In seiner Erdffnungs-Keynote fir die derzeit in Wie n stattfindende

Sicherheitskonferenz Deepsec fand Ivan Risti ¢, Chefentwickler bei Qualys,
recht deutliche Worte fiir die aktuelle Situation de r Softwarewelt in
Sicherheitsfragen: Nach Jahrzehnten des "Zu-wenig-T uns" sei man in einer
Situation angekommen, in der Software praktisch uni versell unsicher sei.
Gerade durch die Allgegenwart des Webs sei die Situ ation immer schlimmer
geworden. Allerdings sei dieser Trend nicht unumkeh rbar, zeigt sich der
Sicherheitsexperte Giberzeugt, und riet der Schar de r Konferenz-
Teilnehmerinnen gezielt konkrete, kleine Verbesseru ngen anzugehen und so
nach und nach die allgemeine Sicherheitssituation z u verbessern.

Ein besonderes Augenmerk legte Risti ¢ in Folge auf ein Thema, dass in

letzter Zeit auch die Aufmerksamkeit einer etwas br eiteren Offentlichkeit
auf sich gezogen hat: Es sei essentiell unverschlis selte Kommunikationen
aus dem Web zu verbannen, stelle diese doch eine ei nzige grol3e
Sicherheitsliicke dar. Nicht zuletzt die Firefox-Erw eiterung Firesheep habe
zuletzt eindriicklich demonstriert, wie einfach es s ei Cookies aus
unverschlisselten Verbindungen abzugreifen, und per "Session Hijacking" in
beliebige Online-Accounts von Nutzerlnnen im lokale n Netzwerk einzudringen.
http://derstandard.at/1289608836653/Deepsec-2010-Un verschluesselte-

Internet-Kommunikation-ist-fahrlaessig

SPYCRAFT

4012/2010
Professional Digital Reflex Camera

(woohome) Designer Yaniv Berg created a new form of

professional camera concept called Digital Reflex C amera
(DSLR). The camera body is one in the same with the camera
body, while the curve at the end shows the image to your

eyeballs through a fabulous rectangle interface.

http://mwww.woohome.com/electronics/professional-dig ital-reflex-camera

INTELL HISTORY

4013/2010

Cablegate: Fodder for Historians
(NY Times) Traditionally, most diplomatic cables re main secret for decades,
providing fodder for historians only when the parti cipants are long retired
or dead. The State Department’s unclassified histor y series, entitled
“Foreign Relations of the United States,” has reach ed only the year 1972.
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While an overwhelming majority of the quarter-milli

The Times are from the post-9/11 era, several hundr
1990s. Some show diplomats struggling to make sense
future course they could not guess.

In a 1979 cable to Washington, Bruce Laingen, an Am
Teheran, mused with a knowing tone about the Irania
just occurred: “Perhaps the single dominant aspect
an overriding egoism,” Mr. Laingen wrote, offering
psyche in negotiations with the new government. Les
later, Mr. Laingen and his colleagues would be take
Iranian students, hurling the Carter administration
perhaps, demonstrating the hazards of diplomatic hu

In 1989, an American diplomat in Panama City mulled
to Gen. Manuel Noriega, the Panamanian leader, who
charges in the United States and intense domestic a
political pressure to step down. The cable called G

of survival”; its author appeared to have no inklin

the United States would invade Panama to unseat Gen
him.

In 1990, an American diplomat sent an excited dispa
had just learned from a lawyer for Nelson Mandela t
year imprisonment was to end. The cable conveys the
to begin for South Africa, even as it discusses pre
impending visit from the Rev. Jesse L. Jackson.

The voluminous traffic of more recent years — well
guarter-million cables date from 2007 or later — sh
struggling with events whose outcomes are far from
them is to become a global voyeur, immersed in the
and penalties the United States wields in trying to
recalcitrant world.

In an era of satellites and fiber-optic links, the

the archaic name of an earlier technological era. |
for the secretary of state to dispatch orders to th
ambassadors and political officers to send their an
Washington.

The cables come with their own lexicon: “codel,” fo
Congressional delegation; “visas viper,” for a repo
considered dangerous; “démarche,” an official messa
government, often a protest or warning.

http://www.nytimes.com/2010/11/29/world/29cables.ht

on cables provided to
ed date from 1966 to the
of major events whose

erican diplomat in

n revolution that had

of the Persian psyche is
tips on exploiting this

s than three months

n hostage by radical
into crisis and,
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over the options open
was facing narcotics

nd international

eneral Noriega “a master
g that one week later,
eral Noriega and arrest

tch from Cape Town: he

hat Mr. Mandela’s 27-
momentous changes about
parations for an

over half of the

ow American officials
sure. To read through

jawboning, inducements
have its way with a

diplomatic cable retains
t has long been the tool
e field and for
alyses back to

r a visiting
rt on a person
ge to a foreign

ml?_r=5&src=me&pagewante

d=print

4014/2010
Wikileaks: U2 spy flights targeting Hizbullah fuel

(Guardian) Leaked US cables come as members of Shia
indicted in murder of former prime minister Rafig a

Lebanese politicians and the media have already rea
leaked US state department cables, so the further r
flights targeting Hizbullah will fuel mounting dome

s tensions

organisation due to be
I-Hariri

cted nervously to the
evelation of U2 spy
stic tension.
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Beirut has been for weeks expecting trouble over me
organisation due to be indicted in the 2005 murder
minister, Rafiq al-Hariri, above. Al-Akhbar, a pro-
openly accused western-aligned politicians of being
collaborators in their dealings with US diplomats,
Wikileaks cables.

Nadim Shehadi, at London's Chatham House thinktank,
revelations of the secret US Cedar Wind flights fro
"sensational”, since the cables suggest that they w
Lebanese ministry of defence alone and not the enti
reservations about the spy flights were based in pa

Furthermore, most Lebanese would assume that any in
the US on Hizbullah would be passed on to Israel, h
Lebanese context, that assumption is a certainty. P
talking about preparations for the next war between

http://www.guardian.co.uk/world/2010/dec/02/wikilea

mbers of the Shia

of the former prime
Hizbullah paper, today
"informers" and

as reported in the

called the Guardian's
m UK bases on Cyprus
ere authorised by the
re government. Britain's
rt on this aspect.

telligence gathered by
e added. "In the

eople are already
Israel and Hizbullah."

ks-spy-flights-hizbullah

4015/2010
Swedish queen's fam made fortune from Jewish facto

(Telegraph) Sweden's royal family has been rocked b
father of Queen Silvia made a fortune from a factor
owners in Nazi Germany.

TV4 broadcast a documentary detailing how Walter So
Party member, had bought the factory from Efim Wech

The transaction was part of the so-called "Ayranisa
enterprises according to the Nuremberg Laws which s
rights and property. The factory allegedly made Ack
Luftwaffe and also parts for tanks.

When she married in 1976 the Queen's German father
a member of the Nazi party. That fiction was expose
Swedish newspaper which proved he joined the moveme

http://www.telegraph.co.uk/news/worldnews/europe/sw

ry seized by Nazis

y allegations that the
y seized from Jewish

mmerlath, a German Nazi
sler, a Jew.

tion" of such
tripped Jews of their
Ack guns for the

denied he had ever been
d some years later by a
ntin 1934.

eden/8174045/Swedish-

gueens-family-made-fortune-from-Jewish-factory-seiz

ed-by-Nazis.html

4016/2010
Portland spy ring cracker Leonard Burt dies aged 7

A RESPECTED policeman who was at the centre of the
has died.

8

Portland spy ring case

Leonard Burt, formerly of Weymouth, was a detective

B constable in 1959 when he made inquiries which led
' the arrest of a Russian spymaster and his associate
Burt, who later became Assistant Chief Constable of
Dorset Police, gave evidence in the famous trial at
Old Bailey in 1961 in which five people were found
guilty of serious offences. Mr Burt, who was matrrie
Marie who was also a former police officer, died in
sleep at his Bournemouth home, aged 78.

to
S. Mr

the

dto

his
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Friends and relatives have paid tribute to a man wh
spanned 30 years. Nephew Alan Burt of Weymouth, who
detective with Dorset Police, remembered his uncle
element’ at any gathering of family or friends.

Mr Burt said: “He never forgot his roots in Weymout
caring family and at the centre of a tight communit
ideals of service and care which had been keenly ta

http://www.dorsetecho.co.uk/news/8712794.Portland_s

ose police career
also served as a
as being ‘in his

h and grew up in a very
y. “He had lifelong
ught and respected.”

py_ring_cracker _Leonard_

Burt_dies_aged_78/

4017/2010
Lutz Rathenow: ,Der deutsche Weg der Akten-Aufklar

(MDR) Das Thema Verrat und Bespitzelung lasst uns a
Zusammenbruch der Blécke nicht los. Der rumanien-de
Oskar Pastior soll vor 40 Jahren als Spitzel fur de
Geheimdienst gearbeitet, Freunde verraten und manch
gebracht haben. Eine Betrachtung von dem Schriftste
Lutz Rathenow.

http://www.mdr.de/mdr-figaro/journal/7926920.html

4018/2010
Wurde Barschel von Mossad-Agenten ermordet?

(NUrnberger Nachrichten) Fast ein Vierteljahrhunder
Barschel nahrt ein neues Gutachten Spekulationen b
friiheren Kieler Regierungschefs durch den israelisc
Die chemischen Analysedaten stimmten bis in Details
Uberein, den der ehemalige Mossad-Agent Victor Ostr
schildere, behauptet der Schweizer Toxikologe Prof.

(&) http://www.nordbayern.de/nuernberger-nachrichten/po

ung war richtig!”

uch 20 Jahre nach dem
utsche Schriftsteller

n rumanischen

e in Lebensgefahr

ller und Birgerrechtler

t nach dem Tod von Uwe
er eine Ermordung des
hen Geheimdienst Mossad.
mit einem Mordablauf
ovsky in einem Buch

Hans Brandenberger.

litik/wurde-

barschel-von-mossad-agenten-ermordet-1.331390

(b) Uwe Barschel, Olof Palme und die Apartheid-Siida
http://oraclesyndicate.twoday.net/stories/uwe-barsc

frika-Morder-Schiene:
hel-olof-palme-

und-die-apartheid-suedafrika-moerder-schiene/

4019/2010
"Verninftigste und moralischste Waffe" - Vater der

(NTV) Die Neutronenbombe lasst zwar Geb&ude nahezu
verschont sie jedoch nicht. Wohl nicht zuletzt desw
glihenden Befirwortern ihres Einsatzes einen gewiss
absprechen. Nun ist der Erfinder der Nuklearwaffe i
gestorben.

Der Erfinder der Neutronenbombe, Samuel Cohen, ist
Sohnes starb der amerikanische Physiker am Sonntag
Kalifornien. Der 89-Jahrige litt an Magenkrebs. In

"New York Times" im September hatte Cohen die umstr
als die "verninftigste und moralischste Waffe besch
wurde". Cohen: "Es ist die einzige nukleare Waffe d

Neutronenbombe tot

unversehrt, Menschen
egen kann man den
en Zynismus nicht

m Alter von 89 Jahren

tot. Nach Angaben seines
in seinem Haus in

einem Interview mit der
ittene Neutronenbombe
rieben, die je erfunden

er Geschichte, mit der
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Kriegsfilhrung Sinn macht. Wenn der Krieg vorbei ist
intakt."

Neutronenwaffen téten Menschen und andere Lebewesen

Materialschaden an. Denn anders als herkdmmliche At
wenig Hitze und eine geringe Druckwelle, sondern ge
ihrer Energie in Form harter Neutronenstrahlung ab.
Niederschlag der 1958 von Cohen entwickelten Waffe
Stunden nach der Explosion kann das betroffene Gebi
betreten werden.

http://www.n-tv.de/politik/Vater-der-Neutronenbombe

, ist die Welt noch

, richten aber geringe
omwalffen entwickeln sie
ben den grofiten Teil
Der radioaktive

ist gering: Etwa 24

et wieder gefahrlos

-tot-article2059081.html

4020/2010
Kim Philby on Truth in Diplomatic Cables

(FAS) As confidential U.S. diplomatic documents con
public domain, it is worth remembering that not eve
down in a government document, even (or especially)
document, is necessarily true. “Truth telling” inv
trafficking in official records. Any historian or

knows that. So did the Soviet agent Kim Philby, wh
his 1968 book “My Silent War” (p. 255):

“It is difficult, though by no means impossible, fo
access to original documents. But these are often
Just because a document is a document, it has a gla
reader to give it more weight than it deserves. Thi
United States Embassy in Amman, for example. Is it
draft or the finished memorandum? Was it written by
standing, or by some dogsbody with a bright idea? W
serious intent or just to enhance the writer’'s repu
unmistakably a direct instruction to the United Sta
Secretary of State dated last Tuesday, is it still
documentary intelligence, to be really valuable, mu
stream, embellished with an awful lot of explanator
serious discussion with a trustworthy informant is
any number of original documents.”

“Of course, it is best to have both,” he added.

http://www.fas.org/blog/secrecy/2010/12/philby on_t

tinue to enter the

rything that is written

in a classified

olves a bit more than
archival researcher

0 addressed the issue in

r a journalist to obtain

a snare and a delusion.
mour which tempts the

s document from the

a first draft, a second

an official of

as it written with

tation? Evenifitis

tes Ambassador from the
valid today? In short,

st come as a steady

y annotation. An hour’s
often more valuable than

ruth.html

4021/2010
Ali Agca: order to kill Pope John Paul Il came fro

(Pravda) The Turkish terrorist Mehmet Ali Agca, who
Pope John Paul Il in Rome, ltaly, said in a stateme
that the order to kill the leader of the Roman Cath
the Vatican itself.

Ali Agca was released on January 18 this year after
prison for the attempted assassination of Pope John
the murder of Turkish journalist Abdil Ipecki in 19

"The Vatican decided on the assassination of the po
organized it. The order to shoot the pope was given
Vatican, Cardinal Casaroli,” said the Turkish terro

m the Vatican

on May 13, 1981 shot
nt to Turkish television
olic Church came from

spending 30 years in
Paul Il in 1981, and
79.

pe. They planned and
by the secretary of the
rist.

ACIPSS-Newsletter 49/2010

60



In a statement shortly after trying to kill the pop

alone. This newest statement is one of several cont

has made since 1983, when he was pardoned by John P
him in prison.

Today, Ali Agca is 52 and suffers from mental probl
Shortly after being released, he said he was "the s
he "is rewriting the Bible." In the midst of discon
released from the prison, Agca said: "l am the eter

http://english.pravda.ru/world/europe/11-11-2010/11

e, Agca said he acted
radictory statements he
aul Il when he visited

ems, analysts said.
econd Jesus Christ" and
nected sentences

nal Christ."

5743-

ali_agca_order_to_kill_pope came_from_vatican-0/

| h@tpocs

HOT DOCS ONLINE

4022/2010
North Korea: US Relations, Nuclear Diplomacy, and

(CRS via FAS) This report provides background infor
negotiations over North Korea’s nuclear weapons pro
early 1990s under the Clinton Administration. As U.
Pyongyang evolved through the George W. Bush presid
Administration, the negotiations moved from mostly
multilateral Six-Party Talks (made up of China, Jap
South Korea, and the United States). Although the n
some key agreements that lay out deals for aid and
Korea in exchange for denuclearization, major probl
have persisted. With talks suspended since 2009, co
proliferation to other actors has grown.

http://www.fas.org/sgp/crs/nuke/R41259.pdf

4023/2010
The first US Government manual on cryptography

An article form the internal NSA journal “Cryptolog
what is possibly the first US government manual on

http://www.nsa.gov/public_info/_files/cryptologic_q

Internal Situation

mation on the

gram that began in the
S. policy toward

ency and into the Obama
bilateral to the

an, Russia, North Korea,
egotiations have reached
recognition to North

ems with implementation
ncern about

ic Quarterly” describes
cryptography.

uarterly/manual_on_crypt

ography.pdf
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Intelligence

izenl LITERATURE

4024/2010
Intelligence for human rights?

Subtitle: Private Intelligence Structures in Human

Abstract: The violation of human rights is a seriou
about it are difficult to obtain and to verify. Sta

deal with this task only according to instructions
therefore they often ignore or tolerate this breach
Non-state actors, however, can search and document
nation-states. At the present time it appears that
information can be acquired by private researchers:
videos about the conflicts, databases, sources on t
actors can use them for litigable documentary and s
Commercial private intelligence firms offer more: T
communication of suspects and track their financial
seems that the necessary information about human ri
obtained and analysed by private actors — independe

Stephan Blancke, Intelligence for human rights? Pri
Structures in Human

Rights Affairs, in: Sicherheit und Frieden (S+F), A
161-168.

4025/2010

CfP: TERRORISM AND INTERNATIONAL POLITICS: PAST,

Location:  Switzerland

Call for Papers Date: 2010-12-15
Date Submitted: 2010-10-08
Announcement ID: 179569

On the tenth anniversary of 9/11, this conference w
terrorism on international politics from a historic

at Geneva from 29-30 September 2011, it is organise
the Fondation Pierre du Bois pour I'histoire du tem
Graduate Institute of International and Development

This thought-provoking and stimulating conference w
possibility to address, discuss and exchange views
related to terrorism in different eras and places,

the changing and diverging nature of this phenomeno
of the tragic and traumatic events of 9/11 in New Y
serve as a moment of reflection on the evolution of
challenges and the responses of states and the inte

For the specific topics to be addressed during the
http://www.h-net.org/announce/show.cgi?ID=179569

Contact:

Bernhard Blumenau

Teaching and Conference Assistant

International History and Politics Department
Graduate Institute of International and Development
C.P. 136 — 1211 Genéve 21 — Switzerland

Rights Affairs.

s crime. Information

te intelligence agencies
of their government and
of international law.
without regard to

most of the necessary
Satellite photos,

he ground: Private

hort campaigns.

hey can monitor the
transactions. Today it
ghts violations can be
nt from politics.

vate Intelligence

usgabe 3-2010, S.

P RESENT, AND FUTURE

ill assess the impact of

al perspective. Convoked
d under the auspices of
ps présent and the
Studies in Geneva.

ill offer scholars the

on a variety of issues

as well as to examine

n. The tenth anniversary
ork and Washington shall
terrorism, its

rnational community.

conference, see:

Studies
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Email:  bernhard.blumenau@graduateinstitute.ch

Visit the website at

http://graduateinstitute.ch/history-

politics/page58.html

(Hat tip to Martin MOLL for this info!)

CONFERENCES / LECTURES

4026/2010
Bedrohte Freiheit? Sicherheit und Terrorangst im R

Institut fur die Wissenschaft vom Menschen, Decembe
1:00pm, Burgtheater, Dr. Karl Lueger-Ring 2, 1010 W

Bedrohte Freiheit?

Sicherheit und Terrorangst im Rechtsstaat
Diskussion mit:

Joachim Gauck, Otto Schily, Hans-Christian Strébele
Moderation: Alexandra Foderl-Schmid

Nacktscanner, Videoliberwachung, Lauschangriff - Big
Denn: Alle wollen unsere privaten Daten. Der Staat
Merkmale der Birger kennen. Die Wirtschaft sammelt
Vorlieben der Konsumenten. Arbeitgeber suchen mit i
Uberwachungsmethoden nach llloyalitat unter lhren M
wird all das mit Warnungen vor Terror und Wirtschaf
auch mit den Annehmlichkeiten von Plastikkarten und
Internet. Zu Recht? Oder drohen uns am Ende die Kon
der vollig transparente Mensch?

Nach den ersten beiden Debatten der Reihe ,Europa i
Obamas Prasidentschatft (,Obama and the Europeans®,
européaischer Integrationspolitik (,The Others Among
and Dangers of Immigration®, 21. Marz) befassten, s
Spannungsverhaltnis von Sicherheit und Privatheit i
des Burgtheaters treffen international einflussreic
Wissenschaftler/innen und Intellektuelle zusammen,
diskutieren, ob unsere Birgerrechte auch im Zeitalt
Internetshopping gewahrt bleiben oder ob wir unsere
vermeintliche Sicherheit und Bequemlichkeit zu gewi

http://www.iwm.at/index.php?option=com_events&task=

echtsstaat

r52010, 11:00am -
ien.

und Rolf Tophoven

Brother is watching us.
mdchte die biologischen
Informationen tber die
llegalen

itarbeitern. Begrindet
tskriminalitat, aber
Freundschaften im
trollgesellschaft und

m Diskurs®, die sich mit
28. Februar) und mit
Us: The Opportunities
teht nun das

m Zentrum. Auf der Blihne

he Politiker/innen,

um dartiber zu

er von Terror und
Privatheit aufgeben, um
nnen.

view_detail&agid=143&yea

r=2010&month=12&day=05&Itemid=0

(Hat tip to Andreas GEMES for this info!)
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MEDIA ALERTS

4027/2010
George Clooney may star in spy thriller

series 'The Man From U.N.C.L.E".

original series. 'They hope it could be another Mis
express.co.uk quoted a source on the project as say
being developed by Warner Bros and Steven Soderberg
The first set of movies were produced 1964-68.

http://sify.com/news/george-clooney-may-star-in-spy

(sify) Hollywood actor George Clooney is being cons
to star in another big-screen version of detective TV

The 'Ocean's Eleven' star is in talks to play agent
— Napoleon Solo, the role taken by actor Robert Vaugh

sion: Impossible,’
ing. The project is
h might direct the film.

-thriller-news-

international-kl2xkhacaga.htmi

4028/2010
Media alerts

am Fr, 03.12. um 21:02 ARD Eins extra
To6ten fir den Frieden - Die Politik, die Kirche und

der Krieg

Dauer: 43 min (a)

Beschreibung: Im Zusammenhang mit dem Bundeswehrein
offen von Krieg, der ebenso schmerzhaft wie gerecht
Vertreter der Kirchen reihen sich ein in die Schar
preisen, wie der evangelische Militérseelsorger in
'Krieger des Lichts'. Was hat sich da verandert? De
dokumentiert die Stationen einer schleichenden Wand
ethischen Grundlagen des Krieges. Téten fur den Fri
Vaterlandsverteidigung am Hindukusch? Oder aber: 'N
Afghanistan’, wie es die einstige EKD-Ratsvorsitzen
formulierte? Autor Tilman Jens hat mitten im afghan
Soldaten Gber die im Kreis der Truppe oft tabuisier
Toten befragt und diskutiert mit nachdenklichen Ziv
Wolfgang Huber bis zur Politikerin Antje Vollmer -

die moralische Rechtfertigung des Krieges und magli
Gebots 'Du sollst nicht toten'.

am Sa, 04.12. um 06:30 SWR
Meine Geschichte - Die Kuba-Krise: Dino Brugioni

Reihe, Folge 1

Dauer: 15 min (b)

Beschreibung: Dino Brugioni war ab Mitte der 50er J
renommiertesten CIA-Spezialisten fur Luftaufklarung
war vor allem fuir das Spionageflugzeug U-2 zusténdi
Sowijets registrierte und fotografierte. Zusammen mi
identifizierte er Mitte Oktober 1962 die Raketenabs
heimlich auf Schiffen nach Kuba gebracht worden war
stellte er die Funktionstiichtigkeit aller 24 Rakete

fest.

satz in Afghanistan

sei, gesprochen. Auch
der Firsprecher und
Kunduz, die Soldaten als
r Bericht des NDR

lung und hinterfragt die
eden?

ichts ist gut in

de Margot Kalimann
ischen Kriegsgebiet

ten Themen Sterben und
ilisten - vom Theologen
am Beispiel Afghanistan
che Grenzen des Fiinften

ahre einer der

und -Uberwachung. Er

g, das jede Bewegung der
t seinem Team
chussrampen, die
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nstationen zweifelsfrei
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am Sa, 04.12. um 23:40 SF zwei

James Bond 007 - Moonraker

Agententhriller

Dauer: 130 min (c)

Beschreibung: Eine Boeing 747 befindet sich auf dem
ihrem Rucken sitzt die US-Raumfahre "Moonraker". Si
erreichen. Beim Absturz des Flugzeugs verschwindet
Zweifel an einem Sabotageakt sind ausgeschlossen. J
Agent 007, tritt in Aktion. Mit einer Privatmaschin
zuriickgeholt, und schon erfolgt der erste Anschlag
Waunder rettet ihn. Bald st63t James Bond auf den Mu
Superbésewicht Hugo Drax (Michel Lonsdale), der Unh
fuhrt. Er bildet fur die Nasa nicht nur Astronauten

den morderischen Plan, von seiner Weltraumstation a
Menschheit auszurotten.

am So, 05.12. um 19:30 ARD Eins extra
Die Ligen vom Dienst - Der BND und der Irakkrieg

Dokumentation

Dauer: 30 min (d)

Beschreibung: Mitten in Deutschland lebt der Mann,
ausloste. Ein BND-Informant aus dem Irak, Deckname
er einen deutschen Pass - der Lohn fir eine Liige. D
gelieferte Kriegsgrund erwies sich als erfunden, di
Produktionsstatten fiir Massenvernichtungswaffen gab
US-Prasident Bush und Auf3enminister Powell stlitzten
Aussagen, der Bundesnachrichtendienst versorgte ihn
Geld und Betreuung. ARD-Reporter Stefan Buchen und
diesen Informanten gefunden.

am Mo, 06.12. um 00:45 SF 1

Das Urteil von Nirnberg

Gerichtsfilm

Dauer: 205 min (e)

Beschreibung: Vier ehemalige Juristen des Dritten R
Nurnberg vor Gericht. Sie werden beschuldigt, bei N
Kriegsverbrechen als Tater, Mittater, Anstifter ode
beteiligt gewesen zu sein. Drei von ihnen fiihlen si
nicht schuldig; der vierte, Doktor Ernst Janning (B
sich verbittert in Schweigen. Er zieht mehr und meh
sich. Dan Haywood (Spencer Tracy), der greise US-Ri
ein korrektes Verfahren.

am Mo, 06.12. um 22:50 SF 1
Psychogramm eines Kanzlers - Die zwei Leben des Wil

Flug nach London. Auf
e wird ihr Ziel nie
die Raumféhre spurlos.

ames Bond (Roger Moore),

e wird er aus Afrika

auf sein Leben. Nur ein
[timillion&r und
eimliches im Schilde
aus, sondern hegt auch
us die gesamte

der den Irak-Krieg
"Curveball". Heute hat
enn der von ihm

e von ihm "enthillten"
es in Wahrheit nicht.
sich auf "Curveballs"
danach jahrelang mit
Poul Eric Heilbuth haben

eichs stehen 1948 in
azi-Graueltaten und

r Vorschubleistende

ch im Sinne der Anklage
urt Lancaster), hillt

r das Interesse auf
chter, bemiiht sich um

ly Brandt

Dokumentation, Folge 2

Dauer: 60 min (f)

Beschreibung: Mit aufwendig inszenierten Spielszene
unveroffentlichtem Archivmaterial und Interviews mi
langjahrigen Wegbegleitern und namhaften Experten z
intimes, psychologisches Portrat des Menschen und P
und sorgen fir eine aufsehenerregende Enthillung: S
Agent zum ersten Mal von seiner Rolle im Bestechung
Misstrauensvotum 1972 und der Rolle Leonid Breschne
Mitteln den Fortbestand der Regierung seines Freund
wollte.

n, bisher

t engen Vertrauten,
eichnen die Autoren ein
olitikers Willy Brandt -

o berichtet ein KGB-
sskandal beim

ws, der mit allen

es Willy Brandt sichern
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am Di, 07.12. um 00:00 WDR
Nazis wider Willen - Deutsche in amerikanischen Lag

ern

Dokumentation

Dauer: 45 min (g)

Beschreibung: Nach dem Angriff auf Pearl Harbor und
USA wurden fleiRige deutsche Immigranten tGiber Nacht
potentiellen Nazis und zur "Gefahr fir die national
tausenden von ihnen klopfte eines Tages das FBI an
verhaftet, verloren Hab und Gut und finden sich hin
einem Internierungslager wieder. Fiur etwa 4.000 die

ist das Lager aber nur eine Zwischenstation: Sie we
zum Einsatz im geheimen Handel der Kriegsméachte: Di
sie gegen amerikanische Kriegsgefangene ein und sch
Krieg - per Schiff nach Deutschland zurtick.

am Di, 07.12. um 23:30 BR

Die Akte "USA gegen John Lennon”

Zum 30. Todestag von John Lennon - Deutsche Erstaus
Dokumentarfilm

Dauer: 95 min (h)

Beschreibung: Ende der 60er-Jahre beginnt die polit
von John Lennon an der Seite seiner neuen Liebe Yok
organisieren sie Demonstrationen gegen den Vietnamk
Regierung ist das Engagement des in New York lebend
Dorn im Auge. David Leaf und John Scheinfeld zeichn
aufschlussreichen Dokumentarfilm engagiert und hoch
Entwicklung John Lennons zum Antikriegs-Aktivisten
eine Unmenge an bislang unbekanntem Archivmaterial
um Interviews mit Freunden und Feinden des Musikers
ausfuhrliches Gespréach mit Yoko Ono - ergéanzen. 40
faszinierende Stiick Zeit- und Musikgeschichte ab.

am Mi, 08.12. um 04:30 phoenix

Die Mafia - Im Fadenkreuz des FBI

Doku-Reihe, Folge 1

Dauer: 45 min (i)

Beschreibung: In dieser Dokumentationsreihe geben r
Mafiosi und verdeckte Ermittler erstmals einen auth
die geheime Welt des organisierten Verbrechens. Die
sich mit der "Blite" der Mafia in den 50er Jahren.

war die Mafia in Italien und den USA in viele Leben
Doch die Politiker und Behdrden bestritten offiziel
existierte. Eine zufallige Entdeckung der Polizei i
diese Einschéatzung von Grund auf.

am Mi, 08.12. um 05:15 phoenix

Die Mafia - Die Pizza-Connection

Doku-Reihe, Folge 2

Dauer: 45 min (j)

Beschreibung: Carmine Galante war 1979 der méachtigs
Handel mit Heroin hatte ihn reich und méchtig gemac
genug, um gegen die "Kommission”, das informelle Fi
amerikanischen Cosa Nostra, bestehen zu kénnen. Ein
Hand unauffalliger ltaloamerikaner sorgte fiir die V
Stoff. Doch mit seiner riicksichtslosen Art hat sich
machtigere Feinde geschaffen: die "Kommission". In

dem Kriegseintritt der
plétzlich zu

e Sicherheit". Bei

die Tir. Sie wurden

ter Stacheldraht in

ser Deutsch-Amerikaner
rden gegen ihren Willen
e US-Regierung tauscht
ickt sie - mitten im

strahlung

ische Radikalisierung

0 Ono. Gemeinsam

rieg. Der amerikanischen
en Briten jedoch ein

en in ihrem

st spannend die

nach. Dazu stand ihnen
zur Verfligung, das sie

- darunter ein
Lennon-Songs runden das

echtskréftig verurteilte
entischen Einblick in

erste Folge beschéatftigt
Ende der 1950er Jahre
sbereiche eingedrungen.

[, dass sie Uberhaupt

m Staat New York &nderte
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ht, doch nicht méachtig
hrungsorgan der
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Galante am hellen Tag in Brooklyn erschossen. Dem F
Zeit erstmals, einen verdeckten Ermittler in die Ma

am Do, 09.12. um 01:10 SF zwei

Jagd auf Roter Oktober

Thriller

Dauer: 130 min (k)

Beschreibung: Ein russischer Kommandant steuert mit
eigenmachtig auf Amerika zu. Beide Nationen ratseln
und die Gefahr eines Angriffs. Mit Sean Connery und

am Fr, 10.12. um 01:30 phoenix

Mythos Rommel - Der Verlierer

Dokumentation

Folge: 2

Dauer: 45 min (1)

Beschreibung: US-Préasident Roosevelt verspricht spo
Waffenlieferungen. Vier Wochen spéter beschliel3en d
zu intervenieren. Das Schicksal von Rommels Armee i
Entscheidung bei El Alamein Noch herrscht Zuversich
frischernannten Feldmarschall; er befindet sich mit
Vormarsch. Was Rommel nicht ahnt: 100 Kilometer vor
Alexandria haben sich britische Soldaten eingegrabe
Bahnstation wird dieser improvisierten Verteidigung
geben: El Alamein. Anfang Juli versiegt die deutsch
Alamein. Das Blatt wendet sich. Der neue Befehlshab
8. Armee, Montgomery, hat jetzt eine weit Uberlegen
kennt Rommels Plane. Dem britischen Geheimdienst is
der deutschen Chiffriermaschine Enigma zu entschlis

am Fr, 10.12. um 20:00 SF zwei

8 Blickwinkel

Thriller

Dauer: 100 min (m)

Beschreibung: Anlasslich eines Antiterrorgipfels in
amerikanischen Prasidenten ein Attentat veribt, als
halten will. Sein Leibwéachter, ein amerikanischer T
Nachrichtenteam des Fernsehens, ein Polizist und de
nehmen den schockierenden Vorfall aus unterschiedli

am Fr, 10.12. um 21:02 ARD Eins extra
Der Kniefall des Kanzlers - Die zwei Leben des Will

Bl gelang es in dieser
fia einzuschleusen.

seinem Atom-U-Boot
Uber die Beweggrinde -
Alec Baldwin.

ntan umfangreiche

ie Amerikaner, in Afrika
st besiegelt.

t bei dem

seinen Truppen auf dem
den Toren von

n. Eine kleine

slinie ihren Namen

e Offensive vor El

er der neuen britischen
e Streitmacht, und er

t es gelungen, den Code
seln.

Spanien wird auf den

er offentlich eine Rede
ourist, ein

r Prasident selbst

chen Perspektiven wahr.

y Brandt

Dokumentation

Dauer: 88 min (n)

Beschreibung: Warschau am 7. Dezember 1970: Willy B
Ehrenmal, das an das Warschauer Ghetto erinnern sol
Welt geht und schnell zu einer Ikone wird. Eine sym
der deutsche Kanzler international héchste Anerkenn
Friedensnobelpreis ausgezeichnet wird. Eine Geste,
polarisiert wie nie zuvor und die Gesellschaft in z
seine Anhanger ist Willy Brandt ein Visionar, ein H
Frieden und Verséhnung - ein deutscher Kennedy. Sei
ihn als Vaterlandsverrater, Gberziehen ihn mit Schm
dabei auch vor seiner Privatsphare nicht halt.

(&) http:/itv.intern.de/index.php?site=Detail&id=216-0-

randt kniet vor dem

l. Ein Bild, das um die
bolische Geste, fiir die
ung erntet und mit dem
die in Deutschland

wei Lager spaltet. Fur
offnungstréger fur

ne Gegner diffamieren

utzkampagnen und machen

26524876&tvid=0b49a4dd23c0de504fc074bc3c893626
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http://tv.intern.de/index.php?site=Detail&id=216-0-

26568156&tvid=0b49a4dd23c0de504fc074bc3c893626

http://tv.intern.de/index.php?site=Detail&id=216-0-

26595251 &tvid=0b49a4dd23c0de504fc074bc3c893626

http://tv.intern.de/index.php?site=Detail&id=216-0-

26576794 &tvid=0b49a4dd23c0de504fc074bc3c893626

http://tv.intern.de/index.php?site=Detail&id=216-0-

26595014 &tvid=0b49a4dd23c0de504fc074bc3c893626

http://tv.intern.de/index.php?site=Detail&id=216-0-

26707091&tvid=0b49a4dd23c0de504fc074bc3c893626

http://tv.intern.de/index.php?site=Detail&id=216-0-

26567980&tvid=0b49a4dd23c0de504fc074bc3c893626

http://tv.intern.de/index.php?site=Detail&id=216-0-

26534864 &tvid=0b49a4dd23c0de504fc074bc3c893626

http://tv.intern.de/index.php?site=Detail&id=216-0-

26535864 &tvid=0b49a4dd23c0de504fc074bc3c893626

http://tv.intern.de/index.php?site=Detail&id=216-0-

26535865&tvid=0b49a4dd23c0de504fc074bc3c893626

http://tv.intern.de/index.php?site=Detail&id=216-0-

26595389&tvid=0b49a4dd23c0de504fc074bc3c893626

http://tv.intern.de/index.php?site=Detail&id=216-0-

26535918&tvid=0b49a4dd23c0de504fc074bc3c893626

http://tv.intern.de/index.php?site=Detail&id=216-0-

26595460&tvid=0b49a4dd23c0de504fc074bc3c893626

http://tv.intern.de/index.php?site=Detail&id=216-0-

26576925&tvid=0b49a4dd23c0de504fc074bc3c893626

Deadline for application: 07 December 2010
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This newsletter is EDITED by Verena Klug and publis

Disclaimer: ACIPSS reserves the right not to be res
topicality, correctness, completeness or quality of
provided. Liability claims regarding damage caused
information provided, including any kind of informa
or incorrect, will therefore be rejected. Likewise
responsible for any contents linked or referred to
damage occurs by the use of information presented t
the respective pages might be liable, not ACIPSS wh
pages. (If sections or individual terms of this sta
correct, the content or validity of the other parts

this fact.) The views expressed in commentaries are
and do not necessarily reflect the official policy,

of ACIPSS.

You receive this newsletter in accordance with 8 10
Telekommunikationsgesetz (TKG)

To UNSUBSCRIBE send an email message to:
newsletter@acipss.org
with “unsubscribe” in the reference-line

To SUPPORT our newsletter please send an email to

newsletter@acipss.org
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Please mind :

The domain "acipss-newsletter.org" is for sending
(German / English) ACIPSS- newsletter only.

Subscriptions to our free weekly ACIPSS-newsletter,
comments, concerns, and complaints relating to our
to:

newsletter@acipss.org

ACIPSS-newsletter site (with link to the archive):
www.acipss.org/newsletter.htm

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

Austrian Center for Intelligence, Propaganda and Se
Karl-Franzens-Universitat Graz

mail: Attemsgasse 8/1ll, A-8010 Graz, Austria
tel.: (+43) 316 380 8097

fax: (+43) 316 380 9730

web: WWW.acipss.org

email: newsletter@acipss.org

our weekly bilingual

any hints, questions,
newsletter shall be made

curity Studies (ACIPSS)
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