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 TOP HEADLINES     

 
0065/2010 ----------------------------------------- ---------------------- 
 Christmas Day bombing plot: Who knew what, when? 
--------------------------------------------------- ------------------------ 
U.S. spy agencies and the State Department had info rmation about a Nigerian 
man with alleged ties to militants in Yemen before he attempted to blow up 
a U.S. passenger jet on Christmas Day. But intellig ence from a wide range 
of sources was not collated, prompting the White Ho use to launch a review 
of what government agencies knew about the accused bomber, Umar Farouk 
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Abdulmutallab, the plans of al Qaeda in the Arabian  Peninsula, and why 
their alleged plot was not uncovered in advance. 
 

(a) http://www.presstv.com/detail.aspx?id=115268&sectio nid=3510203  
(b) Flug 253 Chronology: http://www.radio-utopie.de/2010/01/05/flug-253-

chronologie-akt-iii-von-detroit-nach-jemen/  (Special thanks to 
Yvonne Schmidt  for this info !) 

(c) http://www.stratfor.com/weekly/20100104_christmas_d ay_airliner_attac
k_and_intelligence_process?utm_source=GWeekly&utm_m edium=email&utm_c
ampaign=100104&utm_content=readmore  

(d) http://www.washingtonpost.com/wp-
dyn/content/article/2010/01/03/AR2010010301811.html  

(e) http://blackstarnews.com/news/135/ARTICLE/6193/2010 -01-03.html  
(f) http://online.wsj.com/article/SB1000142405274870406 54045746361303618

37754.html  
 
 
 
0066/2010 ----------------------------------------- ---------------------- 
 CIA Blast Blamed On Double Agent 
--------------------------------------------------- ------------------------ 
The suicide bomber who killed seven Central Intelli gence Agency employees 
and contractors and a Jordanian intelligence office r was a double agent the 
CIA had recruited to provide intelligence on senior  al Qaeda leadership, 
according to current and former U.S. officials and an Afghan security 
official. 
 
The officials said the bomber was a Jordanian docto r likely affiliated and 
working with al Qaeda. The Afghan security official  identified the bomber 
as Hammam Khalil Abu Mallal al-Balawi, who is also known as Abu Dujana al-
Khurasani. The Pakistani Taliban also claimed that Mr. al-Balawi was the 
bomber, Arabic-language Web sites reported Monday. 
 
Mr. al-Balawi was brought to the CIA's base in Khos t Province by the 
Jordanian intelligence official, Sharif Ali bin Zei d, who was working with 
the CIA, according to the Afghan security official.  
 

(a) http://online.wsj.com/article/SB126264256099215443. html?mod=rss
_Today's_Most_Popular  

(b) http://bazonline.ch/ausland/amerika/Die-groesste-Ho ffnung-der-
CIA-seit-Jahren/story/16704626  

(c) http://www.spiegel.de/politik/ausland/0,1518,670436 ,00.html  
(d) http://intelligencenews.wordpress.com/2010/01/04/02 -241/  

 
 
 
0067/2010 ----------------------------------------- ---------------------- 
 Realistically, can intelligence analysts stop a te rror attack? 
--------------------------------------------------- ------------------------ 
More than eight years after the 9/11 attacks, Washi ngton is again probing 
how US analysts failed to “connect the dots” leadin g up to a terrorist 
attempt – and how to do better in the future. That’ s the aim of a 
midafternoon meeting with President Obama and 20 to p government officials 
who have been tasked with a review of the Christmas  Day incident on 
Northwest Airlines Flight 253. 
 
It’s an exercise Washington has launched before, mo st notably after the 
attack on Pearl Harbor in 1941 and after the Sept. 11, 2001, attacks. In 
both cases, investigators aimed to construct a time line – who knew what, 
when they knew it, and what they did with what they  knew – to identify 
missed opportunities and to propose fixes . 
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At least some of the post-9/11 fixes worked, say Ob ama administration 
officials. Threat assessments were available across  agency lines – unlike 
in the run-up to the 9/11 attacks. The name of susp ect Umar Farouk 
Abdulmutallab was on a broad terrorist database maintained by the National 
Counterterrorism Center (NCTC), which both intellig ence and law-enforcement 
agencies could access.  
 
But Mr. Abdulmutallab’s name was not elevated to a no-fly list or flagged 
for special notice. In retrospect, that appears to be a shortcoming. On 
Monday, the White House announced that terrorist da tabases have been 
scrubbed since the Dec. 25 incident. 
 
http://www.csmonitor.com/USA/2010/0105/Realisticall y-can-intelligence-
analysts-stop-a-terror-attack  
 
 
 
0068/2010 ----------------------------------------- ---------------------- 
 U.S. Intelligence Chief Warns Of More Attacks 
--------------------------------------------------- ------------------------ 
The dust on the weekly address from U.S. President Barack Obama had not yet 
settled down when came the scathing remarks from Mi chael E. Leiter, the 
Director of the National Counterterrorism Center (N CTC) reminding the 
Americans "the insidious terrorist threats," faced by them. 
 
Leiter punched his statement with an underlying thr eat of more attacks 
after referring to the failed bid of December 25 on  the Detroit bound 
transatlantic flight originating in NIgeria. 
 
The intelligence chief minced no words saying, "Whi le this attempt ended in 
failure we know with absolute certainty that Al-Qae da and those who support 
its ideology continue to refine their methods to te st our defenses and 
pursue an attack on the Homeland." 
 
http://www.allheadlinenews.com/articles/7017411770  
 
 
 
0069/2010 ----------------------------------------- ---------------------- 
 Video shows Iranian arms deals method 
--------------------------------------------------- ------------------------ 
Footage released by the CIA shows a man conducting a clandestine arms deal 
in a Tbilisi, Georgia hotel, allegedly procuring pa rts of weapons and other 
military systems for use in Iran.  
 
Unbeknownst to the man, the dealers he was talking to were in fact 
undercover Philadelphia-based US Immigration and Cu stoms Enforcement 
agents. According to an analyst for Channel 2, whic h aired the footage 
Sunday evening, the fake transaction in the hotel, which ended in the man's 
arrest, may be a modus operandi of the Iranian regi me, and there is no 
telling how many similar transactions the Iranians conclude successfully.  
 
It was not clear when the "transaction" in question  took place. 
 
http://www.jpost.com/servlet/Satellite?cid=12623393 82426&pagename=JPost%2FJ
PArticle%2FPrinter  
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 HOT SPOTS / WARS  
 
0070/2010 ----------------------------------------- ---------------------- 
 U.S. and Britain close embassies in Yemen capital 
--------------------------------------------------- ------------------------ 
The United States and Britain closed their embassie s in the capital of 
Yemen on Sunday, citing ongoing threats from al-Qai da in the Arabian 
Peninsula, the terrorist group linked to the attemp t to bomb an 
international flight on its descent into Detroit on  Christmas Day.  
 
U.S. military and intelligence officials said that the first warnings of 
imminent attacks came three weeks ago, using inform ation obtained through 
enhanced intelligence-sharing established with Yeme n last year. The 
information pointed to four suicide bombers headed to San'a to attack 
Western targets, possibly the U.S. and British Emba ssies. Military strikes 
thwarted those attacks, the officials say. 
 
http://www.mercurynews.com/politics-government/ci_1 4116913  
 
 
 
0071/2010 ----------------------------------------- ---------------------- 
 Jemen im Visier von Ermittlern und US-Geheimdienst  
--------------------------------------------------- ------------------------ 
Nach Attentatsversuch überprüfen die Behörden eine Terrorspur in das 
arabische Land. CIA-Agenten dürften zeitgleich eine  verdeckte Operation 
gegen al-Qaida im Jemen durchführen – und zwar auf mehreren Ebenen. 
 
http://diepresse.com/home/politik/aussenpolitik/530 156/index.do?_vl_backlin
k=/home/politik/aussenpolitik/index.do  
 
 
 
0072/2010 ----------------------------------------- ---------------------- 
 George Soros, Feind des iranischen Staates 
--------------------------------------------------- ------------------------ 
Der iranische Geheimdienst hat eine Liste von Namen  veröffentlicht, die per 
sofort als Staatsfeinde gelten. 60 Organisationen s tehen auf dieser 
schwarzen Liste, wie die iranische Nachrichtenagent ur Mehrnews.com 
berichtet. 
 
Darunter sind nicht wenige, die im Westen ein hohes  Ansehen geniessen: Die 
britische BBC und die amerikanische Voice of Americ a beispielsweise, die 
Nonprofit-Organisationen Human Rights Watch und Nat ional Endowment for 
Democracy sowie das Open Society Institute, ein vom  Investor George Soros 
finanzierter Thinktank in New York. 
 

(a) http://bazonline.ch/ausland/naher-osten-und-afrika/ George-Soros-
Feind-des-iranischen-Staates/story/19414709  

(b) http://www.zeit.de/politik/ausland/2010-01/iran-iso lation  
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 UNITED STATES  

 
0073/2010 ----------------------------------------- ---------------------- 
 3 CIA employees killed in suicide bombing in Afgha nistan identified 
--------------------------------------------------- ------------------------ 
A former Navy SEAL from Virginia and a former Atlan ta police detective 
expecting his first child next month were among sev en CIA employees killed 
in the Dec. 30 suicide bombing on an agency base in  southeastern 
Afghanistan — one of the most lethal attacks ever f or the CIA. A third 
victim was publicly identified Saturday. The mother  of Harold E. Brown Jr., 
37, of Virginia said he served in the Army and work ed for the State 
Department. 
 
http://www.star-telegram.com/238/story/1865827.html  
 
 
 
0074/2010 ----------------------------------------- ---------------------- 
 Two Americans Killed in Attack on CIA Base Worked for Xe ─ Blackwater 
--------------------------------------------------- ------------------------ 
Two of the seven Americans killed in the Dec. 30 su icide bombing of a CIA 
outpost in Khost, Afghanistan, were employees of Xe , the current 
incarnation of the controversial paramilitary contr actor formerly known as 
Blackwater, according to people familiar with the i ssue, who asked for 
anonymity when discussing sensitive information. On e source said that the 
Xe employees had been involved directly in CIA inte lligence operations, 
rather than merely serving as security guards at th e remote CIA facility. 
 
An Associated Press story published Wednesday cited  an obituary released 
Wednesday as the original source for information in dicating that bombing 
victim Jeremy Wise , a 35-year-old a former Navy SEAL from Virginia Be ach, 
Va., had been working at the outpost, known as Forw ard Operating Base 
Chapman, for the company now known as Xe. The wire service reported that 
MindyLou Paresi of Dupont, Wash., had told The News  Tribune of Tacoma, 
Wash., that her husband, 46-year-old Dane Clark Par esi , was also a Xe 
contractor who was killed in the attack. 
 

(a) http://blog.newsweek.com/blogs/declassified/archive /2010/01/06/two-
americans-killed-in-attack-on-cia-base-worked-for-x e-formerly-
blackwater.aspx  

(b) http://seattletimes.nwsource.com/html/nationworld/2 010710257_apuscia
afghanattack.html?syndication=rss  

 
 
 
0075/2010 ----------------------------------------- ---------------------- 
 Pentagon calls spy critique "irregular" 
--------------------------------------------------- ------------------------ 
The Pentagon expressed surprise on Tuesday at the i rregular way in which 
the U.S. military's intelligence chief in Afghanist an aired his criticism 
of spy agencies -- publishing a withering report wi th a private think tank. 
Major General Michael Flynn, deputy chief of staff for intelligence in 
Afghanistan for the U.S. military and its NATO alli es, said spies were 
overly focused on killing insurgents and out of touch with the Afghan 
people. (a, c) 
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The sweeping critique was released on Monday by the  Washington D.C.-based 
think thank, Center for New American Security. (b) A copy was delivered the 
same day to U.S. Defense Secretary Robert Gates, th e Pentagon said. "I 
think it struck everybody as a little bit curious, yes ... My sense is that 
this was an anomaly and that we probably won't see that (in the future)," 
said Pentagon spokesman Bryan Whitman. 
 
"It was an unusual and irregular way to publish a d ocument of this nature."  
Other defense officials at the Pentagon privately e xpressed surprise at how 
the report was released. 
 

(a) http://www.reuters.com/article/idUSTRE60403V2010010 5 
(b) http://www.cnas.org/files/documents/publications/Af ghanIntel_Flynn_J

an2010_code507_voices.pdf  (see also “Hot docs online”-section) 
(c) http://www.washingtonpost.com/wp-

dyn/content/article/2010/01/05/AR2010010503836.html  
(d) http://www.sueddeutsche.de/politik/29/499308/text/  

 
 
 
0076/2010 ----------------------------------------- ---------------------- 
 A CIA role worthy of its middle name: Intelligence  
--------------------------------------------------- ------------------------ 
President Obama has taken the shackles off one Cent ral Intelligence Agency 
project that could benefit humankind far more than any surreptitious spy or 
paramilitary operations . The CIA has been ordered to resume using its 
incredibly powerful spy satellites to collect image ry of evidence of global 
warming. 
 
The program operated from 1992 until 2001, when it was shut down by 
President George W. Bush, an agnostic about global warming and foe of 
scientific efforts to reduce harmful industrial emi ssions. 
 
http://www.mtexpress.com/index2.php?ID=2005129523  
 
 
 
0077/2010 ----------------------------------------- ---------------------- 
 Amerikanische Nachrichtendienste: Viel Spionage, w enig Austausch 
--------------------------------------------------- ------------------------ 

 

Trotz wiederholter 
Reformbemühungen nicht zuletzt 
nach dem „11. September“ ist 
es offenbar bis heute nicht 
gelungen, das System der 
amerikanischen 
Nachrichtenbeschaffung und -
verarbeitung überschaubarer zu 
machen. Oft weiß das eine 
Glied noch immer nicht, was 
das andere weiß und tut. Man 
darf sicher sein, dass die 
Pannen und 
Koordinationsschwierigkeiten 
der Dienste vor dem 
Anschlagsversuch des  

Nigerianers Umar Faruk Abdulmutallab auf ein Passag ierflugzeug über Detroit 
nur die Spitze des Eisbergs sind. Andererseits erfä hrt die Welt über die 
Ermittlungserfolge der Dienste nur selten etwas. 
 
http://www.faz.net/s/RubF359F74E867B46C1A180E8E1E11 97DEE/Doc~E47611C4C9C124
EC8A7D249A72DE58F66~ATpl~Ecommon~Scontent.html?rss_ googlenews  
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0078/2010 ----------------------------------------- ---------------------- 
 Obama wandelt auf Bushs Spuren 
--------------------------------------------------- ------------------------ 
"Wir sind nur knapp einer Kugel ausgewichen. Es wur de verhindert durch 
tapfere Personen, nicht, weil das System funktionie rt hätte. Und das ist 
nicht akzeptabel." 
 
In den Amerikanern kamen bei dieser Berichterstattu ng Erinnerungen hoch. 
Obama wirkte wie der frühere Präsident George w. Bu sh, der Wert darauf 
legte, sich als Oberkommandierender in Szene zu set zen. Dieser öffentliche 
Auftritt spiegelt auch andere Ähnlichkeiten zwische n Obama und seinem 
unbeliebten Vorgänger in der Reaktion auf den Terro r wider. 
 
http://www.wienerzeitung.at/DesktopDefault.aspx?Tab ID=3856&Alias=WZO&cob=46
0175  
 
 
 
0079/2010 ----------------------------------------- ---------------------- 
 US-Präsident wirft Geheimdiensten Versagen vor 
--------------------------------------------------- ------------------------ 
US-Präsident Barack Obama hat den Geheimdiensten na ch dem gescheiterten 
Flugzeuganschlag bei Detroit Versagen vorgeworfen. Obama sagte, es hätte 
ausreichend Hinweise auf den Täter gegeben, doch di e Geheimdienste hätten 
bei der Verbindung der Hinweise versagt. Zu dem ges cheiterten Anschlag bei 
Detroit sagte Obama, man sei nur ganz knapp „der Ku gel ausgewichen“. 
 

(a) http://www.focus.de/politik/weitere-meldungen/obama -us-praesident-
wirft-geheimdiensten-versagen-vor_aid_468355.html  

(b) http://www.kurier.at/nachrichten/1967823.php  
 
 
 
0080/2010 ----------------------------------------- ---------------------- 
 Record US aid goes on Israeli armaments 
--------------------------------------------------- ------------------------ 
JUST before Christmas, US President Barack Obama si gned into law one of his 
country's biggest aid pledges of the year. It was b ound not for Africa or 
any of the many struggling countries on the World B ank's list. 
 
It was a 10-year deal for $US2.77 billion ($A3.1 bi llion) to go to Israel 
in 2010 and a total of $US30 billion over the next decade, mainly to be 
spent on US military hardware. Despite the serious financial crisis in the 
US economy, the US is proceeding with its increased  aid package to Israel.  
 
Israel is bound by the agreement to use 75 per cent  of the aid to buy 
military devices made in the US — and in a recessio n, those military 
factories are critical to many towns. 
 
http://www.theage.com.au/world/record-us-aid-goes-o n-armaments-20091231-
ll0i.html  
 
 
 
0081/2010 ----------------------------------------- ---------------------- 
 US court upholds NSA’s refusal to admit or deny wi retap data 
--------------------------------------------------- ------------------------ 
A US federal appeals court has concluded that the N ational Security Agency 
can refuse to admit or deny it possesses informatio n about the US 
government spying on lawyers representing Guantánam o prison detainees. The 
decision by the 2nd US Circuit Court of Appeals in New York relates to a 
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Freedom of Information Act (FOIA) request under a c ivil liberties lawsuit 
challenging post-9/11 warrantless surveillance oper ations by US agencies. 
The latter typically respond to most FOIA requests by confirming or denying 
possession of information relating to particular re quests, and then by 
proceeding to either deny release, or release selec ted segments of the 
requested data. It is rare for an agency to refuse even to acknowledge the 
existence of information sought through FOIA. 
 
http://intelligencenews.wordpress.com/2010/01/03/01 -351/  
 
 
 
0082/2010 ----------------------------------------- ---------------------- 
 Verfahrenseinstellung gegen Blackwater Söldner – e ine Rechtsbeugung? 
--------------------------------------------------- ------------------------ 
Die Wellen schlugen hoch nach der Entscheidung des Richters Ricardo Urbine 
in Washington, das Verfahren gegen die wegen Tötung  von unbeteiligten 
Zivilisten angeklagten Söldner der US-Firma Blackwa ter (jetzt XE) 
einzustellen. 
 
http://oraclesyndicate.twoday.net/stories/verfahren seinstellung-gegen-
blackwater-soeldner-eine-rechtsbeugung/  
 
 
 
0083/2010 ----------------------------------------- ---------------------- 
 Sicherheitslücke im Weißen Haus: Partycrasher trif ft Präsident 
--------------------------------------------------- ------------------------ 
Wenige Stunden vor dem Krisengipfel der US-Geheimdi enste im Weißen Haus 
muss der Secret Service eine neue, peinliche Panne eingestehen. Bei einem 
Galadiner hatte sich neben einem Ehepaar ein dritte r ungebetener Gast 
eingeschlichen - ausgerechnet ein Partyveranstalter . 
 
http://www.spiegel.de/panorama/0,1518,670244,00.htm l  
 
 
 
0084/2010 ----------------------------------------- ---------------------- 
 US general urges strip search of Muslim men 
--------------------------------------------------- ------------------------ 
A retired US general and member of Iran Policy Comm ittee (IPC) says all 18 
to 28 years old Muslim men should be strip searched  at airports as "one of 
these bombers" will explode an airliner in the comi ng days.  
 
Thomas McInerney, a retired Lt. Genera with the US Air Force, told Fox News 
television on Saturday that within the next 30 to 1 20 days, "there is a 
danger of high probability" awaiting US airliners.  
 
"If you are an 18 to 28-year-old Muslim man then yo u should be strip 
searched. And if we don't do that there's a very hi gh probability we're 
going to lose an airline," he said. 
 
http://www.presstv.com/detail.aspx?id=115268&sectio nid=3510203  
 
ACIPSS-newsletter-commentary : The source is Press TV, the first Iranian 
international news network.  
 
(Special thanks to Yvonne Schmidt  for this info !) 
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0085/2010 ----------------------------------------- ---------------------- 
 C.I.A. Is Sharing Data With Climate Scientists 
--------------------------------------------------- ------------------------ 
The nation’s top scientists and spies are collabora ting on an effort to use 
the federal government’s intelligence assets — incl uding spy satellites and 
other classified sensors — to assess the hidden com plexities of 
environmental change. They seek insights from natur al phenomena like clouds 
and glaciers, deserts and tropical forests. 
 
The collaboration restarts an effort the Bush admin istration shut down and 
has the strong backing of the director of the Centr al Intelligence Agency. 
In the last year, as part of the effort, the collab orators have scrutinized 
images of Arctic sea ice from reconnaissance satell ites in an effort to 
distinguish things like summer melts from climate t rends, and they have had 
images of the ice pack declassified to speed the sc ientific analysis. 
 
http://www.nytimes.com/2010/01/05/science/earth/05s atellite.html  
 
 
 
 

 

 

 FORMER SOVIET UNION   
 
0086/2010 ----------------------------------------- ---------------------- 
 Russia’s security men and spies are shifting back to the shadows 
--------------------------------------------------- ------------------------ 
THE Russian aphorism that “the Kremlin has many tow ers” is a comment not 
just on its architecture but on the rivalries that pervade the regime that 
sits within it — maintaining an outward veneer of a utocratic rigidity but 
roiling nonetheless with bureaucratic turf battles.  
 
Since the start of the decade, the tallest tower ha s belonged to the so-
called siloviki, the former officers who have flood ed into state structures 
on the coat tails of Vladimir Putin, former KGB off icer, two-term president 
and now prime minister. With the end of the Putin p residency last year, 
however, the siloviki have retreated. Their represe ntation in top 
government ranks has ebbed for the first time in 20  years, putting a 
question mark over their future. 
 
According to Olga Kryshtanovskaya, a University of Moscow sociologist who 
monitors elite groups, the siloviki — literally “st rong guys” — hit their 
apogee in 2007, when they accounted for two out of every three members of 
the president’s administration. Since the accession  to the presidency of 
Dmitry Medvedev, they are now down to barely one in  two. 
 
http://www.businessday.co.za/articles/Content.aspx? id=90600  
 
 
 
0087/2010 ----------------------------------------- ---------------------- 
 Suicide bomber kills seven in Russia's Dagestan 
--------------------------------------------------- ------------------------ 
A suicide bomber killed at least seven policemen an d wounded another 20 
people on Wednesday in Russia's southern region of Dagestan by detonating a 
car packed with explosives at a traffic police depo t.  
Russia is fighting an escalating Islamist insurgenc y in the North Caucasus 
and President Dmitry Medvedev says the upsurge of v iolence over recent 
months is the country's single biggest domestic pro blem. 
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The suicide bomber tried to drive a Neva car packed  with explosives into a 
traffic police depot at 7:55 a.m. local time (11:55  p.m. EST) on the 
outskirts of Dagestan's capital, Makhachkala, but w as rammed by a police 
UAZ jeep before detonating the explosives. 
 
http://ca.news.yahoo.com/s/reuters/100106/n_top_new s/cnews_us_russia_dagest
an 
 
 
 
0088/2010 ----------------------------------------- ---------------------- 
 Russia’s special services did not have a good year  in 2009 
--------------------------------------------------- ------------------------ 
Russia’s intelligence and security services did not  have a good year in 
2009, according to Moscow’s leading independence sp ecialist on their 
activities. Indeed, so great were their failures th at the FSB chief even 
dropped what had become a post-Soviet tradition: th e annual report to the 
media of his organization’s successes against Russi a’s enemies. 
 
In a review of the activities of the special servic es published in today’s 
“Yezhednevny zhurnal,” Andrey Soldatov, who heads t he Agentura.ru portal, 
points out that they had suffered real losses in al most all areas but had 
been able to obscure that by excluding media covera ge of and thus public 
control over ever more of their activities ( www.ej.ru/?a=note&id=9746 ). 
 
The FSB’s “largest losses” over the last year, he c ontinues, were in 
Chechnya, where control over the campaign against t he increasingly active 
militants was handed over to republic President Ram zan Kadyrov, and in 
Crimea where the Russian agency was forced to pull 19 of its officers after 
an embarrassing reports by and threats from the Ukr ainian security agency. 
 
“In both cases,” Soldatov says, “the FSB adopted th e tactic it has used 
before in the case of defeats: it gave the impressi on that [both of these 
actions] had been entirely its own idea.” 
 
http://politicom.moldova.org/news/russias-special-s ervices-did-not-have-a-
good-year-in-2009-205274-
eng.html?utm_source=feedburner&utm_medium=feed&utm_ campaign=Feed:%20moldova
/politicom/eng%20(Politicom%20Moldova.org%20(Englis h)) 
 
 
 
0089/2010 ----------------------------------------- ---------------------- 
 Fugitive oligarch feared assassination by Russian secret services 
--------------------------------------------------- ------------------------ 
Private investigators smuggled themselves onto a ga ted estate on a milk 
float to spy on an exiled Russian oligarch who had allegedly masterminded a 
$1bn fraud of associates of Vladimir Putin, it has been claimed. 
 
The businessman had fled to Britain as the Russian Prime Minister’s 
associates conducted an investigation into an alleg ed fraud involving a 
state shipping company. It is alleged Sovcomflot us ed the information 
gained from the undercover operation , dubbed “Project Sturgeon,” to 
pressure Mr Privalov into repaying $2m in settlemen t for the case against 
him.  
 
When he failed to give them enough information on h is alleged co-
conspirators, Sovcomflot is said to have lured him to Switzerland where he 
was arrested and extradited to Russia . 
 
http://www.telegraph.co.uk/news/uknews/6865467/Fugi tive-oligarch-feared-
assassination-by-Russian-secret-services.html  
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 NEAR / MIDDLE EAST / NORTH AFRICA  
 
0090/2010 ----------------------------------------- ---------------------- 
 Jordan emerges as key CIA counterterrorism ally 
--------------------------------------------------- ------------------------ 
Hours after last week's deadly attack on a CIA base  in Afghanistan, a 
revision was made in official accounts of the numbe r of intelligence 
operatives killed in the suicide bombing. Instead o f eight deaths , as 
initially reported, the CIA acknowledged only seven .  
 
The eighth victim resurfaced over the weekend when his flag-draped co ffin 
arrived in his native country, Jordan . The man, a captain in the Jordanian 
intelligence service , was given full military honors at a ceremony that  
referred only to his "humanitarian work" in war-tor n Afghanistan.  
 
In fact, the man's death offered a rare window into a partnership that U.S. 
officials describe as crucial to their counterterro rism strategy. Although 
its participation is rarely acknowledged publicly, Jordan is playing an 
increasingly vital role in the fight against al-Qaeda and other terrorist 
groups, sometimes in countries far beyond the Middl e East, according to 
current and former government officials from both c ountries. 
 

(a) http://www.washingtonpost.com/wp-
dyn/content/article/2010/01/03/AR2010010302063.html  

(b) http://www.guardian.co.uk/world/2010/jan/06/jordan- embarrassed-cia-
link  

 
 
 
 

 

 

 FAR EAST & ASIA     
 
0091/2010 ----------------------------------------- ---------------------- 
 Dr Khan’s claims ‘self-serving’ 
--------------------------------------------------- ------------------------ 
The US media published yet another letter from Dr A . Q. Khan on Monday, 
saying that Pakistan helped North Korea’s nuclear p rogramme with vital 
machinery, drawings and technical advice for at lea st six years.  
 
But a US anti-nuclear group -- Institute for Scienc e and International 
Security -- cautioned that it would be a mistake to  accept the scientist’s 
“self-serving leaks” without proper corroboration. Dr Khan is believed to 
have written these letters to his wife between 2003  and 2004. One report 
claimed that Dutch secret agents recovered the lett ers from Dr Khan’s 
daughter in 2004.  
 
Although the western media used the information for  badgering Pakistan, 
none of the reports explained why a nuclear scienti st would include such 
sensitive information in a letter to his wife while  he had ample 
opportunities to share it with her at home. 
 

(a) http://www.dawn.com/wps/wcm/connect/dawn-content-li brary/dawn/the-
newspaper/national/12-dr-khans-claims-selfserving-- bi-11  

(b) from September 2009, but related: 
http://www.timesonline.co.uk/tol/news/world/asia/ar ticle6839044.ece  
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 EUROPE (GEOGRAPH.)   

 
0092/2010 ----------------------------------------- ---------------------- 
 Hohe italienische Geheimdienstagenten müssen vor G ericht 
--------------------------------------------------- ------------------------ 
Zwei hochrangige Funktionäre des italienischen Gehe imdienstes SISMI müssen 
sich vor Gericht verantworten. Dies beschloss am Di enstag ein Richter in 
Perugia, der eine Untersuchung über die dunklen Mac henschaften des SISMI 
führt. Der Ex-SISMI-Direktor Niccolo Pollari und se ine "rechte Hand" Pio 
Pompa werden beschuldigt, zwischen 2001 und 2006 üb er 200 Richter und 
Staatsanwälte ausspioniert zu haben. 
 
Pollari stand bereits als Ex-SISMI-Direktor beim Pr ozess gegen Agenten des 
US-Auslandsgeheimdienstes CIA vor Gericht, denen di e Entführung des 
ägyptischen terrorverdächtigen Imams Abu Omar im Ja hr 2003 vorgeworfen 
wurde. Für Pollari wurde wegen des Staatsgeheimniss es kein Urteil gefällt. 
Drei weitere italienische Geheimdienstfunktionäre w urden wegen Beihilfe zu 
drei Jahren Haft verurteilt. 
 
http://derstandard.at/1262208923916/Hohe-Geheimdien stagenten-muessen-vor-
Gericht  
 
 
 
 
0093/2010 ----------------------------------------- ---------------------- 
 Nuntius in Polen von Geheimdienst-Vorwürfen entlas tet 
--------------------------------------------------- ------------------------ 
Neu freigegebene Archivdokumente entlasten den Nunt ius in Polen, Erzbischof 
Jozef Kowalczyk, vom Vorwurf der Zusammenarbeit mit  dem einstigen 
kommunistischen Geheimdienst SB. Wie die Tageszeitu ng "Rzeczpospolita" 
(Dienstag) berichtete, ist Kowalczyk laut den SB-Ak ten 1982 ohne sein 
Wissen unter dem Decknamen "Cappino" als "Informati onskontakt" registriert 
worden. Zudem habe er sich als unbrauchbar für den Geheimdienst erwiesen.  
 
Das Blatt hatte dem Apostolischen Nuntius vor einem  Jahr unter Berufung auf 
SB-Akten vorgeworfen, er habe womöglich wissentlich  mit dem Geheimdienst 
zusammengearbeitet. Der Krakauer Pfarrer Tadeusz Is akowicz-Zaleski, der 
sich seit Jahren der Aufarbeitung der Geheimdienst- Vergangenheit von 
Geistlichen widmet, veröffentlichte damals die Doku mente und kritisierte 
Kowalcyk. Die Bischofskonferenz stellte sich hingeg en hinter den Nuntius 
und wies die Vorwürfe zurück. 
 
http://www.kathweb.at/content/site/nachrichten/data base/30273.html  
 
 
 
0094/2010 ----------------------------------------- ---------------------- 
 Geheimdienst wollte angeblich Westergaard-Angreife r anwerben 
--------------------------------------------------- ------------------------ 
Der dänische Polizei-Nachrichtendienst PET hat ange blich versucht, jenen 
Somalier als Informanten anzuwerben, der vergangene  Woche bei dem Mohammed-
Karikaturisten Kurt Westergaard einbrach und diesen  möglicherweise ermorden 
wollte. Das behaupten die Schwester, die Ex-Frau un d der Rechtsanwalt des 
28-Jährigen Angreifers. 
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Der Geheimdienst soll den Mann vor drei Jahren dies bezüglich auch unter 
Druck gesetzt haben. PET-Chef Jakob Scharf kommenti erte gegenüber der 
Tageszeitung "Jyllands-Posten" diese Behauptungen n icht. 
 
http://diepresse.com/home/politik/aussenpolitik/531 078/index.do?_vl_backlin
k=/home/politik/aussenpolitik/index.do  
 
 
 
0095/2010 ----------------------------------------- ---------------------- 
 Sarkozy bekommt 2011 abhörsicheres Telefon "made i n France" 
--------------------------------------------------- ------------------------ 
Der französische Präsident Nicolas Sarkozy bekommt Anfang kommenden Jahres 
ein abhörsicheres Telefon "made in France". Sarkozy  besichtigte die 
Produktionsstätte für das Smartphone beim französis chen Hersteller Thales 
im westfranzösischen Cholet. "Es ist schön", sagte er nach der Visite. 
Nicht nur Sarkozy soll das mit besonderer Verschlüs selungstechnik 
ausgerüstete Telefon mit dem Namen Teorem erhalten,  sondern auch 20.000 
Regierungsmitarbeiter und Armee-Angehörige. Es soll  sowohl in kommerziellen 
als auch in geschützten Netzen der Regierung funkti onieren. 
 
Nach Sarkozys Amtsantritt waren Mitarbeiter der Reg ierung aufgefordert 
worden, auf ihre BlackBerrys mit Email-Zugang zu ve rzichten, weil diese 
nicht abhörsicher seien. Presseberichten zufolge fü rchtet Paris, der US-
Geheimdienst NSA könnte Zugriff auf die in den Vere inigten Staaten und 
Großbritannien stehenden Server des BlackBerry-Hers tellers Research in 
Motion (RIM) haben. 
 
Auch US-Präsident Barack Obama musste nach seinem A mtsantritt vor einem 
Jahr aus Sicherheitsgründen zunächst auf sein gelie btes BlackBerry-Telefon 
verzichten. Auf Obamas Protest hin arbeitete der US -Geheimdienst einen nach 
eigenen Angaben supersicheren Kodierschutz aus, der  dem Staatschef die 
Nutzung seines BlackBerrys wieder ermöglichte. 
 
http://www.google.com/hostednews/afp/article/ALeqM5 jcDoL3V7T_uZl9ceF3fkEP3u
l9aA  
 
 
 
 

 

 

 UNITED KINGDOM     

 
0096/2010 ----------------------------------------- ---------------------- 
 UK shared intelligence on suspected US plane bombe r 
--------------------------------------------------- ------------------------ 
The suspected Detroit plane bomber tried to contact  radical Islamists while 
in London and the intelligence was shared, Downing Street has said. 
 
No 10 said information about Umar Farouk Abdulmutal lab was passed to 
American intelligence but he was not deemed to be a  "particular risk". 
Downing Street still insisted the suspect was radic alised in Yemen after he 
left the UK in October 2008. The alleged bomb plot has sparked a global 
review of aviation security. 
 

(a) http://news.bbc.co.uk/2/hi/uk_news/politics/8440156 .stm  
(b) http://derstandard.at/1262208756342/Detroit-Britisc her-Geheimdienst-

wusste-von-Attentaeter-Kontakten  
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0097/2010 ----------------------------------------- ---------------------- 
 Missbrauch von Nacktscannern befürchtet 
--------------------------------------------------- ------------------------ 
In Großbritannien stößt der Einsatz von Körperscann ern auf Flughäfen auf 
Kritik, weil diese gegen Pädophiliegesetze verstoße n. Die britische 
Regierung will Benimmregeln für das Personal aufste llen, das die Scanner 
bedient. 
 
"Wir verstehen die Besorgnis über den Schutz der Pr ivatsphäre beim Einsatz 
von Körperscannern", teilte das britische Verkehrsm inisterium am Dienstag 
mit. Daher solle das Personal, das die Scanner bedi ent, Fortbildungen 
durchlaufen. Außerdem solle eine strikte Berufsethi k formuliert werden. 
Datenschützer befürchten, Bilder von gescannten Kin dern und Prominenten 
könnten sich im Internet wiederfinden. 
 
Das Ministerium wies darauf hin, dass es bereits Vo rsichtsmaßnahmen gebe. 
So könnten die Angestellten, die die Scanner bedien ten, die Menschen in dem 
Gerät nicht sehen. Die Bilder blieben anonym und wü rden umgehend 
vernichtet. 
 
http://futurezone.orf.at/stories/1635759/  
 
 
 
 

 

 

 GERMANY        
 
0098/2010 ----------------------------------------- ---------------------- 
 Germany angered by alleged CIA murder plot 
--------------------------------------------------- ------------------------ 
German prosecutors have launched an investigation o ver a magazine report 
claiming CIA agents and employees of a notorious US  private security firm 
had sought to assassinate a German-Syrian terror su spect.  
 
Berlin on Monday denied any knowledge of the CIA's operation, several days 
after the report's publication in Vanity Fair just before Christmas. The 
controversy centers around claims that the American  intelligence agency and 
the Blackwater — renamed Xe — private security firm  sent a covert 
assassination team to Hamburg in 2004 to spy on and liquidate 51-year-old 
businessman Mamoun Darkazanli.  
 
The report also alleges that aside from regular CIA  agents, German 
authorities and lawmakers had also been kept in the  dark . 
 

(a) http://www.presstv.com/detail.aspx?id=115430&sectio nid=351020604  
ACIPSS-newsletter-commentary: The source is Press TV, the first 
Iranian  international news network. 

(b) http://www.bz-berlin.de/archiv/wollte-cia-deutschen -toeten-
article685989.html  

(c) http://www.welt.de/die-welt/vermischtes/hamburg/art icle5745935/CIA-
Attentatsplan-Ermittlern-sind-die-Haende-gebunden.h tml  

(d) http://www.tagesschau.de/inland/cia140.html  
(e) http://www.rp-online.de/panorama/deutschland/CIA-wo llte-offenbar-in-

Deutschland-morden_aid_802590.html  
(f) http://www.heise.de/tp/r4/artikel/31/31818/1.html  
(g) http://www.spiegel.de/international/germany/0,1518, 670196,00.html  
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ACIPSS-newsletter-commentary : While the whole affair came to the attention 
of German politicians only this week, ACIPSS report ed on the case as early 
as 12 December 2009. See ACIPSS-newsletter reports 3051 and 3052/09.  
 
 
 
0099/2010 ----------------------------------------- ---------------------- 
 Bald Körperscanner auf deutschen Flughäfen 
--------------------------------------------------- ------------------------ 
Ein von der deutschen Bundespolizei weiterentwickel ter Ganzkörperscanner 
soll laut dem Nachrichtenmagazin "Focus" schon in K ürze auf deutschen 
Flughäfen in Betrieb genommen werden.  
 
Das Gerät werde bereits im Jänner 2010 dem Staatsse kretär im deutschen 
Innenministerium, Klaus Dieter Fritsche, vorgeführt , berichtet das Magazin 
in seiner neuen Ausgabe. Der Scanner sei in der Bun despolizeiakademie in 
Lübeck technisch überarbeitet worden. Demnach würde  der Intimbereich von 
Flugpassagieren gepixelt und wäre somit auf dem Sca nner nicht klar 
erkennbar. 
 
http://futurezone.orf.at/stories/1635581/  
 
 
 
 

 

 

 AUSTRIA        

 
0100/2010 ----------------------------------------- ---------------------- 
 U-Ausschuss: Mehr Rechte für die Minderheit 
--------------------------------------------------- ------------------------ 
Dass das parlamentarische Instrument Untersuchungsa usschuss einer Reform 
unterzogen werden muss – darüber sind sich die Part eien größtenteils einig. 
Denn der letzte U-Ausschuss zu Spionage- und Spitze lvorwürfen im Dunstkreis 
der Politik hat sich der generellen Meinung nach ni cht eben mit Ruhm 
bekleckert. 
 
Die Klubchefs von SPÖ, ÖVP, BZÖ und Grünen haben si ch deshalb darauf 
verständigt, sich noch „im ersten Quartal 2010“ übe r die Reformdetails zu 
einigen. Als Vorbild dient das Modell des deutschen  Bundestages, wo schon 
ein Viertel der Abgeordneten eine Untersuchung einl eiten kann; wo 
Privatunternehmen untersucht werden dürfen; und wo Beugestrafen (bis zu 
10.000 Euro), Beschlagnahmungen und Hausdurchsuchun gen möglich sind, wenn 
Beweismittel unterschlagen werden. 
 
Vor allem die Grünen drängen auf einen weitgehenden  Import der deutschen 
Variante, wie Chefverhandler Dieter Brosz am Montag  erklärte. Er räumte 
allerdings ein, dass hierfür eine Reihe von Änderun gen nötig wäre: Wenn 
nämlich die Minderheit im Bundestag einen U-Ausschu ss beantragt, 
verpflichtet die Verfassung die Mehrheit automatisc h zur Zustimmung – und 
schränkt damit das freie Mandat ein. Umgekehrt kann  sich die Mehrheit an 
das Verfassungsgericht wenden, wenn sie Bedenken he gt. Ein derartiges 
„Organstreitverfahren“ müsste in Österreich neu ges chaffen werden. 
 
http://diepresse.com/home/politik/innenpolitik/5310 02/index.do?_vl_backlink
=/home/politik/innenpolitik/index.do  
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 AMERICA (CONTINENTAL) 
 

 
0101/2010 ----------------------------------------- ---------------------- 
 US Feared Attack on Obama Inauguration By Somali E xtremists From Can 
--------------------------------------------------- ------------------------ 
As the clock ticked down to the inauguration of Bar ack Obama, the RCMP was 
investigating urgent, high-level U.S. fears that So mali extremists from 
Canada were poised for a spectacular attack on the historic ceremony, the 
Ottawa Citizen has learned. 
 
In the days and hours leading up to the Jan. 20, 20 09 inaugural on the 
steps of the Capitol building, the monumental threa t unfolded in Washington 
and at the National Security Criminal Investigation s unit at RCMP 
Headquarters in Ottawa. 
 
About three days earlier, an informant walked into an overseas U.S. embassy 
and claimed that Canadian disciples of al-Shabab, t he al-Qaida-inspired 
Somali militant group, had crossed the northern bor der and intended to 
detonate high explosives at the event, a source clo se to the investigation 
confirmed to the Citizen. Al-Shabab is an outlawed terrorist organization 
in the United States, but not in Canada. 
 
http://www.aina.org/news/2010010508149.htm  
 
 
 
 

 

 

 AUSTRALIA & New ZEALAND  

 
0102/2010 ----------------------------------------- ---------------------- 
 Kiwi cyber spies win new powers 
--------------------------------------------------- ------------------------ 
New cyber-monitoring measures have been quietly int roduced giving police 
and Security Intelligence Service  officers the pow er to monitor all 
aspects of someone's online life.  
 
The measures are the largest expansion of police an d SIS surveillance 
capabilities for decades, and mean that all mobile calls and texts, email, 
internet surfing and online shopping, chatting and social networking can be 
monitored anywhere in New Zealand.  
 
In preparation, technicians have been installing sp ecialist spying devices 
and software inside all telephone exchanges, intern et companies and even 
fibre-optic data networks between cities and towns,  providing police and 
spy agencies with the capability to monitor almost all communications.  
 
Police and SIS must still obtain an interception wa rrant naming a person or 
place they want to monitor but, compared to the pho ne taps of the past, a 
single warrant now covers phone, email and all inte rnet activity. 
 
http://www.stuff.co.nz/national/3203448/NZs-cyber-s pies-win-new-powers  
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0103/2010 ----------------------------------------- ---------------------- 
 PR guru 'paid for whalers' spy flights' 
--------------------------------------------------- ------------------------ 
to have paid for Japanese spy planes which have bee n keeping an eye on 
anti-whaling protesters in the Southern Ocean. 
 
Reports say Glenn Inwood's Omeka Public Relations c ompany, which works for 
Japan's Institute of Cetacean Research, chartered p lanes in Hobart and 
Albany to track the Sea Shepherd's ship, the Steve Irwin, in December. Sea 
Shepherd founder and Steve Irwin captain Paul Watso n claims Mr Inwood put 
the "spy flights" on his credit card. 
 
"The Japanese are spending an incredible amount of money this year. They've 
dedicated two vessels just to tail us and the lates t flights out of 
Melbourne and Hobart cost them about $20,000," he t old the ABC. 
 
http://www.abc.net.au/news/stories/2010/01/06/27866 32.htm  
 
 
 
 

 

 

 THE CYBER BATTLEFIELD / CIVIL RIGHTS 

 
 
0104/2010 ----------------------------------------- ---------------------- 
 Facebook geht gegen "Suicide Machine" vor 
--------------------------------------------------- ------------------------ 
Das Soziale Netzwerk Facebook blockiert seit Ende v ergangener Woche die 
"Web 2.0 Suicide Machine" und überlegt weitere Schr itte gegen den Dienst, 
der Nutzern beim schnellen Ausstieg aus der Online- Community hilft und auf 
Knopfdruck Profildaten löscht. 
 
Nach mehr als 50.000 gelöschten Freunden und rund 5 00 deaktivierten 
Profilen habe Facebook ohne Angabe von Gründen den Zugang für die "Web 2.0 
Suicide Machine" blockiert, teilten die Betreiber d es Dienstes vom 
Rotterdamer Medienlabor moddr am Sonntag auf der We bsite des Dienstes mit. 
"Facebook hat den Zugang für die 'Web 2.0 Suicde Ma chine' gesperrt", 
bestätigte Gordan Savicic von moddr am Dienstag geg enüber ORF.at. "Wir 
arbeiten aber bereits daran, die Blockade zu umgehe n." 
 
http://futurezone.orf.at/stories/1635736/  
 
 
0105/2010 ----------------------------------------- ---------------------- 
 Adobe führt "stille" Updates ein 
--------------------------------------------------- ------------------------ 
Aktualisierungen werden ohne Nachfrage beim User ei ngespielt: Um die 
Sicherheit immer auf dem neuesten Stand zu halten, hat Adobe die 
automatische Update-Funktion des Adobe Readers über arbeitet. Künftig sollen 
Aktualisierungen im Hintergrund und ohne Informatio n des Nutzers ausgeführt 
werden. Das gab Adobe-Sicherheitschef Brad Arkin in  einem Interview mit 
Threatpost.com bekannt. 
 
Erste Betatests sollen noch im Jänner starten. Im n ächsten Release des 
Adobe Readers könnte die Funktion dann bereits inte griert und standardmäßig 
aktiviert sein. 
 
http://futurezone.orf.at/stories/1635827/  
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 SPYCRAFT 
 

 
0106/2010 ----------------------------------------- ---------------------- 
 73 Rules of Tradecraft by Allen Dulles (via Srodes ) 
--------------------------------------------------- ------------------------ 
With a tip of the hat to the Association for Intell igence Officers (AFIO), 
which provided this in Intelligencer: Journal of U. S. Intelligence Studies 
(Fall 2009), pages 49-55 (7 pages).  Although AFIO has not opened its doors 
to all multinational multifunctional intelligence p rofessionals across the 
eight tribes of intelligence as we expect it to one  day, its web site and 
publications are openly available and we encourage one and all to 
subscribe. 
 
http://www.oss.net/dynamaster/file_archive/100102/0 a947a77d762061cc87ec541c
2d2dcc7/2010-01-02%20Dulles%20on%20Tradecraft%20via %20Srodes.pdf  
 
 
 
0107/2010 ----------------------------------------- ---------------------- 
 Parrot AR.Drone: Spionage-Hubschrauber mit iPhone f ernsteuern  
--------------------------------------------------- ------------------------ 
Parrot hat ein neues Spielzeug für Erwachsene vorge stellt, einen 
Flugroboter, der in ähnlicher Form auch vom Militär  für Spionagezwecke 
genutzt wird. In das Gerät sind zwei Videokameras e ingelassen, die ihr Bild 
an ein iPhone oder einen iPod Touch weitergeben. Mi t Neigungen der Apple-
Geräte kann man die sogenannte AR.Drone steuern. Fü r Videospiel-Entwickler 
ist der Flieger ab sofort verfügbar. Wann und zu we lchem Preis es im freien 
Handel erscheint, ist noch nicht bekannt. 
 
http://www.areamobile.de/news/13765-parrot-ar-drone -spionage-hubschrauber-
mit-iphone-fernsteuern  
 
 
 
0108/2010 ----------------------------------------- ---------------------- 
 American security regulations prevent real-time sh aring of video 
--------------------------------------------------- ------------------------ 
A continuing problem in Afghanistan is American sec urity regulations that 
prevent real-time sharing of video, and other, inte lligence with NATO (and 
non-NATO) allies. The U.S. can’t even give most of these allies any access 
to the classified SPRNET (an Internet like network that is encrypted and 
isolated from the Internet itself), where lots of u seful intelligence 
information is always available. 
 
http://www.strategypage.com/htmw/htintel/articles/2 0100104.aspx  
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ACIPSS-Newsletter 02/2010        20  
 

0109/2010 ----------------------------------------- ---------------------- 
 Der CIA-Zauberer: Die tödlichen Tricks des John Mu lholland 
--------------------------------------------------- ------------------------ 
Zu den bizarrsten Geschichten des Kalten Kriegs geh ört die streng geheime 
Zusammenarbeit der CIA mit John Mulholland, dem ame rikanischen Star-Magier 
der 50er Jahre. Der erfahrene Trickexperte sollte d ie politischen 
Falschspieler in die Kunst der Täuschung einführen,  bewährte Tricktechniken 
für das Spionagehandwerk adaptieren und für die Age nten Tricks entwickeln, 
um Gegnern psychedelische Drogen zuzuführen oder si e zu töten. Nach über 
einem halben Jahrhundert wurde sein Handbuch für Ag ententricks, das lange 
für einen Mythos gehalten wurde, im November 2009 d er Öffentlichkeit 
zugänglich gemacht. 
 
http://www.heise.de/tp/r4/artikel/31/31745/1.html  
 
(Special thanks to Harald KNOLL for this info !) 
 
 
 
0110/2010 ----------------------------------------- ---------------------- 
 Files reveal previously unknown UK-Soviet diplomat ic scuffle 
--------------------------------------------------- ------------------------ 
A previously unknown fracas between two British dip lomatic officials, their 
wives, and a team of Soviet intelligence agents, ha s been revealed in 
declassified British government reports. The docume nts, which were released 
last weekend, show that two employees of the Britis h embassy in Moscow were 
detained, along with their wives, allegedly for pho tographing a Soviet 
military installation. The British diplomats were L ieutenant-Commanders Ian 
Clapham and Aubone Pyke, who was the embassy’s assi stant military attaché. 
Escorted by their wives, the two officials were all egedly taking a tour of 
Leningrad (now St. Petersburg), in February of 1979 , when a group of “about 
25” Soviet intelligence agents rapidly approached t hem. The agents 
proceeded to confiscate a cameral belonging to Pyke , after rapidly pulling 
down his trousers, an old trick aimed to prevent a suspect from running 
away. 
 

(a) http://intelligencenews.wordpress.com/2010/01/05/01 -354/  
(b) http://www.dailymail.co.uk/news/article-1240134/Col d-War-Ill-say-

British-spook-tells-KGB-heavies-debagged-minus-27-s napping-secret-
site.html  

 
 
 
0111/2010 ----------------------------------------- ---------------------- 
 'Righteous' honour for Auschwitz spy 
--------------------------------------------------- ------------------------ 
A FORMER British prisoner of war from Derbyshire wh o swapped uniforms with 
a Jewish inmate to spy on a Nazi concentration camp  could be in line for a 
major honour. 
Denis Avey, aged 91, could be honoured with the tit le "Righteous Among the 
Nations" by the Yad Vashem Holocaust Memorial in Je rusalem. The honour, 
reserved for non-Jews who helped Jews during the wa r, has previously been 
bestowed on Oskar Schindler, the German businessman  who saved more than  
1,000 Jews by putting them to work in his enamelwar e and ammunitions 
factories. 
 
Denis, who lives near Buxton, was being held in Mon owice POW camp when he 
met Ernst Lobethall, a Jew who was sent to the main  concentration camp at 
nearby Auschwitz-Birkenau. 
 
http://www.thestar.co.uk/news/39Righteous39-honour- for-Auschwitz-
spy.5949038.jp  
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0112/2010 ----------------------------------------- ---------------------- 
 U.S. pilot in botched Bay of Pigs invasion dies 
--------------------------------------------------- ------------------------ 
A Central Intelligence Agency pilot who flew in the  failed U.S.-backed 1961 
Bay of Pigs invasion of Cuba died of cancer on Tues day, his family said. 
 
Lieutenant Colonel Joseph Shannon of Birmingham, Al abama, was one of a 
handful of U.S. pilots whose planes supported Cuban  exiles in their botched 
attempt to overthrow Cuban leader Fidel Castro. "Fo ur planes (manned by 
Americans) flew that day (April 15, 1961). Two did not come back," Shannon 
said in an interview weeks before his death. 
 
The rout by Castro's Cuban forces of the U.S.-suppo rted Bay of Pigs 
invasion proved an embarrassment to President John Kennedy who had tried to 
conceal evidence of U.S. involvement. Shannon, a Wo rld War Two fighter 
pilot who went on to fly Alabama governor "Big" Jim  Folsom, said a change 
of plan by Kennedy doomed the attack. Cuban exiles involved in the attack 
said they had been promised U.S. military backup, w hich failed to 
materialize when it was clear the assault had faile d. 
 
http://news.yahoo.com/s/nm/20100105/ts_nm/us_usa_cu ba_bay  
 
 
 

  HOT DOCS ONLINE    
 
0113/2010 ----------------------------------------- ---------------------- 
 Intelligence as a Career 
--------------------------------------------------- ------------------------ 
Deciding how to spend one’s life is not a trivial m atter, but many of us 
tend to make that decision by default. “It seemed l ike a good idea at the 
time.” “My parents/best friends/teachers said I sho uld/could do it.” “I 
wasn’t interested in anything (else).” Professional  career counselors at 
universities try to guide students into occupations  for which they appear 
best qualified, but their efforts can only suggest possibilities. 
The foreign affairs field, of which intelligence is  but one component, is 
one of these possibilities. It is an attractive fie ld, because some 
agencies offer the opportunity of living and workin g overseas. This can 
have a great appeal to many Americans who have trav elled abroad, whether 
because their parents worked overseas, or they went  to a foreign country on 
vacation, or they spent a year of college on a year -abroad program. 
 
http://www.afio.org/publications/afio_careers_bookl et2009Oct25.pdf  
 
 
 
0114/2010 ----------------------------------------- ---------------------- 
 How a Boy Becomes a Martyr: The Dangers of Web 2.0  Technology 
--------------------------------------------------- ------------------------ 
The following report is a fictitious account of how  a young person in 
America could become a suicide bomber for an Islami c extremist group. It is 
the fifth in a series of reports on Web 2.0 technol ogy and future urban 
warfare. All references to people, groups, and prod ucts are intended for 
illustrative purposes only. As such, the authors do  not suggest that any of 
the products or organizations listed condone or sup port extremist 
activities. 
 
http://publicintelligence.net/how-a-boy-becomes-a-m artyr-the-dangers-of-
web-2-0-technology/  
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0115/2010 ----------------------------------------- ---------------------- 
 EUROPOL FAQs on Analysis Work Files 
--------------------------------------------------- ------------------------ 
As a result of the entry into force of the Danish P rotocol, Article 10 of 
the Europol Convention was modified by inserting a  new paragraph 9 that 
allows Europol to invite, under certain  conditions , experts from third  
States or third bodies to be associated with the ac tivities of an analysis 
group. As a result, these experts are provided with  certain “prerogatives”. 
The exact scope of some of these prerogatives and t heir practical 
implementation is the subject of the questions belo w raised during the 
first months of experience in the context of the AW F association and 
cooperation between Europol and Third Parties. 
 
http://www.statewatch.org/news/2009/nov/europol-awf s-third-parties.pdf  
 
 
 
0116/2010 ----------------------------------------- ---------------------- 
 Overview of Federal Statutes Governing Wiretapping  and Eavesdropping 
--------------------------------------------------- ------------------------ 
This report provides an overview of federal law gov erning wiretapping and 
electronic eavesdropping. It also appends citations  to state law in the 
area and contains a bibliography of legal commentar y as well as the text of 
the Electronic Communications Privacy Act (ECPA) an d the Foreign 
Intelligence Surveillance Act (FISA). 
 
http://assets.opencrs.com/rpts/98-326_20091203.pdf  
 
 
 
0117/2010 ----------------------------------------- ---------------------- 
 Private Security Contractors in Iraq and Afghanist an: Legal Issues 
--------------------------------------------------- ------------------------ 
U.S. departments and agencies contributing to comba t or stability 
operations overseas are relying on private firms to  perform a wider scope 
of security services than was previously the case. The use of private 
security contractors (PSCs) to protect personnel an d property in Iraq and 
Afghanistan has been a subject of debate in the pre ss, in Congress, and in 
the international community. While PSCs are widely viewed as being vital to 
U.S. efforts in the region, many Members are concer ned about transparency, 
accountability, and legal and symbolic issues raise d by the use of armed 
civilians to perform security tasks formerly perfor med by military 
personnel, as well as the adverse impact PSCs may b e having on U.S. 
counterinsurgency efforts. 
 
http://www.fas.org/sgp/crs/natsec/R40991.pdf  
 
 
 
0118/2010 ----------------------------------------- ---------------------- 
 Fixing Intel: A Blueprint for Making Intelligence Relevant in Afghan. 
--------------------------------------------------- ------------------------ 
This report critically  examines the relevance of the U.S. intelligence 
community to the counterinsurgency strategy in Afgh anistan. The authors - 
Major General Michael T. Flynn , Deputy Chief of Staff for Intelligence in 
Afghanistan; his advisor Captain Matt Pottinger; an d Paul Batchelor, Senior 
Advisor for Civilian/Military Integrations at ISAF - argue that because the 
United States has focused the overwhelming majority  of collection efforts 
and analytical brainpower on insurgent groups, the intelligence apparatus 
still finds itself unable to answer fundamental que stions about the 
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environment in which U.S. and allied forces operate  in and the people they 
are trying to protect and persuade. 
 
Quoting  General Stanley McChrystal, the authors wr ite that "Our senior 
leaders - the Chairman of the Joint Chiefs of Staff, the Se cretary of 
Defense, Congress, the President of the United Stat es - are not getting the 
right information to make decisions with ... The media is driving the 
issues.  We need to build a process from the sensor  all the way to the 
political decision makers." 
 
http://www.cnas.org/files/documents/publications/Af ghanIntel_Flynn_Jan2010_
code507_voices.pdf  
 
 
 
0119/2010 ----------------------------------------- ---------------------- 
 Military Service Records and Unit Histories: A Gui de to Sources 
--------------------------------------------------- ------------------------ 
This guide provides information on locating militar y unit histories and 
individual service records of discharged, retired, and deceased military 
personnel. It includes contact information for mili tary history centers, 
websites for additional sources of research, and a bibliography of other 
publications. 
 
http://www.fas.org/sgp/crs/secrecy/RS21282.pdf  
 
 
 
0120/2010 ----------------------------------------- ---------------------- 
 Structure of Iran's State-Run TV IRIB 
--------------------------------------------------- ------------------------ 
Iran's state-run TV is the largest element of the I slamic Republic of Iran 
Broadcasting (IRIB), a body that, according to Iran 's constitution, is the 
country's only radio and TV broadcaster. The IRIB s eeks to "strengthen the 
country's cultural solidarity" and has established a vast network of 
internal and external channels.  The organization's  annual budget is 
reportedly 900 million US dollars, and their person nel is estimated at 
46,000. 
 
http://www.fas.org/irp/dni/osc/iran-tv.pdf  
 
 
 
 

 

 

 CONFERENCES / LECTURES  

 
0121/2010 ----------------------------------------- ---------------------- 
 Ausgespäht und abgespeichert 
--------------------------------------------------- ------------------------ 
Das Ende der Privatsphäre? 
 
Vortrag und Diskussion mit Hans ZEGER (ARGE Daten) 
Neues Volkshaus, Knittelfeld 
13.1.2010, 19:00 Uhr 
 
Info: 0316-22 59 32 
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0122/2010 ----------------------------------------- ---------------------- 
 Spionage und Infiltration - total legal? 
--------------------------------------------------- ------------------------ 
Farner PR 
20. Januar 2010 | 19:30 Uhr 
 
Mindestens zwei Nestlé/Securitas-Spioninnen bei att ac, eine Securitas-
Spionin in der GAR (Groupe anti répression in Lausa nne), eine Farner-
Spionin in der GSoA… Ist das nur die Spitze des Eis bergs? 
 
Das Strafverfahren gegen Nestlé und Securitas wurde  von der Waadtländer 
Justiz eingestellt. Also alles total legal? Oder hi elt die Justiz Ohren, 
Mund und Augen geschlossen? Und gibt es gesetzliche  Lücken? 
 
Es diskutieren: 
• Alec Feuz, Autor des Buches «Affaire Classée – At tac, Securitas, Nestlé» 
• Franklin Frederick, von der Nestlé-Securitas-Spio nage direkt betroffen 
• Rahel Ruch, Gruppe Schweiz ohne Armee (GSoA) 
• Viktor Györffi, Demokratische JuristInnen Schweiz , grundrechte.ch 
 
Moderation: Yvonne Zimmermann (SOLIFONDS) 
 
Ort: Kirchgemeindehaus Johannes, Wylerstrasse 5, 30 14 Bern 
 
Die Veranstaltung findet deutsch-französisch statt und wird simultan 
übersetzt. 
 
http://www.gsoa.ch/gsoa/agenda/445/  
 
ACIPSS-Newsletter-Kommentar : Der Veranstalter ist die „Gruppe für eine 
Schweiz ohne Armee“.  
 
 
 
 

 

 

 MEDIA ALERTS      
 
0123/2010 ----------------------------------------- ---------------------- 
 Media alerts 
--------------------------------------------------- ------------------------ 
 
am Sa, 09.01. um 20:15 mdr 
Agentenpoker  
Komödie 
Dauer: 100 min (a) 
Beschreibung: Miles Kendig ist seit 20 Jahren CIA-A gent und mit allen 
Wassern gewaschen. Mit seinen Starallüren verärgert  er jedoch seinen neuen 
Chef G. P. Myerson, der ihn ins Archiv verbannen wi ll. Kendig rächt sich 
postwendend mithilfe seiner Freundin und Ex-Kollegi n Isobel von Schmidt. Er 
schreibt ein brisantes Enthüllungsbuch und veransta ltet mit den auf ihn 
angesetzten Spionen ein Katz-und-Maus-Spiel quer üb er den Globus. 
 
 
am So, 10.01. um 12:00 SF1 
Comic Books Go to War - Comics berichten vom Krieg  
Dokumentation 
Dauer: 60 min (b) 
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Beschreibung: Der Comic ist in letzter Zeit zum ane rkannten Medium 
geworden, um Krieg, Revolutionen und Völkermord zu thematisieren. Trotz und 
gerade wegen seiner Subjektivität gelingt es dem Co mic, mit Echtheit 
Aktualität zu dokumentieren. Einen wichtigen Schrit t in diese Richtung 
machte 1986 Art Spiegelmann mit dem Comic «Maus», u nd die Comic-Reportage 
«Palästina» von Joe Sacco begründete 1992 das Genre . Der Dokumentarfilm in 
der «Sternstunde Kunst» zeigt die Arbeit und die pe rsönliche 
Auseinandersetzung wichtiger Comic-Journalistinnen und -Journalisten mit 
Krieg und Unterdrückung: unter anderen Joe Sacco (« Palästina»), dem 
Schweizer Zeichner Patrick Chappatte und Marjane Sa trapi («Persepolis»). 
 
 
am So, 10.01. um 20:15 arte 
Themenabend: Wenn Wände Ohren haben  
Einführung 
Dauer: 2 min (c) 
Beschreibung: Ende der 70er Jahre in den USA: Die E rmordung der Kennedy-
Brüder, Massenproteste gegen den Vietnamkrieg und d er Watergate-Skandal 
führten unter den US-Bürgern zu Skepsis gegenüber i hrer Regierung. Die 
Gesellschaft verlor Zuversicht und Unschuld. Auch H ollywood reagierte auf 
das zunehmende Misstrauen vieler Amerikaner gegenüb er den Regierenden und 
deren Angriffe auf die Freiheitsrechte. Der Themena bend lässt mit dem 
Politthriller "Die drei Tage des Condor" und der Do kumentation "Die Fabrik 
der Spione" das Unbehagen einer verunsicherten amer ikanischen Gesellschaft 
angesichts unkontrollierter Geheimdienstaktivitäten  im Kampf um die 
bedrohten Werte der Demokratie wieder spürbar werde n. 
 
 
am So, 10.01. um 20:17 arte 
Die drei Tage des Condor  
Spionagethriller 
Dauer: 113 min (d) 
Beschreibung: Als der CIA-Mitarbeiter Joseph Turner  eines Mittags vom 
Sandwichholen zurückkommt, findet er alle seine Kol legen erschossen vor. 
Schnell wird klar, dass die Täter aus den eigenen R eihen kommen und es auch 
auf Turner abgesehen haben. Der entführt in seiner Verzweiflung eine 
Passantin und zwingt diese, ihn vorübergehend bei s ich zu verstecken. 
 
 
am So, 10.01. um 22:10 arte 
Die Fabrik der Spione - Die technische Aufrüstung d er amerikanischen 
Geheimdienste  
Dokumentation 
Dauer: 50 min (e) 
Beschreibung: Als Reaktion auf die Terroranschläge vom 11. September 2001 
kam es zu massiver Ausweitung von Überwachung und I nformationssammlung 
durch die verschiedenen amerikanischen Geheimdienst e. Die Dokumentation, 
die sich vor allem auf das Buch "The Shadow Factory " des Journalisten James 
Bamford stützt, beschreibt die technischen Finessen , mit denen CIA, FBI und 
NSA Freund und Feind beobachten und kontrollieren. Das jüngste Werk von 
James Bamford, "The Shadow Factory: The Ultra-Secre t NSA From 9/11 to the 
Eavesdropping on America", bildet die Grundlage der  Dokumentation. Darin 
deckt der amerikanische Journalist und Autor auf, w ie die National Security 
Agency (NSA), die amerikanische Nationale Sicherhei tsbehörde - deren 
Existenz übrigens James Bamford 1982 publik machte - die neuesten 
Informationstechniken anwendet, um im Krieg gegen d en Terror an 
Informationen zu gelangen. 
 
 
am Di, 12.01. um 00:35 zdf_neo 
Die großen Diktatoren - Hitler  
Dokumentation 
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Dauer: 45 min (f) 
Beschreibung: Die NS-Propaganda stilisierte Hitler zu einem Propheten, der 
scheinbar wie aus dem Nichts in die Geschichte trat , um eine "deutsche 
Mission" zu erfüllen. Die Saat für seinen Aufstieg war der Zusammenbruch. 
Der Erste Weltkrieg bereitete den Boden für eine We ltanschauung, die keine 
Menschlichkeit kannte. 
 
 
am Di, 12.01. um 20:15 rbb 
Geheimnisvolle Orte - Die Stasi-Zentrale  
Doku-Reihe 
Dauer: 45 min (g) 
Beschreibung: Nichts war in der DDR so geheim wie d ie Zentrale des 
Ministeriums für Staatssicherheit in Berlin-Lichten berg. Auf fast zwei 
Quadratkilometern residierte hier bis 1990 die gefü rchtete Geheimpolizei 
der DDR, die Stasi. Knapp 10.000 MfS-Mitarbeiter ha tten hier ihren 
Arbeitsplatz. Von hier aus schickten sie ihre "Kund schafter" ins 
"Operationsgebiet", von hier aus wurde das Netz Ino ffizieller Mitarbeiter 
gesteuert, die Opposition überwacht, Verhaftungen a ngeordnet und 
"Sicherungseinsätze" durchgeführt. Für die meisten DDR-Bürger war das 
Gelände eine terra incognita, ein hermetisch abgeri egelter Teil ihrer 
Stadt, den sie nicht betreten konnten. 
 
 
am Mi, 13.01. um 03:05 RTL II 
The Ground Truth - Der Irak-Krieg und seine Soldate n 
Dokumentarfilm 
Dauer: 80 min (h) 
Beschreibung: Dokumentarfilm über US-Soldaten, die ihren Dienst im 
Irakkrieg abgeleistet haben und nach ihrer Rückkehr  in die USA mit den 
Schrecken des Krieges fertig werden müssen. Sie müs sen zahllose 
Herausforderungen überwinden, um zuhause wieder Fus s zu fassen. 
 
 
am Do, 14.01. um 20:15 PHOENIX 
Der Raketenmann - Wernher von Braun und der Traum v om Mond 
Szenische Dokumentation 
Dauer: 90 min (i) 
Beschreibung: In Hitlers Vernichtungskrieg baute de r versierte Techniker 
und Organisator für den Diktator "Vergeltungswaffen ". Tausende von 
Zwangsarbeitern starben beim Bau der Anlagen und de r Herstellung der von 
ihm konstruierten V2-Rakete, Tausende von Ziviliste n wurden bei ihrem 
Einsatz getötet. Später rechtfertigte sich Braun da mit, er habe eigentlich 
immer den Mond im Blick gehabt, sei nur für die Kon struktion, nicht aber 
für die Verwendung der Rakete verantwortlich. Er wa r bei Kriegsende 1945 
gerade 33 Jahre alt. Nahtlos konnte er seine Karrie re in den USA 
fortsetzen, weil die Supermacht an der Waffe intere ssiert war. 
 
 
am Do, 14.01. um 23:00 SWR 
Das Rote Kreuz im Dritten Reich - Vom Versagen der Hilfe  
Dokumentation 
Dauer: 45 min (j) 
Beschreibung: Das rote Kreuz auf weißem Grund ist e in Symbol für Menschen 
in Not. Vor allem in Kriegszeiten blickten die Opfe r hoffnungsvoll auf das 
Internationale Komitee des Roten Kreuzes in Genf. D och die, die unter dem 
Nazi-Terror am dringendsten Hilfe gebraucht hätten,  die Opfer der Schoah, 
hofften vergebens. Nach dem Krieg berief sich das I KRK lange darauf, nur 
für die Kriegsgefangenen ein völkerrechtliches Mand at gehabt zu haben. Die 
Dokumentation zeigt, wie wenig stichhaltig diese Ar gumentation ist. 
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am Fr, 15.01. um 17:05 n-tv 
High-Tech gegen den Terror  
n-tv Reportage 
Reportage 
Dauer: 55 min (k) 
Beschreibung: Hochhäuser sind faszinierende Bauwerk e, die als Monumente für 
Erfolg, Stärke und Kapitalismus stehen. Doch seit d em 11. September 2001 
werden sie nur allzu oft auch als potenzielle Ansch lagsziele für 
Terroristen gesehen. Um diese Giganten zu verteidig en, haben eine Armee von 
Wissenschaftlern, Ingenieuren und Sicherheitsberate rn begonnen, ihr 
Sicherheitskonzept für diese Bauwerke zu perfektion ieren. Ausgerüstet mit 
High-Tech Detektoren und Geräten hat der Kampf gege n den Terror begonnen. 
Diese Reportage stellt Ihnen die neusten Schutzmech anismen vor und zeigt, 
mit welch ausgeklügelter Technik die Entwickler hin terhältige Anschläge 
verhindern wollen. 
 
 

(a) http://tv.intern.de/index.php?site=Detail&id=216-0-
23650651&tvid=e80af4240eef0134158864028fbcb044  

(b) http://tv.intern.de/index.php?site=Detail&id=216-0-
23817148&tvid=e80af4240eef0134158864028fbcb044  

(c) http://tv.intern.de/index.php?site=Detail&id=216-0-
23630139&tvid=e80af4240eef0134158864028fbcb044  

(d) http://tv.intern.de/index.php?site=Detail&id=216-0-
23630140&tvid=e80af4240eef0134158864028fbcb044  

(e) http://tv.intern.de/index.php?site=Detail&id=216-0-
23630141&tvid=e80af4240eef0134158864028fbcb044  

(f) http://tv.intern.de/index.php?site=Detail&id=216-0-
23739394&tvid=e80af4240eef0134158864028fbcb044  

(g) http://tv.intern.de/index.php?site=Detail&id=216-0-
23750590&tvid=e80af4240eef0134158864028fbcb044  

(h) http://www.teleboy.ch/programm/show/RTL2/TheGroundT ruthDerIrakkriegU
ndS/201001130305023  

(i) http://tv.intern.de/index.php?site=Detail&id=216-0-
23706500&tvid=e80af4240eef0134158864028fbcb044  

(j) http://tv.intern.de/index.php?site=Detail&id=216-0-
23598316&tvid=e80af4240eef0134158864028fbcb044  

(k) http://www.n-tv.de/mediathek/tvprogramm/?d=2010-01- 15 
 
 
 
 
Deadline for application: 12 January 2010 
 
 
******************************************* 
This newsletter is EDITED by Verena Klug and publis hed by www.acipss.org 
 
Disclaimer: ACIPSS reserves the right not to be res ponsible for the 
topicality, correctness, completeness or quality of  the information 
provided. Liability claims regarding damage caused by the use of any 
information provided, including any kind of informa tion which is incomplete 
or incorrect, will therefore be rejected. Likewise ACIPSS is not 
responsible for any contents linked or referred to from his pages. If any 
damage occurs by the use of information presented t here, only the author of 
the respective pages might be liable, not ACIPSS wh o has linked to these 
pages. (If sections or individual terms of this sta tement are not legal or 
correct, the content or validity of the other parts  remain uninfluenced by 
this fact.) The views expressed in commentaries are  those of the author(s) 
and do not necessarily reflect the official policy,  position, or opinions 
of ACIPSS. 
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Telekommunikationsgesetz (TKG) 
 
To UNSUBSCRIBE send an email message to:  
 newsletter@acipss.org  
with “unsubscribe” in the reference-line 
 
To SUPPORT our newsletter please send an email to  
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